: Danielle Morgan

Supervisor: Rain Ottis

Q

Co-Supervisor: Arnis Parsovs




e Contactless

e |D Card

%




& & & -
. /_ 0.223" Recording Density Character Configuration Information Content
2 4

g A & (bits per inch) (including parity bt} {including confrol charachers)
¥ o Track1  IATA 210BPI 7 Bits per Character 79 Alphanumeric Characters
x 010" Track2 ABA 75 BRI 5 Bits per Character 40 Numeric Characters
x 010" Track3 THRIFT  210BR 5 Bits per Character 107 Numeric Characters

®* Magnetic-stripe

®* The goal however is to gain the track information

ithout having to physically swipe the card




/. Partner Carc ‘
8. Saastu Card
Security Information
~ 9. PINS Card
10.Rimi Card 2002=1233000107609866=000000000=944038520
/O° e 0=01=000000=000=201231=160519=0233



T

100000000000



Oberthur

VICIOR]1Y !
il

PHO IO &

12 CLUB ON
Bonus card

130 “j
=i

308124 5 32012679 7

: VAR L l'l “-i;;.‘.li(i f‘:,“ : o PINS: 4003381003

" f.-f-":;"_*' e e (EXPW

Trip summary

Passenger name: Danielle Morgan

400 338 100



* Diffict

( *® Self-service ’rermlnqls remove the need



LIKMEKAART .

Member card / Ynexckan kapra

* Elron Ca

* Possibly severo c application
* Read/Write access requires authentication key
O ¢ Card could not be cloned — reading keys unknown

%




ER
LD

VR
A
.
e
SMART
COSMOS
KASP
OSWA
Innovative Security Engineering

* ISIC / SEB IS

* Partially readable

* Write keys not recoverable
* Clone made using UID changeable card or Chameleon

1234 1234 1234 1234

6
94,.25.10.1994 w0 12/16
~~ NAME OF SCHOOL
... NAME OF CARDHOLDER




TTU Gym

Cloned using UID-changeable card — also only uses UID




TARTU BUSSIKAART

and writable

* Keys unknown
* Not cloneable without full read access







¢
VO ©® N O 0 AW N

—

N O — O

Surname
First name line 1

First name line 2

Gender: “M” — Male, “N” — Female

Nationality

Birth date (dd.mm.yyyy)
Personal ID code
Document Number
Document Expiry Date
Place of Birth

Date of Issuance

Type of Residence Permit

Notes Line 1 - 4

00 a4 02 Oc 02 50 44
00 b2 01 04 00
00 b2 02 04 00
00 b2 03 04 00
00 b2 04 04 00
00 b2 05 04 00
00 b2 06 04 00
00 b2 07 04 00
00 b2 08 04 00

Select Personal Data File
Read Surname

Read First name line 1
Read First name line 2
Read Gender

Read Nationality

Read Birth date

Read Personal ID code

Read Document number



Arbitrary pes 5

RSA keys cannot be copied

%




00 a4 01 Oc 02 ee ee
00 a4 02 04 02 50 44
00 b2 07 04 00
00 b2 08 04 00
00 b2 09 04 00

00 a4 01 04 02 ee ee
00 a4 02 04 02 50 44
00 b2 08 04 00

Select EstEID Dedicated File
Select Personal Data File
Read Personal ID code

Read Document number

Read Expiry date

Select EstEID Dedicated File
Select Personal Data File

Read Document number




race left










