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Abstract—Internet of Things (IoT) represents a cyber-
physical world where physical things are interconnected on 
the Web. This paper presents an architecture designed for 
Energy-efficient Inter-organizational wireless sensor data 
collection Framework (EnIF). Environmental monitoring 
and urban sensing are two major application scenarios in 
IoT. Different from the traditional sensor environments, 
environmental sensing in IoT may require battery-powered 
nodes to perform the sensing tasks. Such a requirement 
raises a critical challenge to ensure that sensor data 
gathering can be collected in a timely and energy-efficient 
manner. Although numerous energy-efficient approaches for 
IoT scenarios have been proposed, previous works assumed 
the entire network was managed by a single organization in 
which the network establishment and communication have 
been pre-configured. This assumption is inconsistent with 
the fact that IoT is established in a federated network with 
heterogeneous devices controlled by different organizations. 
The aim of the framework is to enable a dynamic inter-
organizational collaborative topology towards saving energy 
from data transmissions using a service-oriented 
architecture.  

Keywords—Internet of Things, Wireless Sensor Network, 
SOA, inter-organizational, collaborative,  energy saving.  

I.  INTRODUCTION 
Internet of Things (IoT) represents a cyber-physical 

world that interconnects physical things to the Internet. 
Ideally,  IoT “allows people and things to be connected 
Anytime, Anyplace, with Anything and Anyone, ideally 
using Any path/network and Any service” [1]. The concept 
of things does not limit to electronic devices such as 
personal computers, tablet computers, mobile phones, but 
also includes other objects in people’s everyday life such 
as food packs, cargo, animals that are attached with digital 
identities such as Radio-frequency identification (RFID), 
Auto-ID or Electronic Product Code (EPC) [2] . Cisco 
System predicts that in the year 2020, 50 billion things will 
be connected to the Internet [3]. It is also foreseeable that 
in the near future, IoT devices will be deployed by both 
academic and industrial organizations in urban and outdoor 
areas to collect heterogeneous data for different purposes 
such as urban environment analytic (e.g., analyzing water, 
air, temperature, power consumption, etc.), people and 
social analytic, transport and traffic analytic [4]. 

Environmental monitoring and urban sensing are two 
major application scenarios in IoT [5]–[9]. Different from 
the traditional sensor environments, environmental sensing 
in IoT may require battery-powered nodes to perform the 

sensing tasks. For examples, urban noise mapping requires 
uninterrupted noise level collection using portable battery-
powered devices [10]. Crowdsourcing-based urban sensor 
system requires data collectors using battery-powered 
mobile devices to perform sensing and upload data to the 
Web servers [11], [12]. Battery-powered portable devices 
are also required in the IoT for people with disabilities in 
order to provide real time urban environmental sensing 
[13]. Such a requirement raises a critical challenge to 
realize energy-efficiency of IoT applications. 

Recently, numerous energy-efficient approaches for 
IoT scenarios have been proposed to improve the lifetime 
of the sensor data collection processes. Fundamentally, 
there are two trends of approaches to supporting energy 
efficiency in IoT applications. The first trend is utilizing 
lightweight communication protocols. For example, 
Bluetooth Low Energy (BLE) and ZigBee1 can provide a 
low energy data transmission approach within sensor 
networks. The Efficient XML Interchange (EXI) [14] 
format can reduce the payload size of data. Constrained 
Application Protocol(CoAP) [15] provides an alternative to 
HTTP to reduce the data transmission size in the Internet. 
The drawback of the lightweight protocols is that they 
reduce certain capacities. For example, BLE decreases the 
application throughput from 0.7–2.1 Mbit/s (classic 
Bluetooth) to 0.27 Mbit/s. 

The second trend is to design an efficient data 
transmission topology strategy [16]. The review [16] has 
provided a comparison of the state of the art in energy-
efficient Wireless Sensor Network (WSN) topology 
strategies. For instance, LEACH [17] protocol aimed to 
optimize the communication in WSN towards reducing the 
overall energy consumption among the networked peers by 
using a resource-aware cluster head selection strategy. 
PEGASIS [18] utilized the collaborative data transmission 
scheme in which sensor nodes take turns to submit the data 
to the data collection base station in order to reduce energy 
consumption. Other researchers have also proposed 
different strategies to optimize the energy efficiency for 
WSN [19]–[23]. However, a common gap in past works is 
that they assumed the entire network was managed by a 
single organization in which the network establishment 
and communication have been pre-configured. Such an 
assumption may not be applicable in all types of 
environment. Unless there is a high incentive for the local 
government or a highly trustworthy organization to 
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establish such a fundamental infrastructure, the 
collaborative WSN approaches cannot be implemented in a 
straightforward manner. Fundamentally, IoT is based on 
federated networks. IoT devices in proximity may belong 
to different organizations. In such an environment, 
establishing collaborations towards optimizing the energy 
efficiency becomes a challenge involving how to establish 
inter-organizational networks dynamically. Collecting data 
from heterogeneous federated IoT devices is particularly a 
challenging problem since every organization applies 
different settings to their IoT device configurations. This 
includes the transmission speed, server speed, power 
settings, data collection interval, and the degree of nodes 
connected to data collector hub on each local network. 

This paper presents the Energy-efficient Inter-
organizational wireless sensor data collection Framework 
(EnIF). The aim of the framework is to enable the sensor 
data collection devices of different organizations to 
dynamically establish a collaborative topology towards 
saving energy in data transmissions. EnIF utilizes standard 
service-oriented workflow systems to create the 
autonomous inter-organizational collaborative network. 

This paper is organized as follows: Section II provides 
background on collaborative networking for saving energy 
in IoT. Section III presents the proposed framework design 
and the broker selection schemes for data collection. 
Section IV describes the experiments with our prototype. 
This paper concludes in Section V. 

II. RELATED WORK 
WSN is one of the main elements of IoT for sensing 

environments. A number of reviews in IoT [5], [24]–[26]  
have defined the challenges of WSN in term of energy-
efficiency. We summarize the key theories in the  reviews. 
• Existing WSN research focus on low-level MAC routing 

protocols. Although they can improve the energy 
efficiency, most of them cannot be applied directly to 
IoT scenarios because most of the commercial devices 
either do not support the protocols, or those protocols 
were not fully compatible with the  standards so that  
interoperability can be an issue when some nodes need to 
be dynamically replaced in a plug-and-play manner [24]. 

• Current solutions were based on a multi-hop, proximity-
range communication topology, which is considered 
having poor end-to-end throughput and is not cost 
efficient in the case of large-scale deployment. An 
alternative cost-efficient approach is to forward sensor 
data to the Internet by offloading the data in an 
opportunistic network  [25]. 

Establishing a collaborative network to save energy in 
an opportunistic manner has been applied in [11], [12] for 
collaborative sensing using mobile devices. The work in 
[11] focused on optimizing the scheduling of crowdsensing 
tasks by analyzing the moving trajectory of mobile users. 
The work has shown that utilizing opportunistic 
collaborative sensing can significantly reduce the energy 
consumption compared to traditional non-collaborative 
sensing strategies. effSense [12] provides a hybrid scheme 
to reduce the mobile Internet usage and energy 
consumption caused by data transmission in crowdsensing 
scenarios. The scheme optimizes the sensor data uploading 
process based on dynamically selecting the gateway using 

certain context information such as the mobile data plan of 
the peers, available Wi-Fi and Bluetooth connections for 
offloading the data, and the prediction of peers’ mobility in 
order to optimize the data uploading schedule.   

Collaborative sensing approaches have also been used 
in WSN. In early work [18], PEGASIS, an energy-efficient 
wireless sensor network, sensors transmit data to other 
close range sensors, and take turns to send data to the base 
stations. Yu [19] proposed the energy balanced Wireless 
Sensor Network using Integer Linear Programming (ILP). 
This work focused on task allocation based on energy 
consumption. Numerous work [21], [22], [27] have applied 
Fuzzy logic based schemes to optimize the cluster head 
(data upload gateway) selection in order to reduce energy 
consumption. 

Our work is different from the previous works 
described above because we consider federated IoT 
environments. In such an environment, Things belong to 
different organizations and have no prior knowledge of 
each other. Hence, realizing a self-organized inter-
organizational collaborative network is a challenge that has 
not been addressed in previous work.  

III. SYSTEM DESIGN 
A. Concepts and Terminologies 

In this section, we use a scenario to explain our 
application architecture and terminology. Fig. 1 illustrates 
the WSN environment in which a number of sensor groups 
have been deployed in the urban area to collect 
environmental context information such as noise level, 
temperature, nodes for crowdsourcing data collection etc. 

 
Fig. 1. Collaborative data collection network example. 

The environment consists of three types of elements: 
Sensor node (SN)—SNs are classic sensor devices that 

are deployed in the environment to collect specific data 
(e.g. temperature, noise level). SNs are often low powered 
devices with limited application logic.  

Data collector (DC)—DCs, which represent smart 
objects [28], are devices that have more computational 
capabilities than SNs. DCs can be seen as cluster heads of 
inner-organizational WSN. For example, as Fig. 1 shows, 
each DC connects to a number of SNs as a standalone 
WSN. DCs collect data from the SNs, and upload the 
collected sensor data to their organizations’ backend Web 
servers (BSs). Based on the organization’s preferences, 
DCs are discoverable by using common standard proximal 
communication such as Bluetooth (e.g., DCR and DC1 can 
discover each other). In this environment, we assume a 
discoverable DC will reply with a URL that directs a node 



to its backend Web server for further information 
regarding the DC. This assumption is based on the concept 
of Google Physical Web2. The difference is that we assume 
the Web server will reply with machine readable metadata 
instead of the graphical user interface for human users 
(e.g., HTML Web page). The purpose of our design is to 
enable autonomous machine-to-machine communication. 

Backend Web server of organization (BS)—A BS is 
the controller of an organization’s DCs and it can control 
one or many DCs. For example in Fig. 1, BSf manages 
DC5 and DC6. A BS has the following main 
responsibilities: 
a). Providing service description metadata. As 
mentioned previously, a DC can reply with the URL of the 
BS controlling it. A BS provides a RESTful service 
interface. If a requester retrieves a URL from the DC, it 
then performs a HTTP GET request on the BS, and the BS 
will reply with a service description metadata (SDM) that 
describes what types of operations are available from the 
BS. For example, the SDM can describe what data the 
corresponding DC has collected and the URI to retrieve the 
data from the BS. Also, the SDM also describe how the 
collaborative network can be established. The details of the 
SDM will be described in a later section. 
b). Receiving data from DCs. Based on the setting, for 
each time interval, the BS will receive the collected sensor 
data from DCs. If the BS does not receive data from a DC 
in the expected time, the BS will launch an error event to 
the organization’s system for the further action. 
c). Configuring the processes of DCs. Each time the BS 
receives data from the DC by the classic request/response 
method, the BS will check if the configuration of DC 
needs to be updated. If so, the BS will wrap the updated 
configuration setting metadata with the response message 
and send it to the DC. The DC will then check the response 
message. If re-configuration is required, the DC will 
perform the re-configuration. For example, the BS may 
require the DC to collect data from new sensor nodes that 
have been deployed in the environment by the 
organization. The BS cannot dynamically configure the 
DC because commonly, the DC does not connect with the 
Internet due to energy saving reasons. 
d). Establishing and negotiating the collaboration with 
other organizations. Fundamentally, each organization 
manages its own WSN, and their DCs are uploading data 
via mobile Internet connections individually. For example 
in Fig. 1, DCR is uploading data to BSR directly. A typical 
strategy to reduce energy consumption in this environment 
is to reduce the need of data transmission over the mobile 
Internet, because the mobile Internet consumes the most 
energy in the process [12]. A common approach is to select 
one of the DCs in the environment as the broker of the 
other DCs for uploading the data. The uploaded data can 
be further forwarded to the corresponding organizations’ 
Web server. For example, DC1 acts as the broker for DC2, 
and DC3 acts as the broker for DC4 and DC5. As mentioned 
previously, if the environment has a pre-configured 
infrastructure, such a collaborative network has no issue. 
However, in IoT scenarios, the environment consists of 
numerous WSN groups that are operated by different 
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organizations. How to enable the inter-organizational 
collaborative network becomes a challenge.  

The challenge also raises the following concerns: 
− Commonly, each organization’s DC has a different time 

schedule for the data uploading process. How does an 
organization select a feasible broker for its DC? 

− DCs of different organizations have different capability 
and performance. How does an organization select a 
feasible broker for its DC based on the Quality of 
Service (QoS) criteria? 

In the following sections, we intend to answer the 
questions above. 

B. Architecture 

 
Fig. 2. Main components of EnIF. 

Fig. 2 illustrates the two main components of EnIF: the 
sensor data collector node or device (DC) and the 
organization’s backend Web server (BS). They are 
described below. 
a) Components of Data Collector Node: 

Discovery Manager provides the mechanism to enable 
the DC to advertise itself to others in close proximity range 
using standard communication protocols such as 
Bluetooth. Hence, DCs can discover each other and 
perform further interactions. Discovery Manager also 
supports the mechanism to let the DC be discovered by 
other DCs in proximity. 

Communication Manager (ComMDC) is responsible for 
handling incoming and outgoing messages. If ComMDC 
receives a request message that does not contain any 
parameters, it will reply with a URL that corresponds to 
the network address of its BS. ComMDC also enables the 
DC to collect data from other near-by DCs and sensor 
nodes, and  upload the data to a backend Web server (BS). 
ComMDC mainly uses low-energy protocols for both 
uploading data to the BS (e.g., CoAP) and communicating 
with near-by nodes (e.g., Bluetooth Low Energy). 

Configuration Manager (ConfMDC) manages the 
behavior of data collector (DC). Based on the 
configuration DC received from its BS, ConfMDC will 
automatically modify the processes of DC, e.g., 
add/remove the required data collection target nodes or, 
change the data upload time. 

Data Collection Manager is responsible for managing 
the collected data of DC. It wraps the collected data as a 
package for the BS before DC uploads the data to the BS. 
b) Components of Backend Web Server: 

Communication Manager (ComMBS) provide two main 
communication protocols: CoAP for data transmission 
between BS and DC; and HTTP for interaction between 



BS and remote requesters such as other organizations’ BSs 
or regular users who have discovered the DC while in 
close proximity and intend to retrieve more data from the 
BS. ComMBS sends an SDM when it receives a simple 
HTTP GET request. The SDM describes what available 
operations are provided by the BS. Another major 
operations is to provide the profile of its DCs. The profile 
of a DC contains the following information: 
• Battery capacity and current battery level (e.g., 90%); 
• Data upload timetable. It describes when the DC collects 

and uploads sensor data to its BS; The timetable is given 
based on the time period defined in request message. 

• Available communication protocols and network speed 
(e.g., 12 Mbps for mobile Internet); 

• The number of nodes for data collection at each 
scheduled data uploading time; 

• Maximum allowance of connected node for each 
scheduled data uploading time - consider that if a DC is 
being the broker of too many nodes, it may consume too 
much time when collecting data and delay the data 
upload time; consequently, the BC will be unable to 
deliver the data for its clients in time; and 

• Downtime - a DC may have scheduled maintenance time 
in which the DC cannot function normally. 

Request Handler handles the request/response 
messages in a feasible format. For request messages, 
Request Handler analyzes the message type and forwards 
the message to the corresponding component. For 
example, a request message for establishing a collaborative 
network will be forwarded to the Collaboration Manager 
component for further processing. 

Collaboration Manager handles the collaboration 
requests/responses. It works with the QoS Manager and the 
SLA Manager to generate decisions. The decision-making 
processes will be described in later sections. 

Configuration Manager (ConfMBS) manages the 
configuration setting of the organizations’ DCs.   
Depending on the decision and context changes of the 
other components, ConfMBS will perform the 
corresponding configuration for DCs. Every time Request 
Handler prepares a response message for a DC, Request 
Handler requests the corresponding configuration setting 
metadata from ConfMBS. If the configuration update is 
required, Request Handler will wrap the settings metadata 
with the response message. 

Data Manager is responsible for managing the data 
uploaded from a DC. 

QoS Manager manages the Quality of Service (QoS) 
requirement data. It also provides a QoS calculation and 
ranking mechanism to support the decision-making for 
Collaboration Manage. 

SLA Manager manages the Service Level Agreement 
(SLA) data. It also provides the SLA negotiation 
mechanism to support the decision-making of 
Collaboration Manage. 

C. Collaborative Inter-organizational Data Provisioning 
In this section, we explain how an organization 

establishes the collaborative network for its data collectors 
(DCs) and the DCs of the other organizations. Below, we 

use the Business Process Model and Notation (BPMN) 
[29] to describe the process workflow. 

 
Fig. 3. Collaboration establishment (simplified). 

Fig. 3 describes the simplified workflow process of 
collaboration established between organizations, in which 
oR denotes the organization that requests for collaboration, 
and on, which denotes one of the other organizations. dcR 
denotes the data collector of oR, bsR denotes the backend 
Web server of oR and bsn denotes the backend Web server 
of on. The main purpose of this process is to find a broker 
for dcR for each scheduled data upload timestamp. In this 
workflow, dcR initiates the event indicating the need for a 
collaborative network based on the pre-defined setting 
(step box 1 in the figure; e.g., battery life is 20% left).  

When bsR receives the request from dcR, it creates data 
uploading timetables of all the candidate brokers (step 2), 
which are the DCs of the other organizations. Here, we 
assume that the information of other organizations’ data 
uploading schedule and related information have been 
retrieved previously in the service discovery stage. The 
explanation on how organizations exchange SDM has been 
described in Section III.A. 

The purpose of creating timetables is to identify the 
scheduled data collection timestamps of other 
organizations’ DCs. Afterwards, bsR selects a broker for 
each timestamp (data collection time; step 3). The details 
of the broker selection scheme will be described in the next 
section. If bsR does not find any brokering service provider 
for a timestamp, a substitute approach will be performed 
(step 5). For example, an organization can let the DC 
upload the data by itself at that timestamp. If a broker has 
been selected for a timestamp, bsR will then create the QoS 
and SLA metadata for that particular brokering service 
(step 4). Once the metadata is created and wrapped in the 
request message, bsR requests the corresponding bsn for the 
brokering service (step 6). Note that if bsR is unable to 
communicate with the selected bsn, bsR will select a new 
candidate for the brokering service. When bsn receives 
requests from the bsR, the bsn will evaluate the request by 
analyzing the QoS requirement and the SLA agreement 
(step 7). If the request is valid to bsn, bsn will set a new 
configuration for its corresponding DC that will act as 
broker for dcR for a particular timestamp (step 8). bsn will 
also reply with the decision to bsR. In step 11, if a timeout 
for receiving the response occurs, bsR will repeat step 3 for 
that particular brokering service. Once bsR receives all the 
responses from all the requested bsn, bsR will finalize the 
configuration and send the results to dcR. 

The workflow includes the BS updating the 
configuration of its DC. The corresponding workflow for 
updating the configuration is described next. 

Fig. 4 illustrates the simplified workflow of an 
organization re-configuring its DC when a new 



collaboration needs to be included. The configuration 
process is performed when the BS receives the data 
submission request from its DC. Such a design is to 
minimize the use of the DC’s mobile Internet connection. 
In this example, based on the data collection schedule, dcx 
collects data from its connected nodes (step 1), the 
connected nodes include sensors and its clients, which are 
the DC of other organizations. Afterwards, a dcx submits 
the data package to its backend bsx. Request Handler 
component of bsx will then handle the submitted data 
package and perform concurrent tasks.  

 
Fig. 4. Brokering data forwarding and node re-configuration. 

For the first sequence of the concurrent tasks (steps 4-
5), bsx will check if there is any configuration update for 
dcx using Configuration Manager (step 4). If the 
configuration needs to be updated, the corresponding 
metadata will be wrapped in the response message (step 5) 
and the message will be sent back to dcx. On the other 
sequence of concurrent tasks, the submitted data will be 
firstly handled by the Data Manager component. If the 
package consists of brokering data collection, Data 
Manager will pass the corresponding data to the 
Collaboration Manager component to process the data 
collection (step 9). bsx will then forward the brokering data 
to the corresponding clients (step 10). In this workflow, bsn 
denotes one of the clients. Once bsn receives data from bsx, 
it will reply bsx to confirm that the data has been received 
without error (steps 12-14). Once bsx receives all the 
responses from its client, it will respond to the 
organization’s system to confirm that all the brokering data 
packages have been sent. When dcx receives response from 
bsx, it will check if its configuration needs to be updated. If 
so, dcx will perform a re-configuration process (steps 7-8). 

D. Time-based Data Collection Broker Selection 
TABLE I.   NOTATIONS 

dcR The data collection node that requires data brokering. 
bsR The backend Web server of dcR’s organization. 
oR Organisation of dcR and bsR. 
CK A set of proximal data collection nodes of dcR that provide 

brokering service. 𝐶𝐾 = {𝑐𝑘!: 1 ≤ 𝑖 ≤ 𝑁}. 𝑐𝑘!  consists of ID 
(𝐼𝐷!) and profile described in previous section. 

bsi The backend Web server of cki’s organization. 
TR Initial scheduled data uploading timetable of dcR. 𝑇! =

{𝑡!! : 1 ≤ 𝑗 ≤ 𝑁}, denotes a set of data upload timestamps. Each 
𝑡!!  consists of ID and a time value. 

Ti Initial scheduled data uploading timetable of cki. 𝑇! = {𝑡!! : 1 ≤
𝑘 ≤ 𝑁}, denotes a set of data uploading timestamps. Each 𝑡!!  
consists of ID and a time value. 

This section describes the basic process to choose a 
broker for each timestamp. The reason of choosing broker 

for each timestamp instead of choosing for a period of time 
is because we consider that each broker may have limited 
availability for each of its brokering service. Here, we 
consider one data upload process as one brokering service. 
The broker is available for current timestamp may not be 
available for next timestamp because it may be in 
downtime. In the following content, we use the notations 
described in TABLE I. 

Let MKA be a collection of candidate broker sets for 
dcR. 𝑀𝐾𝐴 = {(𝐼𝐷!! ,𝑀𝐾!!)}, where each element in MKA 
consists of 𝐼𝐷!! (the ID of 𝑡!!) and a set of candidate broker 
information for 𝑡!! . 𝑀𝐾!! = {𝑚𝑘!

!!: 1 ≤ 𝑙 ≤ 𝑁} . 𝑚𝑘!
!! 

consists of ID (denoted by 𝐼𝐷!
!!) of the broker and the 

timestamp (denoted by 𝑡!
!!) that is matched to 𝑡!!. 𝑀𝐾!! is 

generated as follows: 

Algorithm 1: Selecting candidate brokers 
 1.  LET 𝑀𝐾𝐴 be a new collection 
 2.  FOR 𝑡!! ∈ 𝑇! DO 
 3.   LET 𝑇𝑆!! be the acceptable time scope of 𝑡!! 
 4.   LET 𝑀𝐾!! be a new collection 
 5.   FOR 𝑐𝑘! ∈ 𝐶𝐾 DO 
 6.     FOR 𝑡!! ∈ 𝑇! DO 
 7.       IF 𝑡!! ≤ max 𝑇𝑆!!  AND 𝑡!! ≥ min  (𝑇𝑆!!) THEN 
 8.         LET 𝑚𝑘!

!! be a new element where 
 9.          𝐼𝐷!

!! = 𝐼𝐷! and 𝑡!
!! = 𝑡!! 

10.         add 𝑚𝑘!
!! to 𝑀𝐾!! 

11.       END IF 
12.     END FOR 
13.   END FOR 
14.   add (𝐼𝐷!! ,𝑀𝐾!!) to 𝑀𝐾𝐴 
15.  END FOR 

In Algorithm 1, 𝑇𝑆!!  represents the acceptable data 
upload time scope of timestamp 𝑡!! . Consider that it is 
difficult to discover a broker that has exactly the upload 
time as 𝑡!! , the requester can define a scope for each 
timestamp. For example, for timestamp 4:00, the requester 
can define [3:55, 4:05] as the acceptable time scope. 
Hence, if the broker has an upload time at 4:02, which is 
within the scope, the broker will be considered as a 
feasible broker for that timestamp. 

After MKA is generated, for each 𝑀𝐾!!, bsR will rank 
the candidates in order to find the best broker for the 
timestamp. The ranking scheme is described in the next 
section. 

E. Quality of Service based Broker Ranking 
Previous algorithm generates MKA. For an element of 

MKA—(𝐼𝐷!! ,𝑀𝐾!!) that contains more than one candidate 
(𝑚𝑘!

!! ∈ 𝑀𝐾!!), bsR will rank the 𝑚𝑘!
!! to identify the best 

broker. The ranking is based on the Quality of Service 
(QoS) attributes and most of the corresponding values are 
provided by the broker’s backend Web server as QoS 
metadata. The QoS metadata describes following 
attributes. 
i. Current battery level of the broker (wire-powered 

device will always show 100%). The higher the 
broker’s battery level is, the more reliable the broker is. 

ii. Cost of using the brokering service. Different 
organization may charge different prices to use their 



brokering service. The cost may be different depending 
on the data size. 

iii. Average mobile Internet speed (in Mbps). This 
influences the data uploading latency from the broker 
to its backend Web server.  

iv. Average server-side Internet speed (in Mbps). This also 
influences the data delivery time of the data brokering 
process. 

v. Number of connected sensor nodes and the maximum 
capacity connection. This information should associate 
with the timestamp indicating whether that the broker 
is available at that timestamp or not. Each available 
connected node position is assigned with a maximum 
allowed data size to control the transmission latency. 
An additional QoS attribute that is not included in the 

organization’s QoS metadata is described below: 
vi. Upload time similarity. As mentioned in the last 

section, a node is selected as one of the candidate 
brokers when its timestamp is within the acceptable 
scope. Among the candidates, the ranking process can 
be performed to identify which candidate’s upload time 
is the closest to the requester—dcR (see TABLE I. for 
description). 
In order to compute the overall ranking score, the 

values need to be normalized. Following content describes 
how each attribute is normalized. 

TABLE II.   NOTATIONS USED IN QOS ATTRIBUTE SCHEME 
𝑀𝐾!!  A set of candidate brokers that have been selected for the 

data upload timestamp—𝑡!! . 𝑀𝐾!! = {𝑚𝑘!
!! : 1 ≤ 𝑙 ≤ 𝑁}. 

𝐼𝐷!
!!  The identification of 𝑚𝑘!

!! .  
𝑏𝑛!  The broker node that 𝐼𝐷!

!!  refers to. 
𝐵𝑆!  The backend Web server of 𝑏𝑛! . 
𝐼𝐷!

!!  The identification of 𝑚𝑘!
!! . 𝑚𝑘!

!!  is one of the member of 
𝑀𝐾!! . 

𝑏𝑛!  The broker node that 𝐼𝐷!
!!  refers to. 

𝐵𝑆!  The backend Web server of 𝑏𝑛! . 

a) Upload Time Similarity 
Let 𝑢𝑡!"! be the data upload time of 𝑏𝑛! and 𝑢𝑡!"! be 

the data upload time of 𝑏𝑛!. The normalized ranking value 
of 𝑏𝑛! (denoted by 𝑢𝑡′!"!) for the data upload time is: 

𝑢𝑡!!"! =
𝑇𝑆𝑗

𝑅 !! ! 𝑡𝑗
𝑅−!"!"!

𝑇𝑆𝑗
𝑅 !! ! 𝑡𝑗

𝑅−!"!"!𝑚𝑘𝑙
𝑗𝑅∈𝑀𝐾𝑗

𝑅

×𝑤!" (1) 

where 𝑇𝑆𝑗𝑅  is the absolute value of acceptable scope; 
𝑡!! − 𝑢𝑡!"!  is the difference between 𝑡!! and 𝑢𝑡!"! ; 
𝑡𝑗
𝑅 − 𝑢𝑡!"!  is the difference between 𝑡!!  and 𝑢𝑡!"! . 𝑤!" 

denotes the importance weight of the upload time 
similarity among all the attributes. Considering that each 
requester organization has different preferences for QoS, 
each attribute should have its own weight among all the 
attributes. 
b) Battery level 

Let BTx be the battery level of bnx, and BTl be the 
battery level of 𝑏𝑛!. The normalized value of BTx (𝐵𝑇′!) 
will be: 

𝐵𝑇′! = !"!

!"!
!"!

!!∈!"!
!

×𝑤!"                       (2) 

where 𝑤!" denotes the importance weight of battery level.  
c) Cost of the Brokering Service 

In general, the lower the cost of using a brokering 
service the better. Hence, the normalized value of the 
service cost for broker bnx is computed as below. 

Let 𝐶𝑆 be a set of service costs of the corresponding 
brokers in 𝑀𝐾!! . 𝐶𝑆 = 𝑐𝑠!: 1 ≤ 𝑙 ≤ 𝑁 , where 𝑐𝑠! 
denotes the service cost of the broker 𝑏𝑛!. Let 𝑐𝑠! be the 
service cost of bnx. 𝑐𝑠! ∈ 𝐶𝑆. Let 𝜇!" = 𝑚𝑖𝑛  {𝑐𝑠! ∈ 𝐶𝑆}. 
The normalized value of 𝑐𝑠!, which denoted by 𝑐𝑠′!: 

cs′! =
!!"!! !!"!

!!"!! !!!"!!"!∈!"
×𝑤!"        (3) 

where 𝑣!"! denotes the value of 𝑐𝑠!, and 𝑤!" denotes the 
weight of the cost attribute. The formula can generate the 
ranking value of the brokering service cost where the 
lower the cost, the higher the ranking value tend to be. 
d) Average Mobile Internet Speed 

Let 𝑀𝐼! be the mobile Internet speed of 𝑏𝑛!, and 𝑀𝐼! 
be the mobile Internet speed of 𝑏𝑛!. The normalized 𝑀𝐼!, 
which denoted by 𝑀𝐼′!, is computed as below. 

𝑀𝐼′! = !"!

!"!
!"!

!!∈!"!
!

×𝑤!"                      (4) 

where 𝑤!"  denotes the weight of the mobile Internet 
speed.  
e) Average Service-side Internet Speed 

Let 𝑆𝐼! be the mobile Internet speed of 𝑏𝑛!, and 𝑆𝐼! be 
the mobile Internet speed of 𝑏𝑛! . The normalized 𝑆𝐼! , 
which denoted by 𝑆𝐼′!, is computed as below. 

𝑆𝐼′! = !"!

!"!
!"!

!!∈!"!
!

×𝑤!"                         (5) 

where 𝑤!" denotes the weight of the server-side Internet 
speed. 
f) Number of Connected Nodes and Maximum Capacity 

This attribute describes the availability of the broker 
for the brokering service connection. Each broker can only 
provide a limit number of brokering services in order to 
guarantee the quality of data delivery time. The default 
availability value of broker bnx, which denoted by 𝑎𝑐!, is 
!"#"$!!!"!!

!"#"$!
,   where maxacx denotes the maximum 

connection capacity of 𝑏𝑛! ’s, and 𝑐𝑛𝑐!  denotes the 
number of connected nodes that have been reserved for the 
timestamp. 

Let 𝑎𝑐!  be the connection availability of 𝑏𝑛! . The 
normalized value of 𝑎𝑐!, which denoted by 𝑎𝑐′! will be: 

𝑎𝑐′! = !!"!! !!"!

!!"!! !!!"!!"!
!!∈!"!

!
×𝑤!"  (6) 

where 𝜇!" = min  {𝑎𝑐!}, {𝑎𝑐!} is a set of 𝑎𝑐! among 𝑀𝐾!!; 
𝑣!"! denotes the value of 𝑎𝑐!; 𝑤!"  denotes the weight of 
the connection availability attribute.  
g) Overall Ranking Score 

The overall QoS ranking score is computed as below: 
𝑄𝑆𝑐𝑜𝑟𝑒! = 𝑣!!"!! ∈!"!                           (7) 

where 𝑄𝑆𝑐𝑜𝑟𝑒!  denotes the QoS ranking score of 𝑏𝑛! . 
𝐴𝑇! denotes a set of QoS attributes of 𝑏𝑛!, which are 
𝑢𝑡!!"! , 𝐵𝑇′! , 𝑐𝑠′! , 𝑀𝐼′! , 𝑆𝐼′!  and 𝑎𝑐′! . 𝑣!  denotes the 
value of a QoS attribute. Afterward, bsR can select a 
feasible broker for the timestamp based on the ranking. 



The SLA negotiation can be performed manually by 
human staff when the system receives the brokering 
request. Alternatively the negotiation process can be 
performed automatically with pre-defined rules. The SLA 
negotiation is out of scope of this paper. We assume the 
existing works [30]–[32] are applicable in the environment 
described in this paper.  

IV. PROTOTYPE 
A. Implementation 

The devices used in our prototype include: data 
collector (DC) devices implemented in Raspberry Pi with 
Bluetooth 4.0 Low Energy (BLE) dongles and USB 3G 
mobile Internet modem (Huawei E3531), and a number of 
general sensor nodes (SN) implemented in Arduino kit 
with BLE shields3. All the data collector devices were 
powered by portable batteries (Colorovo powerbox slim 
30004). We also simulated the backend Web services (BS) 
in a laptop computer. The communication protocol 
between DC and SN is based on BLE. The data 
transmission protocol between DC and BS is based on 
CoAP and the communication protocol among BS is based 
on the general XML Web service over HTTP. 

B. Case Study 
The case study is based on a scenario in which a data 

collector—DCR initiates a broker service request event to 
its backend server—BSR. BSR then performed the broker 
selection for each data collection timestamp for next 
several hours before the battery replacement process can 
be performed. In the scenario, 5 candidate brokers have 
been found, and the profiles of the candidate brokers and 
their backend servers have been obtained. They are shown 
in TABLE III.  

TABLE III.  PARAMETERS FOR TESTING 
 B1 B2 B3 B4 B5 

Battery 70% 85% 92% 88% 98% 
Cost in £ (1 process or 30 Bytes) 0.10 0.05 0.03 0.02 0.01 

3G (Mbit/s) 3 5 10 12 15 
Server Speed (Mbit/s) 42 48 32 50 55 

Nodes connected 19 14 25 10 5 
Next timestamp (minutes) 7 5 30 10 50 

Interval of each timestamp (minutes) 10 20 30 60 120 

 After BSR perform the time-based candidate ranking 
scheme (III.D), it generates the timetable (TABLE IV. ). 

TABLE IV.  CANDIDATE BROKERS BASED ON TIMESTAMP 
R 00:30 00:45 01:00 01:15 01:30 01:45 02:00 

B1 00:32 00:42 01:02 01:12 01:32 01:42 02:02 
B2 N/A 00:40 N/A 01:20 N/A 01:40 02:00 
B3 N/A 00:45 N/A 01:15 N/A 01:45 N/A 
B4 00:25 N/A N/A N/A 01:25 N/A N/A 
B5 N/A N/A 01:05 N/A N/A N/A N/A 

TABLE V.  RANKING OF CANDIDATE BROKERS WITHOUT WEIGHTS 
R 00:30 00:45 01:00 01:15 01:30 01:45 02:00 

1st B1 B3 B1 B3 B1 B3 B2 
2nd B4 B1 B5 B1 B4 B1 B1 
3rd  B2  B2  B2  

TABLE IV.  shows, a number of candidate brokers 
defined for each timestamp. In order to rank the candidate 
broker, BSR has performed the QoS-based candidate 
selection (see III.E) and the result is shown in TABLE V.  
Afterwards, BSR sent brokering requests to the 
corresponding backend servers of the brokers to establish 

                                                             
3 http://redbearlab.com/bleshield/ 
4 http://www.colorovo.eu/products-en/portable-chargers-en/colorovo-
powerbox-slim-3000.html?product_id=2464 

the collaborative network. Note that the ranking result 
shown in TABLE V.  was based on the raw QoS attributes 
regardless of the importance weight of each attribute.  

We also perform an additional test case by modifying 
the weight of QoS attributes. In the test case, we added +1 
to the weight of the Number of connected sensor nodes 
and the maximum capacity connection attribute. Then, the 
ranking results (see TABLE VI. ) for each timestamp has 
changed except for timestamp 02:00, which remains the 
same as the previous result. 

TABLE VI.  CONNECTED NODE ATTRIBUTE WEIGHT +1 
R 00:30 00:45 01:00 01:15 01:30 01:45 02:00 
1st B4 B2 B5 B2 B4 B2 B2 
2nd B1 B1 B1 B1 B1 B1 B1 
3rd  B3  B3  B3  

We also recorded the energy consumption of different 
cases. In our test case, DCR’s data size was 6 Bytes, and 
data size of each sensor node was 2 Bytes. The protocol 
used among the sensor and data collector devices was 
BLE. The energy consumption for a 2 Bytes data 
request/response between data collectors or between data 
collector and sensor was around 0.003mAh to 0.01mAh. 
Note that the energy consumption can be influenced by 
battery types. In our testing, we used the same model of 
batteries. Hence, it does not affect our comparison result. 
Further information regarding to energy consumption in 
BLE can be found in [33]. Note the energy consumption 
records have excluded the energy consumption by the 
operating system (OS). Based on our testing, Raspberry Pi 
OS consumed 0.084 mAh/sec. of the battery we used in the 
testing. Fig. 5 illustrates a comparison among the six cases. 
Each case is described as follow: 
• R(solo)—DCR performed data collection individually. 
• R(client)—DCR used brokers for all the timestamps. 
• B1(nbR)—B1 was not the broker of DCR but it has 19 

connected nodes for data collection. 
• B1(brkR)—B1 node has been brokering for DCR’s 

timestamp 00:30, 01:00 and 01:30 since it was ranked 
highest (see TABLE V. ). 

• B2(nbR)—B2 node has 14 connected nodes and did not 
broker for DCR in the weight+1 case described in 
TABLE VI.  

• B2(brkR)—B2 node has 14 connected nodes and has 
been brokering for DCR’s timestamp 00:45, 01:15, 
01:45, 02:00 based on the weight+1 case described in 
TABLE VI.  

 
Fig. 5. Energy consumption comparison 

Overall result has shown that by using the brokering 
service, DCR can save decent amount of energy because it 
did not need to submit data via 3G connection and being 
the client of a broker only consumed minimal energy. 
Furthermore, being the broker of DCR does not increase 
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much of the energy consumption for B1 when the 
brokering data size is not large and the data was transferred 
using BLE. Being the broker of DCR consumed a bit more 
energy for B2 because although it has lower data collection 
frequency (compared to B1), it has been brokering for DCR 
4 times within 6 data collection timestamps. On the other 
hand, in the case of B1(nbR), B1 only brokered for DCR 3 
times within 11 timestamps. 

V. CONCLUSION AND FUTURE WORK 
This paper presented a framework designed for inter-

organizational collaborative wireless sensor data collection 
network based on service-oriented architecture. The 
framework utilized the time scheduling and QoS attributes 
for broker service selection. The prototype experiments 
have demonstrated how the broker selection schemes work 
and also how much energy can be saved by utilizing the 
collaborative network. The test result also showed that 
being the broker of other nodes in a BLE-based network 
will not consume much extra energy when the brokering 
data size is not large. 

For future work, we intend to extend the current 
framework and add more QoS-related parameters to the 
framework in order to analyze different scenarios. 
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