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Abstract  We show the latest implementation results of the block cipher SC2000, which are a software implementation on the IA-32 

processors and a hardware implementation. In the software implementation, we introduce a new combination strategy of non-homogeneous 

S-box that is one of the characteristics of SC2000, and achieve the fast implementation of SC2000. In addition, we discuss the transition of 

the speed by the combination strategies of S-box. In the hardware implementation, we introduce a new architecture for fast implementation 

of SC2000 and show the results of our implementation. In particular, we improve the software encryption speed by 1.6 times as compared to 

the previous best implementation, and we achieve the speed of 1.4Gbps with the hardware of 26KGates. 
Keyword  SC2000Ý Fast ImplementationÝ IA-32 Processor Ý Hardware 

 

1. ÞÞ ÞÞàßß ßß|ááááãââ ââ  
SC2000 äVåXæfçMè3é;êGëÇì>íïîmðDñfò>ó>ô3^>õ÷öøXù8ú]û�ü

[1] ýGþoÿ��������	��
���	�V^�õ����	�	�
(CRYPTREC)[2] è�����������	���>õ8ö øÓùXú¨û>ü �
1 ��ý������ SC2000 ���	 ÷ämþ�!	"�#$��%�&('*),+	-. ü è�/10]ë�!	"÷ö øÓù8ú]û�ü3254�6 #���7�8Vè�é�9hþ:	; !�"$<>=�?	@�A	!�"CBGý�D�E é�F,!�"$G�H�I8é�JèLK�MÓî ð3ë�N	�(7(8fý	OP9 þ37Q���� 25R�SPT ñmþU +V)XW	Y�ömþ	Z .1[ W	Y�ö\� :�; þ	?�@�A�!�"$]�^_ î ð3ë�N�� [3] [4] ��7mð*=L��`�a$<C=cþ IA-32 %�bdc
'5e\fXý	� U +V)XW	Y�öLg�H$]�h���%�b�cC'ie�f$��g
HV8,j�k T ë�l÷êGë�N���7$8L]�m$<��\�3B;ñfþ�Z .1[
W	YOö�!	"÷è\��NÇë�äVþ\?�@	A�!�"3ý8ä�n	o�I�I ;	pý	��D�E$q�I�!	"�]�rïî ð3ë�N��	]Vþ :�; Z .s[ W	YöL!	"÷è\��NGë�ä�t . U [ '\u�v�I�w	� T <�rïî ð�ë
N\I�N��  

��x$y3ý�äVþ IA-32 %�b\cz'5e�fDý�� :�; U +V)XW
YOö�!�"*8 ASIC

25S N�ñ :	; Z .1[ W	Y�öL!�"Dè\�
NGë�{$|��\�  U +V)XW	Y�öL!	"Xý�äVþ SC2000 ���	 ��\}���ý	O��~	� ç S-box

2��
16,16 ��8X`	��#��L�÷ñ\I��\� 2��	�T þ Pentium II I fXý	� :	;�� 2 !���#$����BOñ Pentium 

I I I , Athl on f ýãþ S-box `������ 2 (6,5,5,5,5,6), 

(6,10,10,6), (11,10,11), (16,16) è T ñL���$��!	"�`	a 2
r T þ	`��$���Dè3é�9��	� ;	p ���	�÷è\��NGë��	�$#
���  

Z .1[ W�Y�ö�!	"Xý8äVþ [4] ýGì>íïî ð3ë�N�� "RISC�
" ��!�"���� 2 / S>T þ����	�	� 2�� êOñ(B	Bmþ��	�
e��(u ø��12i�\  #��(7(8fýGþ : NL���	g�H 2 ?÷îQN¡�¢ @�A3ý\!��$#����  

7]ð*=L�����$��`�a�þ Pentium II I f�� U +1),W	Y�ö
!	"3ý8äfþ	£�¤�� 1.6 ¥$¦�§	¨ �*©5ª�«$¬s,®�¯Q°L±
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Æ$Ç�È
26KGates

Ç
1.6Gbps ¦�É�Ê ©LË	Ì�Í	Ì�±�Î1Ï5ÐÑ	Ò�Ó

 Ô	Õ�Ö�Ç�È�ª
2 × Ç SC2000 ¦�Ø	Ù ª 3 × Ç IA-32 ÚÛdÜ�ÝLÞ\ß ¦�§	¨>à	á1â ®�¯Q°�±�Æ�ª$ËzÏ5Ð 4 × Ç\«¬1,®�¯Q°�±	Æ�ã�ä Ñ Ð�å�æ	ª

5 × Ç�ç$èLé�©iê*ë Ó  

2. SC2000 ìì ììCíííísîî îî  Ô × Ç�È SC2000
°�ïCð�ñóò�ô ¦�õ	ö ã\ä Ñ Ð Ø�Ù©�å�æ Ò

( ÷�ø È [1] ù	ú )
Ó

SC2000
È�û	ü�ý�þ�ÿ�����°

ïzðCñ�ò(ôCè����Cã	��
��¬���©�����
/ � �� Ò �¬��	����������ï��Vè! �¬�"#�$&%'��¬������������

ï#�$Ç�(*)� Ò�+, �P©.- ö � Ò ���/�0�1�¬�ï#��$%5þ Ò�Ó
 

2.1. 243�57698;:'<	=*>@?BA�CED  
SC2000 ¦ ��¬��	����������ï#��È�ª 32bi t F 4 ¦ ��¬�.�HG�
 ¦ ª I I�J ª B/B -1 I!J ª R I9J $@% õ�ö@K ÌÒ�Ó ���#��È�ªL�
 K Ì�M�N�Ö$ã!O1ÏLÐ\ªL��P�Q 128bi t

¦9R�S I-B-I T�U ©�êWVdÐ�$W%�ª R-R- I-B-I T�U © 6 X ª
192, 256bi t ¦#R�S È R-R- I-B-I T*U © 7 X#Y[Z]\ Ï T
U Ï�ª�����Ö è�ÏLÐ*G�
*� Ò�Ó � ��^$È�ª B I�J$¦9_` Z ã B -1 I9J ©.) Ñ ���*^�è���� ¦9T�U ©iê*ë Ó  

I II II�JJ JJ :  I I9J È 32bi t F 4 ¦ ��
���¬��Qã 4 a$¦ +,�*©cbWd
XOR

Ïiª�G9
� Ò�Ó;+, �>©.e Ù èf� Ò ¦ È
I I9J�¦�g Ç�h Ò�Ó  

B/B -1 II II�JJ JJ :  B I!J È�ª 32bi t F 4 i ��
*��¬���© 4bi t

F 32
ã�j�k1Ï�ª�Ë i 32 ai#l Ë	Ì�Í\Ì>© 4bi t S-Boxm ¬���ï

S4
©.) Ñ Ð�n�o�� Ò�Ó ËCÏ5Ð�n�o K ÌM 4bi t

F 32 i �$¬���©qp�j�k1Ïiª 32bi t F 4
è�ÏiÐ�G!
� Ò�Ó

B-1 I9J È�ª B I!JHi p I!J Ç�ª S4 i!_ ` Z ã 4bi t S-Boxm ¬���ï
S4i
©c()*� Ò�Ó þ*r�ª

B/B -1 I�J È�ª ß å is ëóþ�û\ü õ	ö�t�u ã�v�w Ý â ����x*��±�ÆWyiê*ë#zèLÇ9{�|��} Ê þ s ë\ã�~� K Ì$Ð Ñ�Ò�Ó  

R II II�JJ JJ :  R I9J È S, M, L i 3
ä i�I�J Ç õ�ö�K Ì�v�*


32bi t F 4 a ����� i ë	� 2 a y S, M, L I�J Ç9no1Ïcv¸Ë i G9
 32bi t F 2
yc� Zci 2 ai ���\ã XOR� Ò�Ó

 

S II II�JJ JJ :  S I9J È9v��*
 32bi t 
y

(6bi t, 5bi t, 5bi t, 5bi t, 

5bi t, 6bi t)
ã����1Ïqv�Ë�Ì$Í�Ì

6bi t S-Box
m ����ï

S6���
5bi t S-Box

m ����ï
S5

yc�@�#� Ò�Ó Ë*ÏiÐ��H���
� i (6bi t, 5bi t, 5bi t, 5bi t, 5bi t, 6bi t)

yc� �
32bi t

ã�� SÏ5Ð*G�
*� Ò�Ó
S I9J È9v ß å i s ë�þ (6,5,5,5,5,6) õ

ö�t�u ã�v�� Z�S ë S-Box
y!� S Ï�Ð (6,10,10,6) �

(11,10,11) �@i � S���� (Strategy)
y!) Ñ M	���y�êsëz(èLÇ�{�|��*} Ê þ s ëdã!~*� K Ì�Ð Ñ�Ò\Ó  

M II II�JJ JJ :  M I9J È9v��*
 32bi t
è

32 F 32 i M
ê��Ey

GF(2)
ß@���� y�êsë I�J � h ÒQÓ z�Ì@� M

ê�Ey
32bi t i m ����ï 32 a M 0~M 31

è(Ï5Ð�v#�*
 li b bi tè i ��� yiê Ñ v�Ë i � � y XOR
� Ò è g þ��z(èQ �*��Ò�Ó

M I�J � ß å i ê���� � õ	ö�t�u ã�v S I

J è M I9J y.� S Ï9M m ����ïWy�) Ñ�Ò õ	ö@� } Ê� h Ò\Ó
 

L II II�JJ JJ :  L I!J �!v 32bi t F 2 i �
$ã!O1Ï5Ð AND
è

XOR
� � yiê Ñ G9
� Ò�Ó

 

2.2.  ¡6�¢�£�¤93�>@?B¥�C&D  
SC2000 i ���#/�0�1���ï#�@�9v§¦�¨9�- ö �Vè +,�*- ö �$&% õ	öWK Ì Ò�Ó  ¦¦ ¦¦�¨¨ ¨¨��� ���---- öö öö �� �� :  

¦#¨9�*- ö �H�!v S I9J è M I9J �
õ	ö�K Ì�v� ��9"���$W% 32bi t F 12 a�i ¦�¨9�Ey.- ö� Ò�Ó

 ++ ++�,,,, �� ���---- öö öö �� �� :  
+*, ��- ö �@�9v 12 a�i ¦�¨9��$W%

56/64 a (
��P

128bi t/
��P

192, 256bi t)
y.- ö � Ò�Ó 1 a

i +�, ��� 12 a�i ¦�¨9��$�% 4 a yq© Z GCÏ'v Ë\Ì$ãO1ÏiÐ#ª�« � è
XOR

v¬ á1â � ��� õ�ö@K9®�¯[° �9±² � °´³i#T�UHµ s Z - ö � ¯9¶  

 

3. I A-32 ·· ··¹¸¸¸¸4ºº ºº¼»»»»�½½½½¡¾¾ ¾¾À¿¿¿¿ÂÁÁ ÁÁÄÃÃÃÃ[ÅÅÅÅÇÆÆÆÆ*ÈÈ ÈÈ[ÉÉÉÉ¡ÊÊÊÊ�ËËËË[ÌÌ ÌÌ  

3.1. Í[ÎÏ¥�ÐÏÑEÒWÓ  Ô�Õ
[1] [3]

� �9Ö
IA-32 ×�Ø�Ù�Ú.Û�Ü�Ý�Þ SC2000 Þß�à�á*â�ã*äå9æWç ®è*é�¯9¶�ê9®&ë�Þ ã�ä&ì�í�î�ïð�ñ Þ ì'ò 1 µ æ�ó ¶  Ô�Õ

[5] Ý�ô�õ�öH÷ AES ø�ù�ú�û ì Pentium I I Ü�Ý áâ&ì'ü é Ö�ý�þ9ÿ���������Ö��
	���������qì������� éföHÞ á*â�������� é#è! �"*èé�#!$  %�&*Ô Ý*÷ Ö�'�( ÷�ê#Þ*)�+ �-,�. è á�âEìcü�. ð $  
3.2. /10�243�54687:9  Ô�Õ

[3] Ý!;�< ç
= è*é�# SC2000 Þ ß�à�>�?�� Þ�@î-ACB�ìEDGF�H�I�ó # á�â Ý ñ �J��� ð $ ð î�K�L9Ö
B M!N ��� é#è÷ [3] Þ Pentium I I / I I I

� Þ &�O�ò�P&ìQ�
é ðSR Ú�TVU�W�X�U á�â&ìqü�. èJY�Z Ö M M*N ��� é
è*÷�[ ��\�]!>^� è S M*N î Þ ã�_&ìqü�. è*é�#*$  H�I�ó # á�â Þ*`�aH÷ S M!N�Þ ã�_ Ý�b�#!$ Ô�Õ [3]

Ý*÷ Ö�ã�_c�!� ÷ (6,5,5,5,5,6), (6,10,10,6), (11,10,11) Þ
3 d�eÝ�b . ð $�ê = ÷ S M*N ìcã�_�ó #�ê î!��f�.
è Ö [ ��\�]!gGh�F N ìQi�j�ó # ?�� Ý�bJ#*$�k ã�_�G� Y�l�# Ö R M*N 1

F b ð ZqÞ�[ ��\*]�gGh�F N î
[ ��\�]!mÏì'ò 2

��æ�ó $  ò
2
f Z Ö [ ��\!]�g�h�F N ì�i�jó�=JL#ó #�@ BqÖ

[ ��\�]!n�må*o�p�ó #�ê î�å�qJr #!$ Ô#Õ [3] Ý*÷ ás
(
ò

1 t�u )
��f Z Ö [ ��\*]�gGh�F N�Þ i�j�å*v�äìcæó ÜJw ìqÖ [ ��\�] ÛcX�x å 1st-cache

n�mEìzycK
 

 ò
1 
,�{ Þ SC2000

á�â�ã�ä
 

Processor Strategy Encrypt Decrypt KeySchedule 
Pentium I I I  (6,10,10,6) 383 403 427 

(Katmai ) (11,10,11) 525 535 488 
Athl on (6,10,10,6) 392 402 426 

(K7) (11,10,11) 318 329 373 |
C+ }#ÙJ~ \ W á�â , VC++6.0, Windows Ü�Ý ÿ��  
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 ò
2  S M*N�Þ ã�_����¡î [ ��\!]�g�h�F N Ö ÛcX�x  

Strategy #Table-l ook-up Table si ze 
(6,5,5,5,5,6) 6 1KB 
(6,10,10,6) 4 8.5KB 
(11,10,11) 3 20KB 

(16,16) 2 512KB 

 

# í Ý î�� è*é ð $�ê = ÷ Ö 1st-cache
n�m�å

16KB Þ
Pentium I I I Þ!� _ (6,10,10,6)

á�â�å�Ö
1st-cache

n�m�å
64KB Þ Athl on Þ�� _ (11,10,11)

á�âå��!=c�!= ø ß���¡î � #�ê î�ìcò�� èé�#!$  %�á�â Ý*÷ S M*N ì (16,16)
î7ã�_�ó #�ê î�ìzH�I�ó

#*$ ò 2
��æ�óCf����

(16,16)
á�â Þ*� _�Ö R M!N�� F

b ð ZfÞ�[ �:\!]�g�h�F N@÷ 2
F�Ö [ �J\!]�n�m ÷

512KB ���Ý�bJ#*$ Pentium I I I ÷ 2nd-cache
ì

512KB��. èé�#�Þ�Ý Ö [ �S�4]!g�h�å 2nd-cache
�S� Ú�T ó

#�ê î�ìz �HG� ×�Ø�¡�W�¢ ì ø�£ >ó #�ê î��Jf�. è,�{ Þ ã�_J���&ì-� é ð � _�f Z ß�à � á*âå�¤��¡î� #*$�¥ � Athl on ÷ 2nd-cache
ì

256KB
�
r���. è*é� é ð ï�¦ (16,16)

á�â Ý÷ (11,10,11)
á*â�f Z¨§ àG� �

#�ê î!å*©�ª@ç
= #*$  

3.3. «¬¯®±°�²�³�´  %�&�µJ¶*�J��� ð�·�¸º¹ ÿ���»�¼½z¾J¿c��ÀcÁ $  ÂÂ ÂÂÄÃÃ ÃÃ�ÅÅ ÅÅ�ÆÆ ÆÆ-ÇÇ ÇÇ
:  È�É�Ê�Ë �*�CÌCÍz= # IA-32

Â�Ã4ÅÎÆ
Ç�Ï�Ð-Ñ�Ò ¦

Intel Ó P6 ÔcÕ�Öc× Ï P7 ÔJÕ�ÖJ× ¦ AMD

Ó Athl on Ô�Õ�Ö�× Ï Athl on4 Ô�Õ�ÖJ×QØ�Ù�Ú*Û P6 Ô�Õ
ÖÜ×�ÓÞÝ�ßáà¯âäã Ò Pentium I I I , Pentium I I I-M  

(Tualatin-512K)
¶!¦

P7 ÔcÕ�Öc× Ò Pentium4 (Northwood)¶ Ù�Ú!Ûæå-çCè Athl on ÔJÕ�ÖJ×QÓ�Ý�ß�àJâ�ãéØ Athl on 

(Thunderbi rd)
¶ê¦

Athl on4 Ô¯Õ�Ö¯× Ò Athl on XP 

(Palomino)
¶ ÙCÚ!Û�ëJÊ�Ë ¶ Ò�ì�íÞîQï�ð è�ñCòÎó*ôÑ Ì ÚÄõ Ï�ö:ì�÷:øJù:úûÏ Ó�ü:ý ½-þCÿ Ñ�ì Pentium 

I I I-M (Tualatin-512K)
Ï

Athl on (Thunderbi rd)
½ ñJò Á

Ú�õ Ï�Ï�Ð�� Û�ñJò Ð���Â:Ã4ÅÄÆ
Ç ½Q¾�¿ è ÀcÁ Û  

 
Processor Frequency 1st-cache 2nd-cache 

Pentium I I I-M 
(Tualatin-512K) 

1.2GHz 16KByte 512KByte 

Athl on 
(Thunderbi rd) 

1.4GHz 64KByte 256KByte 

 �� ��
ââ ââ�����Cßßßß����� :  ë�Ê�Ë�� Ò*ì C �
	CÓ
��zñJò ÐQÑ Ì

Ú*Û
�
â���ß
�Jè Ò 2 ���cÓ����JÚ

�
â���ß�� ì Gnu C 

Compi ler Versi on 3.0.4 (gcc 3.0.4)
Ï

Intel  C Compi ler 

Versi on 5.0 (i cc 5.0) ��ñ�ò���Ú�Ûæõ
ô��
Ó
�
â��Jß����Ò

Intel Ó MMX technol ogy ��� ö AM D Ó 3D now! �
� Ï��! "�$#^Ð���% ��&�'�(*)�+���� Ò-,Þî/.�0 ó
ô
Ú�õ Ï!Ò � � Û�13254 ì ë�6
7JÓ�8�9�:�; Ò$% �
&�'
(*)"+$�
�<�zñ�ò ÐQÑ�� � �cÏ$� ÿ Ú�Û gcc 3.0.4 �*ñ
ò Ð��

�
â���ß���=�>!?�@!â��BA�CJè�D���Û  

- O4 - f omi t - f r ame- poi nt er  - mc pu=XXX 

- mar c h=XXX - D__OPTI MI ZE__ 

- f ex pens i v e- opt i mi z at i ons  - f unr ol l - l oops  

- mpr ef er r ed- s t ac k - boundar y =2 

õ�õE� ì XXX
Ò >�F�G*H�I*J4ß�> (Pentium I I I-M ÓK
L Ò

"pentiumpro"
ì

 Athl on Ó K�L Ò "athl on")
ÏBM
N

��Ú�Û ï�O�ì i cc 5.0 � Ò�P�Q ��R
S
T�=�>!?�@!â��zñ
ò Ð ��U  V� ÛCõ*ô Ò!ì�W :
TGè$X
Y*��Ú�=�>!?�@*â
Ø
��U  �����Z ��Ù�Ú!Û  [[ [[ NN NN!\\ \\�]] ]]

:  
[ N�\
]�Ò!ì I*^�_���Ó!ñcò�a` N^Ð-Ñ

OS è Linux �cb
d Ð�� Û õ*ô Ò ��^�J ö ÔJÕ
ß�+�e
f
^���g5� Ò Linux Ó*ñJò�h�;cØ W5�
��Z ��Ù�Ú!Û�i�ô
�QÓ % ?�â ÒVj ^!kEl�m�^!?�@*â Ï�Ð-Ñ ñJòCó*ôcÚ�no � Ò � îEìp�Gî 1
U�Ó P
Q ��8�9q�crqs�t o ��Ó�� ìuwv l���^>xHzy Ø�{3| u3}"~ �ÎÚ3���V� ì 500 �
600KB Ó�'
�Î×����
�Cè-ñJò��JÚ�õ!����������Ù�Ú��þcÿ �QôJÚ�Û [ N è
�$A�CCè�D�� 2 ����� % ?�â��zñ
ò v � Û  

 
Processor Memory OS 

Pentium I I I-M 1.2GHz 128MB Linux 2.4.18 
Athl on 1.4GHz 512MB Linux 2.4.17 

 

3.4. �����q�  
Pentium I I I, Athl on

~ � (6,5,5,5,5,6), (6,10,10,6), 

(11,10,11), (16,16) � 4 ������6
7q�cr  
�-ù�ú �B� 3

è ì i�ô�
������T v � u �*��� 2 è$D���Û  

� 3 �34 ì Pentium I I I � K
L � (16,16) 6
7*��R W��� �-�  �� ÛÄõE� ù�ú � ÷�ø � 1.6 � W :*��ÙJÚ*Û ïO
Athl on � K
L ì�� `���4 (11,10,11) 6
7CØ�R W
� �

� (16,16) 6�75�$�
:����  
� Û$2 � � 2 �4 ì Pentium 

I I I � K�L ì (11,10,11) 6�7*���Jè
�
â��Jß���è��  ��� � Ø!�w� î�  s�¡^õSô�� ì gcc 3.0.4 ��ò �¢ �

1st-cache �c£
¤�è�¥Jò�� ¢
�
^§¦©¨ .�0 ó
ô ¢ ��è�ª  

 

� 3  
÷�ø � SC2000 6�7 ù�ú  

Processor Strategy Compi ler Enc. Dec. Key 
icc 5.0 521 527 519 (6,5,5,5,5,6) 

gcc 3.0.4 503 824 665 
icc 5.0 409 414 483 (6,10,10,6) 

gcc 3.0.4 388 609 511 
icc 5.0 349 356 427 (11,10,11) 

gcc 3.0.4 452 561 501 
icc 5.0 270 277 356 

Pentium I I I-M 
(Tualatin-512K) 

(16,16) 
gcc 3.0.4 269 489 359 

icc 5.0 471 478 427 (6,5,5,5,5,6) 
gcc 3.0.4 463 843 534 

icc 5.0 413 376 404 (6,10,10,6) 
gcc 3.0.4 366 606 438 

icc 5.0 319 327 361 (11,10,11) 
gcc 3.0.4 312 507 392 

icc 5.0 362 381 280 

Athl on 
(Thunderbi rd) 

(16,16) 
gcc 3.0.4 374 543 309 
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¿ÁÀÁÀ
ÂÁÀÁÀ
ÃÄÀÁÀ
Å ÀÁÀ
ÆÁÀÁÀ

¿ Â Ã Å ÆÇÉÈËÊÍÌÄÎÄÏÑÐÓÒÕÔ×ÖØÌËÙ Î»ÚÄÐÄÐÄÛÓÜÄÈÄÝßÞáàãâäÏåÖÓâæÎÁçéèÄê

ë ì íî
ï î
ðîì ñò

óõô÷öËøÁù úüû¯ýþýþýÿù ������� �óõô÷öËøÁù úüû¯ýþýþý��	����
�� �� 
�õø���� �üö ù ������� ��õø���� �üö��	����
�� ��� 


Æ â�� ÊÍÎ��Þ Æ�� Å � Å � Å � Å � Æ ê Ã â�� ÊÍÎ��Þ Æ�� � À	� �éÀ	� Æ ê Â â�� Ê Î��Þ ����� �éÀ	� ��� ê ¿ â�� Ê¯Î��Þ � Æ�� � Æ ê
 

� 2 Pentium I I I , Athl on � � o ¢ m*^ !#"%$'&#(�{��
8�9
:�;��#) *  

 

� 4 SC2000 �,+��
�q���.-0/  
Key Schedule Cipher Compi ler Enc. Dec. 
Enc. Dec. 

assembl y 226 226 N/A N/A 
icc 5.0 430 453 185 319 AES 

gcc 3.0.4 346 371 171 280 
assembl y 222 205 N/A N/A 

icc 5.0 257 289 1436 Enc RC6 
gcc 3.0.4 234 265 1778 Enc 

icc 5.0 270 278 357 Enc SC2000 
gcc 3.0.4 269 376 357 Enc 

 1 2 i cc 5.0 35476 ¢78 2nd-cache 3:9�¤;�-¥740< ¢0=?>
¦©¨%@BA'C.D7E%F0GIHBJI6BK 8MLIN CODPE%Q  R � 2 Pentium I I I STG SC2000

8 + 8 F%U0VIF.W0X
F.- /Y3:ZY[\Q%-0/ ]0^_H IA-32 `ba?cedgf0G#h i 8
6.j DPkI60E AES[6]

8
RC6[7]

8 1 27l F%WBX'H5m'n
F.o_EBprqts h iTF.u [8] 3:vP4

1.w
Q%x0y z0{r3,| 4}5~ <BQ  

| 4 �Tq Pentium I I I S7F C � �0� � } � 6%kIH 2
SC2000 H AES ��q�h0i7G0�rq RC6

8%���I� F#W X 8
JP�

w
Q5�
wP�
D_H 2 AES � RC6 F0� c��b�B��� � 8

x y
1
kI��� �7F0JI6�W XTG �0E 8 6 �0E%Q  

 

4. �� ����� ������� �� ��¢¡¡¡¡b££ ££�¤¤¤¤¦¥¥ ¥¥_§§§§©¨¨ ¨¨  

4.1. ª¬«¬�®Y¯©°;±  
SC2000 FB² >´³¶µ0· ���I�0z0{T¸ ~ C.DPkP6IE0�BF} H 20¹%º [1] [3] [4] ¸ �PE ( | 5 » ¼ ) Q ¹#º [1] [3] F%²>©³,µ0· ��½ A_H#¾ >�¿¦³ d%À.ÁIJ0� FBG 2 I Â#Ã 2 B

Â.Ã 2 R Â#Ãr35Ä%Å }�Æ Ç
1
k 2 1 f7È�ÀOÉ0GBÊ%X7J

prq:F#Ë ÌY3:Zr[ �0[.J.½0A7GB�7E�Q
�
F%½BATF

� 8
3 ¹%º [4] GIH "CISC Í " ½ A 8�Î Ï GI60E.Q

�
D } ]

1
k 2�¹%º [4] GIH "RISC Í "

8�ÎIÐ D7E�½IAÑ3g4P60E
� 8

G 2 SC2000 ² >©³¶µ · �P3.Ò.Ó0Ô Õ 8.9KGate 2 Á%É> `Pd;Ö 200Mbps
8 6P[ 2�× Ô0Õ7G�ØIÙPÚIJ��0�r3:�Û 1 kP6 E#Q  

| 5  Ü0Ý7F%² >©³¶µ · �5� �0z {  Þ ÀIßBa à  ½ A  Ò.Ó Ô0Õ  
(KGate) 

Ë Ì i �  
(Mbps) á Ô Õ (unrol l ) 226 1290 â Ô Õ (l oop) 63 964 0.25 ã m × Ô Õ (l oop) 33 264 

0.18 ã m × Ô Õ (l oop) 8.9 200 

 

"RISC Í " ½BA7F#ä å'H.æ I Â#ÃIæ B Â#ÃIæ R Â.ÃYçè Å }.ÆBÇ <0E
�7é
G0�IE#Q l'ê k%æBë7Â#Ãrç 1 fIÈ

ÀgÉ0G%ËBÌ_<0E%F0GIHBJ;ì¶æ%í î ê k#ÃIfPÈPÀ.ÉIG.Ë
Ì7<0E

�Ié
GBÒ.Ó0Ô ÕTF%ïBðrçgñPE.Q�C7ò } æ �%ó Ë

ÌIÊ#X_J�ôIíÑç è Å �0Z7õPE
w%ö
F.z0÷

é
æ 1 fIÈPÀ

ÉI�
w
q,ø%ùBú ó0û øBï%ðTü%æ�Ë0Ì Ø0Ùrç,S;ý#k7þBÿ.Qw7é

� Ð æ ¹Bº [4] ø0Ò.Ó7ü��.æ SC2000 ø R-R-I-B-I ø
ôYí çIæ (R/2+I/4)-(R/2+I/4)-(R/2+I/4)-(R/2+I/4)-(B/4)- 

(B/4)-(B/4)-(B/4)-(I /4)-(I /4)-(I /4)-(I /4) ø 12 fIÈeÀgÉIü
Ë Ì ê k0þIÿ��

�
ø.½��rç

é
ÿ
�7é
üBæ%ëPfIÈeÀgÉIü����	�
 á�� �5s á���

é 	 q æ � ÁeÀ?���?�#É%ô7ø
Ò.ÓBÔIÕ0ï ðP¸ �Bó } � Û���� kPþ ÿ��  

4.2. ��������� ��!#"  ¹Bº [4] ü � "RISC Í " ½$�Tø�%�&YçOÒ#Ó0Ô0ÕPï ð }'$( ê w � l � }�) ê æ�*TÒ,+�-TõIÿ�½��Tü$�#æ �/.
%�&Ñç1032$4 } '�( õPÿ,�  536 } ²87 ³¶µP· �#½��8�:9 Ò%Ó0Ô�Õ$; æ=<	Ë0Ì�>TÈ
ÀgÉ#Ã ?�æ@< 1 >0ÈTÀ5É7ø�ËIÌBù ú�?Iø 3 A0ø�BT��C�7D ü�E$FPü G�æ "CISC Í " ½���� < 1 >PÈPÀ.ÉIø#Ë Ì ù
ú$?#çIH�J �1K ÿ�L�MTü%æON/P "RISC Í " ½�����ð�Q �K ÿ�L�MPü$R0ÿ

éTS U
ÿ,� ¹ º [4] ø�V.Ó8�.æTWYX 2 A

ø�B�Z$C37 D ø/[�\Y9]V,^�_�`�; ç5ï%ð ê æba cdX�Pe<gfh >�i/jlk�m�?8nIH�JTõIÿ�o��7ü�RIÿ��/p � P )#qsrt +3-_ü�� "RISC u " o��vn ( þ0ÿ�pxw�ü < 1 >�i�j�k
ø,f h ùBú ?ynIz|{y}8~������ r <�f h >�i�j,k�m�?On��� q1r a cdX1P:9�V�^�_�`�;�nsH�J �lK ÿ�� t +�- ������$	 o$��ns��� P�� �3�  

R �� ���mm mm :  ��� [4] � R �,m�n 2 ��� q � R/2 w I �,m  

 

XOR

M

XOR

XOR

��������������������l�O������� � � � � � � � 

A B C D

A B C D

R ¡£¢ I/2 ¡¤¢

M

AND AND

XOR XOR

���¦¥�¥�¥�¥�¥�¥�¥�¥�I�I�¤����g§�§�§�§�§�§�§�§
XOR

EXKEY1

EXKEY2

¨
3  R ��m�� (R+I/2) o3© ¨  
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32 ¾¬¿³À³Á 4 Â 4 ¾º¿ºÀ³Á 32

4 ¾¬¿³À³Á 32 Â 32 ¾¬¿³À³Á 4

S4 Ã�Ã�Ã�Ã�Ã

A B C D

A B C D

S4 S4 S4 S4S4S4S4

EXKEY1 EXKEY2 EXKEY3 EXKEY4

 ¨
4  B ��m � (B+I) o�© ¨  

 

R + I/2 B + I

Selector

L R

A B C D

Ä�Å�Æ

ÇÉÈ
 ¨

5  Ê�ËeÌÉÍ@j�ZxÎ�Ï�k�Ð � (R+I/2), (B+I) o�©  

 

n 4 ��� q � I /4 n1Ñ3Ò q � (R/2+I/4) �,o�©/Ó�R@~����  
p��$f h�ÔÖÕ n�×dØ8Ù�Ú$ÛÖÜ��$f h n�ÝÞ[ÉoÖ©|�
(R+I/2) Ó�ß�à��/p,á � r (R/2+I/4)2 â��dnsÑ�Ò q ��ã
��w,ä3Ø$à�� (R+I/2) o�©vn ¨ 3 Ú�� �3�  

B/B-1 �� ���mm mm :  ��� [4] � B ��mvn 4(2) �$� q � B/4(B/2)

Ó,o�©�å�á�æ$ä�à�� B �,m/�,�����çf h3Ô$Õ Ú�è�é qê ä���Ó r t o�©/Ó$����� q ê ä�ë�Ë�ìvílî�jÉÍ ê B

�,o�©dnsï�ð$�$à���å/ñ�Ú R ��m ��f h3Ô$Õ wTò�ó �
à w B ��m �,f h�Ô�Õ ��ô���õ�ö Ó�ß$à3��Ó r I �,m
n,÷eøvÚ�ùxú q � (B+I) o�©�n�ð8äeæ3f hxÔ�Õ �3û�üý n ¨ à,� (B+I) o�©vn ¨ 4 Úl�/��� ê$þ B -1 �,m/� B

�,Ð��vn B -1 Ú�ÿ$á�� Ø��lo�©/Ó�ß�à,�  

ÊÊ ÊÊ|ËË ËËvÌÌÌÌ@ÍÍ ÍÍ#jjjj������ÎÎÎÎ=ÏÏÏÏ kk kk�ÐÐÐÐ :  
t o�©�Ó=� r SC2000 �

R-R-I-B-I ��Ð��vn r (R+I/2)-(R+I/2)-(B+I) � 3 ��i�j�k
Ó,f h���� Ó�ß$à�� (R+I/2) w (B+I) wçÓ�o3© q ��Ê Ë�Ì
Í�j���Î�Ï�k�Ðvn ¨ 5 Úl�/���  		 		 ÍÍ ÍÍ�



��� ��� �ËËËË�kk kk�ÐÐ ÐÐ :  ��� [4] ��o3©�Ó�����������k
Ó���� ê�� Ü 	 ��Û$Ü����/Ó�ßx~e��� Ú�� qOr t o�©
Ó���� ê�� Ü 	 � (R+I/2) �� �!$Ú 2 � r (B+I) �" #!$Ú
4 ��w ê à,� � Ü 	 �$����Û�Ü�%�� 4 ��& 1 �"���('$ß
�*)s�$+�û"��� � Ü 	 %�� 2.7 �/Ó�ß$à��#,�!�Ú 4 �
� � Ü 	�- ©/.sÝ1032�4$Ú�� � Ü 	"- ©3Ð#5 4 �"���
Ó�&"6�7�038 2 ��� 2/3 7�9": Ó$;�<>= ê ä"2$4�&"?@�A :�5�B8ä�C�6�DÉÓ�&�E"F�©�Ó � � Ü 	#- ©�Ð1. 3

�HGJI�î�K�L�.1ð�M#N�à"D#GlÓ�Ú#O�)P? @�A :/.�Q�R
N$à�C (R+I/2)-(R+I/2)-(B+I) 7������S�3'�Ó 2 � -3 � - 3 

TVU�WVX�Y
128bit Z

[(\ X](^(_
[P\ X�Y

384bit Z
`(a X]P^3_

1

`3a X](^3_
2

`Va X](^V_
3

b3cedgf

EXKEY1 EXKEY2 EXKEY3 EXKEY4  ¨
6  
	 Í$
����Ë$'�Ð�7�F�©  

 

�#7 � Ü 	#- ©/.IÝ�ä$&�h 2 �����('�Ó�i�ð/= ê ä �
Ü 	 .(I=î�K"LÉÚVj�k�&�63á*.ml������('�Ó - ©8å�á
à 3 �#7 � Ü 	 G$,�!�Ú�n$o�N$àSDSG�Ó p B+I) �����
'$Ó 4 ��7 � Ü 	 i$ð/Ú��"q#N�à�C�E"F�©/Ó�i�ð/=(2	 Í$
*��$ËV'�Ð1. ¨ 6 ÚVr#N�C  

4.3. s>tvuxwzy|{H}  
E�F�©�7�~"�����8Ú��$&��"����� 0.18 � m �������
� 3 � CM OS ���3�"� ASIC ����� CS81 ���3�$� [9]

.m����=�2�C���2�&(�������/G�=J�#�V& SYNOPSYS �
� Desi gn Compi ler[10] 2000.05-1 .mi� /=�2�C¡��¢3£¤ ���¦¥V§(¨�©¦�Sª(«��"��¬��®����°¯J±J²� /=�³�C  ´�µ#¶ �·��P��¸"¹�~"��º"»�¨�©>¼"½����$¾�¿�À*�
128-bi t Á" H¼�½P¾"Â#�1Ã�Ä"Å�Æ1±mÇ��3È�É SC2000 ª¶�ÊVË

 (
´�µ ý ¾�Ì µ ¾�¿#��Í¡Î�£"�$ ) ¹�Ï�¼S½�³$Ð  

4.4. Ñ>Ò>Ó/Ô  Õ�Ö ¹$×�Ø"Ù�Ú/±� #É"³�Û"Ü�Ä�Å*Ý�Þ SC2000 ¹$ßà�á�â ±äã 6 å�æ�ç�Ðèº�»�éëê(ìV¿#�¡íz¯ ¶ í���î�ï�¾
Ä�Å"ð#ñSò3 Ë ¾�ó�ô"õ�ö Ë ¾�÷��>¯ Ë ¾��������í
¯ø¾�ù"ú ( �������í/¯øû"÷¦�ë¯ Ë ) ��¾�Ü"ü"ý"þ����ÿ £ ¤ �1¯�½�³ á"â ¼ ù�ú"ý�þ#��� ÿ £ ¤ �>¯V½(³ áâ ±äæ�½�³�Ð"È � ó�ô"õ�ö Ë ì�¾�����¹����	��
#î�ï
¹�� Ë������� ½�³���¹��"����Ð  � ¹ á"â SC2000 ì 1.4Gbps ��Ä"Å����#�"��� ¾��
¹¦¼���¹��	�� �!¦ì 26KGate �"����Ð  "$#

[3] ¼&%�'�ç���¼J¾ ß à ¨�©)(�*,+-��¹�¹$¾	.� 
!�ß à ¼/%�'1½P�"�������íz¯ 1.5 0�¾1�	�� �! 1/2.4 ¾
�	 �!�ß à ¼/%�'ë½P������#��2�í/¯ 1.2 0�¾����� 
! 1/10 ¼�È3� Û�Ü¦�Vù�ú�4�È$ß à ¼�È65�³$Ð  

 

ã 6  SC2000 7� �!"ß à"á�â  

º�»�éëê  Ü�ü�ý�þ  ù�ú�ý"þ  
¿98�í/¯ ¶ í-2$î�ï  (nsec) 69.5 76.5 

Ä�Å�ð�ñ�ò� Ë  (cycles) 22 22 

ó�ô�õ"ö Ë  (M Hz) 244.5 222.2 

÷9:>¯ Ë  (KGate) 26.4 21.6 ; 9:�2�í/¯  (Mbps) 1422.5 1292.8 
ù�ú  (Mbps / KGate) 53.8 59.8 
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5. PP PPRQQ QQ�SSSS  T�U�"�V ì$¾	W�X�¿)Y�Z"í�ò ´�µ SC2000 ¹�Û�Ü3[\^]`_�a ¶cbGd :ëÃ _�a ¶ ß à å�e"É�f$¾�ß à*¶�g ·hji ¸$k9l�����Ù"Ú�mon�p"¾��$q �or ß à�á�â mmætsu Ð  

[ \^]&_�a�v ß à å � É$f#ì�w	x�y SC2000
r�z �

(�{�|3}~q�È�É9�&����q�f�É u IA-32 2�Z�8�í�ð Ö V
��w�Û�Ü�È���Å�(���� V���� � ��(��3�^s u Ð��/å
Pentium I I I 2�Z�8*íJð Ö V ì C ���"ß à)V	���	� 1 �� u � 269 ò�Z�í�ò(ð�ñ�ò g�V ������� V�� �`w	� r��� v g)� hji�� �`%�'ts�f�������Û�Ü V���� � ��m
æts u$�  d :t� _�a�v������ ��� f9��w��$�� �! 26KGate

V
; g :�2�� ] 1.4Gbps �` �¡�X�¢ ��£ �$��¤�¥ V�¦��
����¡�§�mo¨�©�ª)« ��¬ s u��  �®)r$¯�° ��s�f���w IA-32 ±�Z	²)��³�´ r v ²6µ
Y�¶ ��� mo·�¸	¹9� V w)[ \^]/_�a	v���� m`º �  �¡�9»�� ¹���¼ ��� ��½�u w 2nd-cache

½ ¼�¾9¿ »�� ���À	Á9r º9Â � ¨�© � £�Ã�Ä ¯�° ¼ ��� �  
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