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AliceandBobownsconfidentialdatabases.

Theywanttorunadataminingalgorithmagainsttheunionof

databases.

Thewanttodoitin“private”manner.
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Anidealscenario:thedataminingalgorithmisrunbytrusted

thirdparty.

Theaim:buildaprotocolwiththesamelevelof“privacy”asin

idealscenario.

Thesetting:AliceandBobaresemi-honest—honestbutcurious.

Thesetting:Authenticityofinputdataissomehowchecked.
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1-out-of-2oblivioustransfer.

•Sender:(x0,x1)

•Receiver:σ∈{0,1}

•Receiverlearnsxσ

•Theidea:receiverusestwopublickeys;foronetheprivatekey

isknownandforoneittheprivatekeyisnotknown.
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Obliviouspolynomialevaluationinvolvesasenderandareceiver.

Thesender’sinputisapolynomialQofdegreekoversomefieldF

andthereceiver’sinputisanelementz∈F.

ThereceiverlearnsQ(z).

(WewillcallthesenderasAliceandthereceiverasBob.)
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Thegivenfunctionshouldberepresentedascircuitwithgates

definedover,e.g.,allfunctionsg:{0,1}→{0,1}.

Anypolynomial-timefunctioncanbeexpressedasacircuitof

polynomialsize.

Aliceassignstworandomvaluesforeverywirein

circuit—“garbled”values.Theyshouldbelongenoughtouseasa

keystopseudo-randomfunction.
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ForeverygatesAlicepreparesatablewhichallowstofindgarbled

outputofgateifgarbledinputsareknown,revealingnoother

information.

•Thereisanentryintableforeverypairofinputvalues.

•Entriesaremarkedbylabels,notbyactual(garbled)values.

•The(garbled)valueofoutputwireisencryptedusingthe

(garbled)valuesofinputwires.
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Alicesendswiringoftheoriginalcircuit,gatetablesandtables,

whichallowtoconvertgarbledvaluesofoutputwirestonormal

valuestoBob.

Bobgetsgarbledvaluesforhisinputsusing1-out-of-2oblivious

transfer.

Bobcomputesthecircuit.
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Databaseisasetoftransactionsandeachcolumnisanattribute

takingondifferentvalues.

Oneoftheattributesisdesignatedasaclassattribute;thesetof

possiblevaluesforthisattributebeingtheclasses.

Wewishtopredicttheclassofatransactionusingonlynon-class

attributes.
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TheID3algorithmsolvesclassificationproblembybuilding

decisiontree—rootedtreecontainingnodesandedges.

Eachinternalnodeisatestnodeandcorrespondstoanattribute.

Theedgesleavingthenodecorrespondtothepossiblevaluesofthe

attribute.

Theleavescontaintheexpectedclassvalue.
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ID3algorithmisrecursive.

Ateachstepthedatabaseispartitionedaccordingtothe“best”

attribute.

Howtochoosethe“best”attribute?

HC(T)=
l ∑

i=1

−
|T(ci)|

|T|
log

|T(ci)|

|T|

HC(T|A)=
m∑

j=1

|T(aj)|

|T|
HC(T(aj))

Gain(A)=HC(T)−HC(T|A)
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WecanimplementID3onlywithsomeprecisionδ.

|Gain(A1)−Gain(A2)|<δ

Thisisnotabigproblem.
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Theonlydifficultstep—findingtheattributewithmaximalgain.

ItisenoughtominimiseHC(T|A).

HC(T|A)=
m∑

j=1

|T(aj)|

|T|
HC(T(aj))

=
1

|T|

m∑

j=1

|T(aj)|
l ∑

i=1

−
|T(aj,ci)|

|T(aj)|
log

|T(aj,ci)|

|T(aj)|

=−
1

|T|

m∑

j=1

l ∑

i=1

|T(aj,cj)|log|T(aj,cj)|+

1

|T|

m∑

j=1

|T(aj)|log|T(aj)|.

Soweneedtocalculate(v1+v2)log(v1+v2).

Remark:1/|T|isnotimportant.Wealsocanuselninsteadoflog.
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Aliceownsv1,Bobownsv2.Thegoal:Aliceobtainsw1andBob

obtainsw2s.t.

1.w1+w2=(v1+v2)ln(v1+v2)mod|F|

2.w1andw2areuniformlydistributedinFwhenviewed

independentlyofoneanother.

WhynotYao’salgorithm?It’sineffective,thesizeofthecircuitis

oftheorderofmultiplicationofthesizeofitsinputs.
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Let’sstartwithcomputingrandomsharesu1andu2,s.t.

u1+u2=ln(v1+v2).

ln(1+ε)≈
k∑

i=1

(−1)
i−1

ε
i

i
,−1<ε<1

Errorshrinksexponentially.
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Let2
n

bethepowerof2whichisclosesttox.Thenx=2
n
(1+ε)

and

lnx=nln2+ε−
ε
2

2
+

ε
3

3
−

ε
4

4
+...

LetNbelarge(N>log|T|(>n)).

Aliceconstructssmallcircuitwhichinputsv1,v2andrandomα1

andβ1andoutputsα2=ε2
N
−α1andβ2=2

N
nln2−β1.
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Aliceconstructsthepolynomial(w1—random).

Q(x)=lcm(2,...,k)
k∑

i=1

(−1)
i−1

2(N(i−1))

(α1+x)
i

i
−w1,

Bobgetsw2=Q(α2)usingobliviouspolynomialevaluation.

w1+w2isanapproximationoflnεuptomultiplicativefactor

(whichispublicandcanberemoved).Let

ui=wi+lcm(2,...,k)βi.

Then

u1+u2≈lcm(2,...,k)2
N

lnε+lcm(2,...,k)2
N

nln2=

lcm(2,...,k)2
N

lnx.
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So

v1+v2=x,u1+u2≈lnx.

Alicedefines(r1,r2—random):

P1(y)=v1y+r1,P2(y)=u1y+r2.

Bobrunsobliviouspolynomialevaluationandobtains

P1(u2)+P2(v2)+u2v2=

v1u2+r1+u1v2+r2+u2v2=

(v1+v2)(u1+u2)−v1u1−r1−r2.

Alicesetshersharetobev1u1+r1+r2.
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Nowitisnotaproblemtofindthe“best”attribute.


