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Abstract—In the last decade, various types of RFID security 

schemes have been proposed which have tried to provide all 
security and privacy requirements of end-users. In this paper, we 
cryptanalyze two new-found key exchange and key agreement 
security schemes which are proposed by Zhang et al. and Kim in 
2012 and 2013 respectively. We present the reveal secret 
parameter, tag impersonation and traceability attacks on Zhang et 
al.’s protocol with success probability “ ”, and also we show that 
an attacker can impersonate the tag and the reader of Kim’s 
protocol both with success probabilities “ ”. We also present 
some modifications on the structure of studied schemes and 
propose two modified schemes which overcome all the discovered 
flaws. Finally, the improved protocols are compared with some 
similar protocols in terms of security and privacy.  

Index Terms—RFID, Key Exchange Protocol, Key Agreement 
Protocol, Security, privacy, EPC C1 G2 standard. 

I. INTRODUCTION 
Radio Frequency Identification (RFID) systems are 

beneficial and user friendly systems that have been utilized in 
most identification and authentication applications such as 
personal gadgets, E-passport and etc. [1]- [2]. Moreover, RFID 
systems play a critical role in the Internet of Thing (IoT) or 
Internet of Device (IoD) systems that are the next generation of 
internet. In IoT and IoD systems, all objects that are in our 
environment will be connected to each other and will share 
information with each other, in which a RFID tag or any sensing 
devices can make these connections [3]. RFID systems use 
radio wave to exchange messages between the “tag”, “reader” 
and “back-end server (database)” that basically constitute an 
RFID system. The tag is an electronic chip that is equipped with 
a microstrip antenna and can make a wireless connection with 
readers. The readers are located between the tags and the 
database and allows them to exchange messages. The third part 
of a RFID system model is the database that includes all secret 
information about all tags. In each run of a RFID system, in 
order to identify and authenticate a specific tag, the database 
performs some mathematical processing and after successful 
authentication allows it to access data.  

Due to the usage of RFID systems in personal devices and 
applications, considering the security and the privacy of these 

systems have become one of the most challenging research 
areas. Until now, lots of literature have focused on security of 
RFID systems and have proposed lots of RFID authentication 
protocols [4]- [5]. All proposed protocols aimed to provide 
secure communication between RFID users and preserve 
privacy of users. Nevertheless, most of the proposed protocols 
have some weaknesses and need more challenges to optimize 
the security and the privacy of them.  

As mentioned before, in the last decade, lots of RFID 
authentication protocols have been proposed [4], [6]-[8]. In 
2007, Chien and Chen [6] proposed a mutual RFID 
authentication protocol (MRAP) that is under Electronic 
Product Code Class 1 Generation 2 (EPC C1 G2) standard 
which is the most popular and widespread standard for RFID 
systems. Their protocol uses Pseudo-Random Number 
Generator (PRNG) and Cyclic Redundancy Check (CRC) 
functions to update and protect exchanged data between the tag 
and the database. Recently, Zhang et al. [8] illustrated that the 
MRAP protocol has some drawbacks and is not resistant against 
several attacks including tag impersonation, Denial of Service 
(DoS), and traceability. Then, in order to increase the security 
and the privacy of MRAP protocol, Zhang et al. have proposed 
an improved version of MRAP protocol (MRAP+) and they 
claimed that MRAP+ protocol removes all weaknesses of the 
MRAP protocol [8]. Zhang et al. analyzed the security and the 
privacy of the MRAP+ protocol and claimed that the MRAP+ 

protocol is secure against various attacks. In this study, we 
evaluate the security and the privacy of MRAP+ protocol against 
different attacks. We show that still there are some weaknesses 
on MRAP+ protocol that makes it vulnerable against some 
attacks such as reveal secret parameters, traceability attack and 
two different tag impersonation attacks. It is worth to mention 
that by performing reveal secret parameter attack, some attacks 
such as tag impersonation, traceability, and forward traceability 
attacks can be performed on MRAP+ protocol with success 
probability of “1”. In addition, using other weaknesses of 
MRAP+ protocol we present some other practical attacks.  

In 2011, Cho et al. presented a secure RFID mutual 
authentication scheme which uses hash function to protect 
exchanged messages [9]. In 2013, Kim [10] analyzed the 
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security of Cho et al.’s protocol and showed that their protocol 
still has some problems that make it vulnerable against DoS 
attack. Then he applied some changes on Cho et al.’s protocol 
and proposed a RFID mutual authentication protocol. He 
analyzed the security and the privacy of the developed protocol 
and claimed that his protocol is secure against various attacks 
[10]. In this study, we analyze the security of Kim’s protocol 
and we show that still there are some flaws on Kim’s protocol 
and an attacker can impersonate the tag and the reader both with 
success probabilities “ ”. Then, in order to provide security and 
privacy of RFID users, we apply some revisions on MRAP+ and 
Kim’s protocols and present two strengthened versions of them 
that omit existing weaknesses. Moreover, our analysis show that 
both the improved protocols are secure and confidential against 
other attacks which are presented in other literature. In addition, 
the security and the privacy of proposed protocols are compared 
with some similar protocols.  

This paper is organized as follows: In Section II, we 
introduce MRAP+ protocol and then we analyze its security and 
privacy. Kim’s protocol and its weaknesses are provided in 
Section III. In Section IV, the improved versions of MRAP+ and 
Kim’s protocols are presented that remove their flaws. Also in 
Section IV, we analyze the security and privacy of proposed 
protocols and then compare with some similar protocols. 
Finally, conclusions are reported in Section V. 

II. VULNERABILITIES OF THE MRAP+  
In [8] Zhang et al. claimed that the MRAP+ protocol provides 
security and privacy requirements of RFID users. Here, we 
show that still there are some flaws on MRAP+ protocol and it 
cannot provide secure and confidential communication for 
RFID users. First we introduce MRAP+ protocol and then we 
present our practical attacks on this protocol including reveal 
secret parameters and traceability attacks and also two different 
tag impersonation attacks.    

A. The MRAP+ Protocol  
The MRAP+ protocol is a key agreement protocol (in which a 
key has been shared between the server and a tag) which is under 
EPC C1 G2 standard and similar to most of RFID security 
chemes, it uses random numbers and a PRNG function to protect 

the transmitted messages. The structure of the protocol is shown 
in Fig. 1. According to the Fig. 1, one successful run of this 
protocol consists of five phases. The used notations are shown 
in Table I. 

TABLE I.  THE NOTATIONS  

Not. Description 
 Electronic Product Code (EPC) of the th tag 

 Unique identification information of the specific tag  
 The authentication key shared by the server and tag  

,  The authentication key shared by the server and tag  
, 
 

A random number generated by the reader  

,  A random number generated by the tag 
 The corresponding record for the tag stored in the server 
 Pseudo random number generator 

 For th run of protocol 
 Hash function 

 

B. Reveal Secret Parameters  
In RFID authentication protocols, it is very important that secret 
values be safe against the reveal attack. If an attacker obtains 
the secret values, he/she will be able to perform different attacks 
that threats the security and privacy of user. This subsection 
aims to show that in the MRAP+ protocol, the secret values are 
not protected completely and an attacker can reveal secret 
parameters. One of the main weaknesses of MRAP+ protocol is 
the structure of  and  that are dependent and 

. Due to this weakness, the attacker can 
perform some processes and discover . These processes can 
be addressed in two phases as follows,  
Learning phase: In th round, the attacker eavesdrops one 
successful run of the protocol and saves the exchanged data 
between target the tag and the reader including , 

, . 
 

Processing phase: Using the obtained data in learning phase, 
the attacker can perform following operations. If  be  bit 
string, as a result , where . Now   

Database   , , , ,                                   Reader                               Tag  

  
  

                  =>    
  Else if            =>   
End  
Then computes values below: 

:        
 

                              
 

 

  

(1) 
 

 
Generates random number  
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(5) 
 

 

 

:  

 ,   

 
 

Fig. 1. The MRAP+ Protocol [8]. 
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                                                                                   (1)  

It can be seen that using provided algorithm in (1), the attacker 
can obtain  after maximum  runs. Since in the EPC C1 G2 
standard secret parameters are usually 16 bit string, the attacker 
needs maximum  runs. Another weaknesses of MRAP+ 

protocol is the way of updating  that is . 
Using this fact, after obtaining , the attacker can compute 

 with performing  times  of . 
Note that, after applying this attack, the attacker can perform 
different attacks including tag impersonation, traceability and 
forward traceability attacks with success probability of “1”. 
Moreover, without using the result of this attack, we report 
another weaknesses of MRAP+ protocol in the rest of this paper 
which have lower complexity. 

C. Replay Attack and the First Tag Impersonation Attack  
This subsection shows that how an attacker can impersonate a 
legitimate tag in the MRAP+ protocol. Due to similarity of  
and  that is one of the main weaknesses in MRAP+ protocol, 
an attacker can impersonate a legitimate tag as follows, 
Learning phase: In the th round, the attacker eavesdrops one 
successful run of the protocol and obtains  and . 
Attack phase: In the th round, the attacker starts a new 
session with the reader and acts as follows,  
a) The spoofed tag or the attacker receives a random number 

 from the reader and responses with ,   that 
are generated as follows,  

                         (2)

b) According to the structure of the protocol, the reader sends 
 to the back-end server.  

c) In order to authenticate, the back-end server acts as follows,  
1) For  , it computes  for 

. Note that since we use secret values of 
th run, the back-end server selects  in its 

authentication process. 
2) It checks whether , where 

             

                                       
                             .         (3) 

As a result the back-end server authenticates the spoofed tag as 
a legitimate tag.  

D. The Second Tag Impersonation Attack  
In addition to the mentioned weaknesses in the last subsection, 
there is another weakness in the authentication phase of MRAP+ 
protocol that makes it vulnerable to another tag impersonation 
attack as follows: 
Similar to the above tag impersonation attack, in the learning 
phase the attacker obtains  and . 
In the attack phase, it generates ,   as follows,  

              (4) 

Also, similar to the firstly mentioned tag impersonation attack, 
in order to authenticate, the back-end server computes 

 for . 

Then the back-end server checks whether 
, where    

  

         

         .                     (5) 

Therefore, the back-end server authenticates the attacker as a 
legitimate tag. 
E. Traceability Attack 
Privacy concern is one of the most important issues in RFID 
authentication protocols. Here we show that MRAP+ protocol 
is not safe against traceability attack and an attacker can trace a 
specific tag. This problem arises from similarity of tag 
responses including  and . This attack can be summarized 
as follows,  
Learning phase: In the th round, he/she eavesdrops exchanged 
data between the reader and the specific tag including , 

 and . Then, he/she 
terminates the fifth phase of protocol and prevents the updating 
operation by the tag.  
Attack phase: The attacker starts a new session with a new tag 
and uses the eavesdropped messages and sends  to the target 
tag and receives following responses, 

 , (6) 

Now using the received messages, firstly the attacker computes 
. Then he/she 

verifies that . The tag that satisfy 
this equation, is the target tag. 
Proof: It is worth to mention that if the selected tag be the target 
tag , as a result . By considering this 
fact, following equations can be written, 

  

                     

             (7)

III. VULNERABILITIES OF KIM’S PROTOCOL 
In 2013, Kim [10] proposed a key exchange RFID mutual 
authentication protocol that is an improved version of Cho et 
al.’s protocol [9]. In a key exchange protocol, the server sends 
a secret key to the tag in each successful authentication. He 
claimed that his protocol has high resistance against various 
attacks. We show that still there is a flaw in Kim’s protocol that 
in some cases makes it vulnerable against some attacks. In the 
rest of this Section, first we introduce Kim’s protocol and then 
we present two impersonation attacks on this protocol. 
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A. Kim’s Protocol 

Kim’s protocol is a hash-based key exchange protocol which 
protects exchanged messages via hash functions strongly. The 
communication channel between the reader and the tag is 
protected but the channel between the reader and the tag can be 
eavesdropped. Kim’s protocol saves old and new secret values 
in the back-end server that makes it secure against most of the 
attacks. Fig. 3 shows the structure of Kim’s protocol.  

B. Tag Impersonation Attack 
In [10] Kim claimed that his improved protocol is secure 
against different attacks. Here now, we show that his scheme is 
not secure against the tag impersonation attack perfectly and an 
attacker can impersonate the tag with success probability . 
In Kim’s protocol, the value of  is expressed as follows,  

 (8) 

It is clear that if , (8)  can be simplified as follows,  

 

                                                                (9) 

It is worth to express that  for . 
Now, we show that using this fact an attacker can impersonate 
a legitimate tag in two phases as follows,  
Learning phase: In th round, the attacker eavesdrops the 
transmitted messages in phases 1 and 2 (according to the Fig. 
2) including , then blocks phase 3 of the 
protocol. Indeed the attacker prevents receiving messages by 
the tag transmitted form the reader. As a result the tag does not 
update its secret values. It is worth mentioning that the server 
stores two successive secret keys of each tag (  and ). As 
a result, the server allows one more challenge for a tag that has 
not updated its secret key before for any reason.  
Attack phase: In th round, the attacker starts a new 
session with the reader and performs following steps,  
a) The attacker receives a random number  from the reader 

and generates ,   and sends them to the reader.  
                 

                      (10)

b) The reader follows the structure of the protocol and sends 
 to the back-end server.  

c) According to the structure of the protocol, the back-end 
server follows following stages,  
1) For each couple  and  it generates  and extracts 

 of target tag   
2) Then the back-end server uses received  and obtains 

 as follows. 

                         . 
3) Now, using obtained , the back-end server extracts 

 via (8). As we mentioned above, if  and 
, the value  can be rewritten as 

 . 
4) In this stage, the server uses the values , ,  

and  and checks that 
. According to stage 3, by assuming that 

 and  , we have observed that 
. As a result, the back-end server authenticates the 

spoofed tag as a legitimate tag.  
Proof:      

 

Lemma 1: For two numbers  and  that are random numbers 
from set  and , the probability of 
inequality  is greater than  [11].  
Lemma 2: For three numbers , and  that are random 
numbers from set  and , the 
probability of inequality  is greater than  [11].   

Using Lemma 1 and Lemma 2, it can be shown that inequalities 
 and  hold with probability greater than . 

Thus, the success probability of this attack is greater than  . 

Back-end Server                                          Reader                            Tag    
 

For each tuple of   
Generates  and obtains  and  

Verifies 
Calculates 

 and sends it to the tag 
and updates its secret values as follows: 
 

              
      
 

          
Generates  Randomly 

 

 

 

 

 
 

 
 

The reader extracts  and sends 
following messages to the tag: 

   

: Calculates , and extracts 
, then checks that: 

If  the server is 
legitimate and the tag extracts and it updates: 

 
 

Fig. 2. Kim’s Protocol [10]. 
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C. Reader Impersonation Attack on Kim’s Protocol 
Besides the tag impersonation attack that is presented in the last 
subsection, we show that an attacker can use the available flaws 
in the structure of  and impersonate a legitimate reader. 
This attack is also based on assumptions  and  
that are considered in (9), and the success probability of this 
attack is equal to . This attack can be performed in two 
phases as follows,  
Learning phase: In th round, the attacker eavesdrops 
exchanged messages between the tag and the reader including 

, then 
blocks phase 3 of the protocol.  
Attack phase: In th round, the attacker starts a new 
session with the tag and operates as follows,  
a) The attacker sends a random number  to the tag. 

 The tag generates  and calculates messages, 
 and , and 

sends them to the spoofed reader. Note that, since in the 
learning phase the attacker blocked phase 3 of the protocol, 
the tag does not update its secret value and consequently 
based on these assumptions,  and . 

c) Using eavesdropped messages  and 
received message  from the tag, the spoofed 
reader or attacker calculates  as follows,  
     
and sends message 

 to the tag. 
d) Finally, the attacker follows the structure of protocol and 

authenticates the attacker as a legitimate reader.  
According to the Lemma 1 and Lemma 2 it can be shown that 
success probability of this attack is greater than . 

IV. MODIFIED PROTOCOLS AND ANALYSIS  
In Sections II and III we have shown that the security and the 
privacy of MRAP+ and Kim’s protocols have some problems 
that allow the attackers to perform different attacks. In this 
Section, two strengthened versions of MRAP+ and Kim’s 
protocols are proposed that omit all the mentioned weaknesses. 
Also, the security and privacy analysis of proposed protocols 
are provided similar to how explained in [8] and [10] for the 
security and privacy analysis of the studied protocols. 

A. Improved Version of MRAP+ Protocol 
There are two major problems in the structure of MRAP+ 
protocol. The first problem is the dependency between two 
responses (  and ) of the specific tag as 

, and the second one is the authentication procedure in the 
back-end server that is vulnerable. Thereby, in order to 
eliminate its weaknesses, we propose an improved version of 
MRAP+ protocol. In the improved version, we apply some 
changes in the authentication, updating procedure and tag’s 
responses. The authentication procedure of the improved 
protocol is as follows, 

a) Initialization phase 
The stored values in the tag (  and ) are initialized by 
random numbers that are generated in the factory. Note that in 
the initial phase,  and  
b) Authentication phase 

This phase consists of five steps as follows, 
1) Reader  Tag: The reader generates  as a random number 

and sends it to the tag. 
2) Tag  Reader: The tag responses to the reader with the 

following messages,  
 

where  is a random number that is generated by the tag. 
3) Reader  Back-end server: The reader sends the messages 

,  and  to the back-end server. 
4) Back-end server  Reader: Upon receiving the transmitted 

messages by the reader, the back-end server performs 
following steps, 
4-1: For each tuple  computes 

,  and matches 
. Then, 

the value that matches this equation will be set as 
.   

4-2: If , the back-end server calculates 
 and sends  and  

to the reader.  
Else,  and the back-end server calculates 

 and sends  and 
 to the reader. After that, the back-end server 

updates its secret values as follows 
,       

       .                         (12) 
5) Reader  Tag: Upon receiving the transmitted messages by 

the back-end server, the reader sends  to the tag. Now, 
the tag verifies , and updates 
its secret values as follows, 

, .               
In the rest of subsection, we analyze security and privacy of 
improved MRAP+ protocol and we show that it is secure against 
various attacks and also provides user privacy.  
Reveal Secret Parameter: In Section II.B it is shown that due 
to similarity of the structures of  and , an adversary can use 
an algorithm and obtain the secret parameter  and 
consequently can calculate . Indeed, after this attack an 
attacker can perform most of attacks against the broken 
protocol. In the improved protocol, in order to eliminate this 
weakness, we apply some changes on the structure of tag’s 
response . Also, to increase the security and privacy of the 
proposed protocol, we add a secret value  to  that makes it 
strong against different attacks. 
Impersonation Attacks: In the improved protocol, in order to 
perform impersonation attacks and calculate ,  and  the 
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adversary needs , ,  and  that are unknown for 
him/her. On the other side, since the dependency between , 

 and two consecutive  are omitted, the adversary cannot use 
exchanged messages to impersonate the tag or reader. 
Privacy Concerns: As it is shown in Section II.E, although the 
MRAP+ protocol uses two random numbers  and  in the 
tag’s responses, it is vulnerable against traceability attack. In 
order to remove this weakness, we use a random number   in 
the updating procedure and some changes in tag’s responses. It 
can be seen that if an adversary catches the secret values  and 

, it cannot trace a specific tag.  
Moreover, more security analysis of MRAP+ is reported in 

[8] that are also true about our improved protocol. 

B. Improved Version of Kim’s Protocol 
In the security analysis of Kim’s protocol, we have shown that 
there are some weaknesses on his protocol that make it 
vulnerable to tag and reader impersonation attacks. In Kim’s 
protocol the main problems are the structures of  and . In 
this subsection, we aim to remove aforementioned weaknesses 
in Kim’s protocol. To this aim, we change the structures of  
and  in his protocol. We use a one-way function (i.e. hash 
function) in the structure of  that increases its security. 
More precisely, in the improved protocol, we change the 
structures of 

 to  and 
 to .   

With these changes, since the values of  and  change in 
each run of the protocol, and the attacker does not access to 
them directly, the attacker cannot impersonate the tag and the 
reader. Also, since the structures of the improved protocol and 
Kim’s protocol are similar, according to the provided analysis 
in [10], the improved protocol is secure against other attacks.  
Note that, all phases of the improved protocol is the same as 
Kim’s protocol, and uses the new values of  and . 

In Table II, the security and privacy analysis of MRAP+ 

protocol, Kim’s protocol and their improved versions are 
provided. According to security analysis, it can be seen that all 
weaknesses of the analyzed protocols are omitted in the 
improved versions that make them secure against different 
threats.  

TABLE II.  COMPARISON OF SECURITY AND PRIVACY ANALYSIS 
 

Protocols 
Attacks A B C D E F 

Reveal Secret Parameters       
Tag Impersonation       
Reader Impersonation       
Dos Attack       
Traceability attack       

: Secure   : Insecure   A. MRAP [6]     B. MRAP+ [8]       C. Improved MRAP+               

                                                            D. Cho et al.  [9]     E. Kim [10]       F. Improved Kim 

V. CONCLUSION 
In this study, we have analyzed two new-found key exchange 
and key agreement RFID mutual authentication protocols in 
terms of security and privacy that have been proposed by Zhang 
et al. [8] and Kim [10] in 2012 and 2013 respectively. We have 
shown that both the studied protocols are unable to provide 
security and privacy requirments of RFID end-users. We have 
presented tag impersonation and traceability attacks on Zhang 
et al.’s protocol with success probability “ ”, and tag 
impersonation and reader impersonation attacks on Kim’s 
protocol both with success probabilities “ ”. Then, we have 
applied some changes on the analyzed protocols and proposed 
two strengthened versions of them. Our security analysis has 
shown that the proposed protocols omit all weaknesses of 
Zhang et al. and Kim’s protocols and also they are resistant 
against various attacks. Finally, the security analysis of the 
proposed protocols are compared with some similar protocols 
that are proposed recently.  
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