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Abstract—The near future Internet of Things (IoT) allows
devices to discover and to establish cooperation autonomously in
an opportunistic manner. While the incentive service is available,
the front-end inter-organisational devices may help each other not
only on sharing information, but they can also share their Internet
connection towards saving energy. Considering that different
devices may have been configured from different online/offline
time periods, selecting a proper collaborator becomes an im-
portant requirement. In this paper, we propose a framework
for proactive scheduling the Internet gateway services in the
collaborative mobile IoT environment. The proposed framework
and the scheduling scheme has been implemented and tested on
the real devices. The results show that the proposed framework
can effectively save energy for the IoT devices.

I. INTRODUCTION

Internet of Things (IoT) represents an environment that
consists of heterogeneous interconnected devices which are
collaboratively enhancing people’s lives including but not lim-
ited to agriculture, transportation, logistic, education, health-
care and more [1]. Industry predicts in year 2020, around 50
billion physical things will be connected with the Internet [2]
via heterogeneous protocols and IoT devices.

The large scale connected IoT devices provide various
possibilities and also raise numerous challenges. One research
interest to both academia and industry is energy conservation.
In general, IoT environment involves a large number of de-
vices deployed in high density. These devices include battery-
powered and AC-powered devices. There exist numerous ap-
proaches to support energy conservation that have been studied
in [3], [4]. At the lower layer of network communication,
numerous message routing protocols have been introduced.
For example, the cluster head selection algorithm can reduce
the unnecessary data transmission towards reducing the energy
consumption in Wireless Sensor Network (WSN). At the appli-
cation layer, industrial standard organisations have introduced
lightweight communication protocols to reduce the message
size. e.g. CoAP (https://tools.ietf.org/html/rfc7252). There are
also some approaches focused on reducing the mobile network
transmission in order to reduce the significant energy consump-
tion derived from the mobile Internet communication (e.g. in
urban sensing scenario) [5].

Correspondingly, as the literature [6] shows, mobile Inter-
net consumes much more power than the WLAN (e.g. Wi-Fi or
Bluetooth). The literature also shows that sending data below
a threshold will consume very similar power. i.e. sending 100

bytes and sending 500 bytes consume almost the same power
via 3G mobile Internet, which indicates that when a device
is brokering a small amount of data for the other proximal
WLAN-connected devices, it will not consume much extra
energy from itself.

In IoT, such collaboration for data transmission is not
only limited to intra-organisation but is also possible to be
applied in inter-organisational level. Individuals can provide
their Internet access to the others even when they do not
belong to the same organisation. In past, many works have
discussed such Internet sharing environment [7]–[12], and the
related commercial services already exist for many years (e.g.
http://www.fon.com). Moreover, sharing hardware resource has
also been discussed in [13]–[15] in different pervasive and
mobile application domains.

Although past works have proposed numerous approaches,
they have not considered that in an environment with multiple
available Internet sharing devices. Some devices may not
always be available for connection due to either the device
is battery-powered and is in low energy, or the owner of the
devices intends to save energy for their homes or offices. In
such case, the requester usually needs to search for another
access point and establish the new connection, which causes
extra latency and is cumbersome.

In this paper, we propose a proactive gateway service
scheduling scheme in the opportunistic Internet sharing en-
vironment for the collaborative IoT. The scheme is to be used
as a background service of the device to continuously retrieve
the information of available gateways in proximity and then
schedule the connection among the available gateway devices.

The rest of the paper is organized as follows: Section 2
provides related work and background on applications of col-
laboration for data transmission and preserve energy. Section 3
presents the design details of the proposed framework followed
by the description of the gateway service scheduling. Section 4
provides experiment details and the results of the performance
evaluation of the proposed framework. The paper is concluded
in Section 5 along with future research directions.

II. RELATED WORKS

A number of reviews in IoT [1], [16], [17], [18] have
defined the challenges of Wireless Sensor Network (WSN) in
terms of energy-efficiency and numerous approaches to support
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energy conservation have been extensively studied in [3], [4].
For example, at the application layer, industrial standardization
organizations have introduced lightweight communication pro-
tocols such as CoAP and MQTT (http://mqtt.org/) to reduce
the message size.

Existing research projects that focus on low-level MAC
routing protocols can improve the energy efficiency. However,
most of them cannot be applied directly to IoT scenarios
because most of the commercial devices either do not support
the protocols, or those protocols were not fully compatible
with the standards, so interoperability can be an issue when
some nodes need to be dynamically replaced in a plug-and-
play manner [16]. Further, current solutions that are based
on a multi-hop, proximity range communication topology are
considered to have poor end-to-end throughput and are not cost
efficient in the case of large-scale deployment. An alternative
cost-efficient approach is to forward sensor data to the Internet
by offloading the data in an opportunistic network [17].

PEGASIS [19] is an energy-efficient wireless sensor net-
work where sensors transmit data to other close range sensors,
and take turns to send data to the base stations. Yu and
Prasanna [20] proposed the energy balanced Wireless Sensor
Network using Integer Linear Programming (ILP). Their work
focused on task allocation based on energy consumption.

Establishing a collaborative network to save energy in
an opportunistic manner has been applied in [21], [5] for
collaborative sensing using mobile devices. The work in [21]
focused on optimizing the scheduling of crowdsensing tasks
by analysing the moving trajectory of mobile users. The work
has shown that utilising opportunistic collaborative sensing
can significantly reduce the energy consumption compared
to traditional non-collaborative sensing strategies. effSense
[5] provides a hybrid scheme to reduce the mobile Internet
usage and energy consumption caused by data transmission in
crowdsensing scenarios. The scheme optimizes the sensor data
uploading process based on dynamically selecting the gateway
using certain context information such as the mobile data plan
of the peers, available Wi-Fi and Bluetooth connections for
offloading the data, and the prediction of peers mobility in
order to optimize the data uploading schedule.

Service-oriented inter-organisational collaboration in IoT
is described previously in [22], [23], [24] for sharing sensory
data on the global Sensor Web. However, early works only
considered sharing the data from the Web services in the
cloud. They did not consider sharing the front-end physical
resources for the computational purpose. Recently, establishing
the front-end device-to-device collaboration in pervasive and
mobile computing has become a popular research domain [14],
[25], [26]. For example, Gateway as a Service presented in the
work [25] provides a collaborative workflow among different
devices/applications and also, [26] provided a model that
utilises resources of nearby mobile devices to cooperatively
perform a computation task as a service.

To increase the lifetime of the sensor nodes, there are
many cluster head selection schemes in the last decade. Many
of them are based on extending the LEACH [27] algorithm,
which forms a cluster of wireless sensors and selecting cluster
head based on signal strength. A Large number of extensions
[28], [29], [30] have included various parameters (for example,

Fuzzy logic based schemes) to improve the original scheme.
One common feature is that they were proposed for the WSN
environment in which the nodes are continuously connected.
The work proposed in this paper is designed for an environ-
ment where nodes are not always actively connectible due to
the energy conservation purpose. Establishing a collaborative
network in such an environment requires a proper scheduling
scheme, which is the focus of our work.

The past works are not designed for inter-organisational
network, which is quite different in terms of the involved
configuration, cost and performance parameters. Moreover,
past works in WSN did not consider the online/offline-mode
used by the participative devices. This is a major element in the
inter-organisational collaboration when one needs to choose a
feasible collaborator in a particular schedule.

III. SYSTEM DESIGN

A. Overview

Figure 1 illustrates a federated environment where different
organisations can perform collaboration in IoT data acqui-
sition. The collaboration is based on utilising the Message
Bus service managed by a trustworthy Coordinator server in
the Cloud. The Message Bus routes the messages and data
among participants. A participant can publish its services to
the Message Bus and let the other participants subscribe to the
services. Further, it enables the negotiation process between
different participants towards assisting their collaboration.

Figure 1: Gateway service example.

In the use case shown in Figure 1, the Mobile IoT Device -
D.1 is a battery-powered device for sensing the environment on
the move. It can be carried or attached to any moving objects
(human actors, animals, robots etc.). Initially, D.1 uploads its
collected sensory data directly to its Distant Data Acquisition
Server (DDAS) via the mobile Internet connection. However,
the frequent data upload via mobile Internet will drain the
battery quickly. Hence, its management system decided to
utilise the proximal Internet-connected devices to help D.1
forwarding the data to its DDAS.

In this environment, we made the following assumptions:
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1) The movement of D.1 is not very fast and it is
roaming in a particular area. Hence, it has sufficient
time for discovering its surrounding devices.

2) The organisations that are willing to share their IoT
devices as gateways for the other organisations will
use meaningful identification for their IoT devices.
Further, they publish the information (e.g. based on
WSDL, WADL, CoAP etc.) of their IoT devices in
the Message Bus service together with the methods
that help the other participants to establish the col-
laboration.

3) The Internet-connected IoT devices are not always in
active mode due to the energy conservation reason.
They are discoverable via direct mobile P2P commu-
nication range while they are awake.

4) Inter-organisational collaboration involves privacy
and service level agreement concerns. Hence, in this
work, we do not consider the multi-hop message
forwarding approach.

In this use case, D.1 is running a background operation
that uses the low-powered proximity-based service discovery
mechanisms (e.g., browsing Bluetooth Advertisement, Wi-Fi
Direct, W-Fi Aware etc.) to discover devices that can poten-
tially be the gateway service providers (GSP; mark 1). D.1
is then sent the identification collection of the potential GSP
together with its current geographical location information to
the Bootstrap Server (BS; mark 2). BS can identify what are
the suitable GSP in D.1’s current vicinity via the information
retrieved from the Coordinator server. Afterwards, BS will
request for collaboration from the management servers of the
selected GSP (mark 3). Once the request is confirmed, BS
will inform D.1 about the confirmation with the information
of the GSP (mark 4). Meanwhile, the management server of the
selected GSP (denoted by D.2) will configure D.2 to enable the
communication from D.1 (mark 5). Afterwards, D.1 can use
D.2 as its GSP to upload data. The communication between
the two devices can be in any short-range, low power wireless
communication protocols depending on their configurations
(mark 6). As the figure shows, D.2 is initially a gateway of
the other edge network IoT devices. It sends the data packages
to the Message Bus. Since D.2 may send all the data it
collects (for different parties) in one package to the Message
Bus, the Message Bus will decompose the data collection and
forward to the corresponding channels. The participants who
subscribed to the corresponding channels will automatically
receive the data. In this scenario, the Coordinator would have
approved the DDAS of D.1 for subscribing the data derived
from D.1. Hence, the DDAS of D.1 can properly receive the
data collected by D.1 (mark 8).

B. Gateway Service Scheduling

In this paper, we consider that GSP may have different
availability. Hence, it is necessary to provide the scheduling
scheme to improve the performance. Here, we make following
assumptions:

1) GSP can be moving objects but they do not move fast
and they are only roaming in a particular area for the
available period of their Internet sharing.

2) GSP can provide their schedules of availability and
also their capability (e.g. how many nodes and band-

width they can provide? how fast is the Internet
connection speed?).

We formalise the scheduling scheme as below:

Let T = {τi : 1 ≤ i ≤ N} be a set of discontinuous task
periods assigned from the DDAS to the mobile IoT device by
following the time flow order. e.g. τ1 denotes 3:00∼3:05, τ2
denotes 3:15∼3:20, and the time represented by τ2 must not
be prior than τ1.

Let C = {Ci : 1 ≤ i ≤ N} be a set of candidate GSPs for
the task periods. Where Ci denotes a set of candidate GSP for
task period—τi ∈ T .

Let H = {hj : 1 ≤ j ≤ N}, be a set of all the GSPs in
proximity. To match the available time of hj to each Ci ∈ C,
we use Algorithm 1.

Algorithm 1 Matching with the schedules of GSP

1: for τi ∈ T do
2: STi ← the start time of τi
3: ETi ← the end time of τi
4: Ci ← new set
5: for hj ∈ H do
6: Tj ← set of scheduled online time of hj
7: for tk ∈ Tj do
8: STk ← the start time of tk
9: ETk ← the end time of tk

10: if (STk < (STi + buffSTi)) ∧ (ETk > (ETi +
buffETi)) then

11: add ID of hj to Ci
12: end if
13: end for
14: end for
15: end for

After applying Algorithm 1, we obtained a set of candidates
for each Ci ∈ C. The buff times mentioned in the algorithm are
the buff time for start time (buffSTi ), which is the discovery
and connection time, and the buff time for the end time
(buffETi

), which is the time required to complete the last
data transmission before disconnection.

Here, we consider that re-connection will consume extra
power. If the energy consumption of re-connection is higher
than maintaining the same connection, then maintaining the
same connection between two scheduled periods is more
preferable. In order to find out if there is any possibility to
use same gateway service for two sequential ordered periods,
we first need to identify the sequential ordered candidates in
C.

Let aj and bj be the representation of hj assigned in two
sequential schedule time groups. The hj will be added to the
sequential schedule list—P when P = {(aj , bj) : ∃aj ∈
C
bj
i−1}, where C

bj
i−1 denotes the previous time group of the

bj’s time group.

After P is generated, we can use the information provided
by P to rank each element—c ∈ Ci. i.e. cx denotes the ID of
hx. Suppose cx is one of the element in Ci, to compute the
ranking of cx, we use (1).



rank(cx) =


1 +

∑η
m=0 |{∃c ∈ C

cx
i+m : c = cx}|

iff has already connected.∑η
m=0 |{∃c ∈ C

cx
i+m : c = cx}|

otherwise.
(1)

where η denotes the set index number where the node rep-
resented by cx is no longer found. Ccxi denotes the schedule
time group of cx. Ccxi+m is the next schedule time group of
Ccxi .

The already connected gateway will be considered as
priority. Hence, the ranking value is added by 1.

Afterwards, in a Ci, if two or more candidate GSP have
same ranking value, the connection will be retained. Otherwise,
the highest ranked node will be selected. If currently there is
no connection and there are multiple same ranked nodes, the
mobile host will randomly select one of them.

Originally, when two or more options have same ranking
value, then further ranking is made based on other context
attributes. However, in this paper, we do not include the
other attributes that influence the ranking of the node. The
corresponding scheme has been discussed in our previous work
[31]. We plan to compose them in our future work.

IV. EXPERIMENTS

The aims of this experimental testing are twofold. First,
we aim to show that the optimised scheduling strategy can
save energy for the collaborative IoT devices. Second, we aim
to show that participating in the collaboration will not drain
much extra energy from the IoT devices that have been used
as GSP.

The evaluation has been performed using LG Sprit mo-
bile phones running Android version 5.0.1. The GSP device
has embedded with NanoHTTPd server (https://github.com/
NanoHttpd). The mobile Internet used by the devices is TELE2
4G mobile Internet connection. To measure the energy con-
sumption, our test bed consists of PeakTech Digital Multimeter
which provides the visualised real-time energy consumption
logging of the mobile devices. The Multimeter is coupled to
the battery of the phone and measures the current flow and the
voltage level during the experiment.

A. Optimised GSP Scheduling

We use a use case to perform the testing of the proposed
scheduling algorithm.

In the setting of the test, we assume the mobile host
has been scheduled 5 periodical tasks from the application
server. Each task requires 3 minutes sensory data streaming
with the application server over the Internet. The scheduled
start times have been allocated at 3:00, 3:05, 3:10, 3:15, 3:20.
Additionally, the buff time for both start time and end time are
2 minutes.

In the testing environment, we have 7 GSPs. A, B, C, D,
E, F and G. Each of them has the available connection period
as follow: A: 2:40∼3:10 and 3:40∼4:10; B: 2:50∼3:20 and

3:50∼4:20; C: 3:00∼3:30; D: 3:05∼3:40; E: 3:10∼3:50; F:
2:25∼3:25; G: 2:15∼3:15.

By default, without considering the ranking algorithm, the
candidate gateway for each time period will be as Table Ia
shows. In this case, we assume the QoS of all the candidate
GSP are similar and the proposed scheme is not applied.
Hence, the system selects the gateways randomly.

Table Ib illustrates the optimised schedule. In this case, the
system intends to minimise the need of switching gateways.

Table I: Scheduling cases. X© denotes the buff time; +© denotes
the selected schedule.

(a) Random schedule. Switch gateway four times.

A B C D E F G
3:00∼3:03 X X X© X +©
3:05∼3:08 +© X X© X X©
3:10∼3:13 +© X X© X©
3:15∼3:18 +© X
3:20∼3:23 +©

(b) Optimised schedule. Switch gateway two times.

A B C D E F G
3:00∼3:03 X X X© +© X
3:05∼3:08 X X X© +© X©
3:10∼3:13 X +© X© X©
3:15∼3:18 X +©
3:20∼3:23 +©

We measured power consumption of the client device (i.e.
the device who seeks for GSP) according to two schedules
shown in the Table Ia and Table Ib. In the first case the
client uses the random schedule. Initially the client device does
not connect to any GSP, but it keeps scanning for available
gateways. Based on the random schedule shown in the Table Ia,
at the time stamp—T1 it established a connection with GSP—
G and at the time stamp T2 the client disconnected from
GSP—G and connected to GSP—B. Since the schedule is
random, the client device disconnects and connects to available
GSP for four times. As shown in the Figure 2, the re-
connection processes cause the device to consume more power
than with maintaining a stable connection.

100
200
300
400
500
600
700

0 T1 T2 T3 T4 T5

m
A

Time	slots

Random	schedule Optimised	schedule

Figure 2: Power consumption (optimised schedule vs. random
schedule).

On the other hand, in optimised scheduling approach, the
client initially connected to GSP—F at the first time stamp and
maintains the same connection until the time stamp T3. At the
time stamp T3 it switches to GSP—D. Based on the optimised
schedule which is shown in the Table Ib the client device
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switched its gateway only two times. Hence, it consumes
less power than the random selection approach. We also have
measured the average energy consumption for both the cases
and the result has shown that the optimised scheduling can
improve the energy preservation.

B. Energy Consumption of GSP

In this experiment we monitored total energy consumption
of the mobile devices when uploading data to its Distant Data
Acquisition Server (DDAS) under different circumstances. We
designed two test: (1) Self-upload vs. via-GSP; and (2) Being
GSP vs. not being GSP.

1) Self-upload vs. via-GSP: This test case consists of two
sub-cases: self-upload and via-GSP. In the self-upload case,
the mobile device directly uploads data with the size of 200KB,
400KB, 600KB, 800KB 1000KB, 1200KB and 5000KB, to its
own DDAS over 4G mobile Internet connection. We measured
the average energy consumption for each instance. As shown
in the Figure 3, the energy consumption varied from 269.057
Joules (for 200KB) to 306.583 Joules (for 5000KB).

190
210
230
250
270
290
310
330

200 400 600 800 1000 1200 5000

Jo
ul
es

Sensory	data	size	(kB)

self-upload via-GSP

Figure 3: Energy consumption (self-upload vs. via-GSP).

In the via-GSP case we simulate a mobile device to upload
data to the DDAS through another mobile device that works as
a GSP. The amount of uploaded data is same as the previous
setting (200KB-5000KB) and we measures the average energy
consumption of each instance at the client mobile device. As
shown in the Figure 3, the average energy consumption of the
via-GSP case is a bit lower than the self-upload case.

2) Being GSP vs. not being GSP: Here, we simulate the
mobile device as a GSP, which initially needs to upload 200KB
or 2000KB data it collects from its sensors. While the GSP is
uploading its data, it also brokers other devices’ data to Cloud.
In the test environment a client device connected to the GSP
and send data (from 200KB to 5000KB) to Cloud via the GSP.
At the GSP-side, first, it receives data from the client device
and second, it uploads the client’s data together with its own
data as one package. Here, we have implemented two sub-
cases: (1) initial data size is 200KB and (2) initial data size is
2000KB.

Initial data size is 200KB
In this case, we firstly measured the energy consumption of the
GSP when it uploads its own data (200KB). The result shows
that it consumes an average of 282.279 Joules. Afterwards,
the client device sends different size of data items (from
200KB to 5000KB) to the GSP and the GSP upload them
with its own data (i.e. 200KB size) to Cloud. We measure

the average energy consumption for receiving data from client
and uploading data to cloud in each instance and the results
are shown in the Figure 4.
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(a) Energy consumption of the GSP.
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Figure 4: Comparison of energy consumption (default data size
is 200 KB).

Initial data size is 2000KB
In the second test case the GSP’s initial data size is 2000KB
and the rest of the setting is same as in the previous case. The
results are shown in the Figure 5.
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Figure 5: Comparison of energy consumption (default data size
is 2000 KB).

3) Discussion: According to the experimental results
shown in the Figure 5, comparing to the energy consumption
from uploading data to DDAS, the GSP consumes more energy
to receive data from the client device. We found that the Web
server (NanoHTTPD) that is running on the mobile device
consumes a lot of energy while receiving data from the client
devices in the Wi-Fi peer-to-peer connection. Apart from that,
we can see there is no big difference in energy consumption
when uploading the data within a certain limit. For example,
when the GSP upload 400KB, it consumes 287.372 Joules and
it consumes 289.603 Joules to upload 600KB. According to the
Figure 5 that comparing the energy consumption of self-upload
vs via-GSP, it is clear to see that the GSP device consumes
a little bit more of energy than the solo mode because being
a GSP involves more processing tasks (such as maintaining
sessions, running a server, running hotspot, etc.) compared to
the case of not being a GSP.

We also observed similar behaviour of the gateway even
when we increase the size of the own data. For example, when
the gateway has 2000KB of own data, the average energy
consumption is proportionally somewhat similar to the case in
which the initial data size is 200KB (Figure 4a and Figure 4b.)



V. CONCLUSION AND FUTURE WORK

In this paper, we proposed a framework for energy-efficient
mobile data acquisition using opportunistic collaborative IoT
devices. In this environment, the inter-organisational IoT de-
vices can act as gateway service providers in order to collab-
oratively conserving energy usage from the mobile Internet-
based data transmission. Further, we consider the dynamic
nature of IoT devices in terms of their scheduled availability.
Hence, we introduced a proactive gateway service scheduling
scheme to facilitate the establishment of the collaboration. The
scheduling scheme aims to reduce the re-connection between
the collaborative devices in order to minimise the unnecessary
energy consumption derived from re-connection processes.
The proof-of-concept prototype evaluation has shown that
the proposed scheduling scheme can save the energy of the
devices. Further, it also shows that being a GSP does not
consume much extra power in terms of uploading data to the
Cloud when the data size is below a threshold.

In the future, we plan to extend the scheduling scheme
proposed in this paper with introducing of Quality of Expe-
rience (QoE) attributes to improve the GSP selection in the
collaborative IoT environments.
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