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What is TAL

TAL is assembly language that is extended to make use
of annotating datatypes for each used value

Type checker — to check how code acts when executed
Type safety — prevent type errors



Why Typing Checking

Low-level code and high-level program

Type checking — convenient way to ensure that a
program has certain semantic properties

Major component of the security infrastructure in
distributed systems

Memory safety
Type safety
Malicous code



Proof-carrying code (1)

« The principle of PCC is that the need to trust a piece of
code is eliminated by machine-checkable proof that the
code has certain properties.

« Using PCC to build trustworthy systems:
— What properties should we require of the code?

— How do code producers construct a formal proof that
their code has the desired properties?



Proof-carrying code (2)

« Solution: type-preserving compilation.

« We seek a principled approach to the design of typed
iIntermediate language.



TAL-0: Control-Flow-Safety(1)

« Control-Flow safety

« Focus on control-flow safety will let us start with simple
abstract machine

« The syntax for control-flow-safety assembly language:

— 1
y o= registers: [ = instructions:
ri|jr2| - |rk ri:=v
v o= operands: Fii=re+V
n integer literal ifr jumpv
{ label or pointer | | ._ instruction sequences:
r | registers jump v
;1




TAL-0O: Control-Flow-Safety(2)

« We model evaluation of TAL-0 assembly programs using
a rewriting relation between abstract machine states.

« We maintain the distinction between labels and arbitrary
integers.

« Enforcing the safety property now reduces to ensuring
that abstract machine cannot get stuck.



TAL-0: Control-Flow-Safety(3)

« Syntax for TAL-0 abstract machines:

R 1= register files: | H = heaps:
{ry = Vi Fk:vk} {1{)1 == T 'fm:h.ln}

f = heap values: | M = machine states:
I code (H,R,I)




TAL-0: Control-Flow-Safety(4)

* Rewriting rules for TAL-O:

HRW) =1
(H,R,jump v) — (H,R,I)
(H,R,¥g:=v;I) — (H,R[ra = R(W) 1,1
R(rs) = n R(v) = n»

(H,R,rg:=rs+v.;I) — (H,R[rg =n, +nz],1)
R(r) =0 H(RW)) =TI
(H,R,ifr jump v;I) — (H,R,I')
R(r) =n n+0
(H,R,if ¥ jump v:I) — (H,R,I)

(JUMP)
(MOV)

(ADD)

(IF-EQ)

(IF-NEQ)



TAL-0 Type System (1)

« Goal: ensure that any well-formed abstract machine M
cannot get stuck.

« Our type system has to:
— Distinguish labels from integers

« Ensures that operands of a control transfer are
labels

— No matter how many steps are taken by M, it never
gets into a stuck state (i.e typing preserved)



TAL-0 Type System (2)

« Type syntax:

T 0= operand types: ! P o= register file types:
int word-sized integers drin i P T s
code(T) code labels = ¢ -= heap types:
o type variables | Pl I PR o

Vot universal polymorphic types |



TAL-0 Type System (3)

We now formalize the type system using the inference

rules:
Values ¥i-v: T ‘ Instruction Sequences [w _r:_i’ ?J

¥Yi-mn-int (S-INT) ¥:;T' + v : cade(l) (
} | ) * 3 : S-JUMP
¥ - £ 2¥() {s-LAaB) | ¥+ jump v : code(T) ; )
Operands ¥-r -y 'r"] | el =5 ¥~ I:code(lz) i
2 S = e S - . - (S-SEC)
oy eF M e (S-REG) | Y - ;1 : code(I)
¥¥-=v:-T W17 T
. [ == T (S-GEN
T — vt SRy ¥l Voot
Wl v VooT ( ) ! Register Files ¥ — R . I_}
= e S-INST) | B
L ol o ] Yr. Y- R(r):Tir) [ )
o | e S-REGFILE
Instructions [ ¥ s Tl | i ¥reR:T

T - v:T Heaps — H ‘I’_]

rags=yvzI —*.i—[f"d e = t [S-I‘-;I(JV} £ = dom{¥). ¥ Hir-fl B “}H{JJ
vy int ;' - v:int : FTW¥ () = @ "
S srmscn A : (s-ADD) | B = (S-HEAP)
vi=ts+v i — I'[rg:int] ) 3 z
int I — v : code(T Machine States | — M
- S b it S-IF) | : :
ifr; jumpv:T —T ( } [ il o b | ¥~ T:code(l)

— (H, R, T)
(S-MACH)



Proof of Type Soundness for TAL-0 (1)

e |t suffices to show:

— Well-typed machine state is not immediately stuck
(progress)

— When it steps to a new machine state M’, that state is
also well-typed (preservation).



Proof of Type Soundness for TAL-0 (2)

LEMMA [TYPE SUBSTITUTION]: If*
1. Wl then VTl iol &= vz nleral.

Vel —=Dthen¥Y - :i[v/ex] = GlT/ax].

3. ¥ +-1:7y,then¥+1:11[7/x].

4 Y~R:T,then¥Y+R:T[T/x].



Proof of Type Soundness for TAL-0 (3)

LEMMA [REGISTER SUBSTITUTION]: If - H: ¥, ¥ R:Tand ¥:T + v : T then
ol S R(v):T m|
LEMMA [CANONICAL VALUES]: f - H: Y and ¥ - Vv:T then:

1. If T = int then v = n for some n.

2 1f t = code(I') then v = £ for some ¢ € dom(H) and ¥ + H({f) : code(I'). O



Proof of Type Soundness for TAL-0 (4)

LEMMA [CANONICAL OPERANDS|: If = H @ ¥, ¥ i RoT o and V. = w07 1hen;

1. If T = int then R(v) = n for some n.

> If T = code(T) then R(v) = £ for some £ € dom(H) and ¥ ~ H({¥) :
code(I'). D

THEOREM [SOUNDNESS OF TAL-Ol: If - M, then there exists an M’ such that
M — M and +~ M’. 0



Proof Representation and Checking

« For TAL-O it is sufficient to provide types for the labels;
«  Keep the type checker as simple as possible:

a) Type reconstruction is entirly syntax directed (for
any given term at most one rule should apply)

b) Explicit representation of the complete proof of well-
formedness

We can ship the binary machine code, disassemble it and
then compare it against the assembly-level proof (proof-
carrying code)



TAL-1: Simple Memory-Safety (1)

TAL-0 includes registers and heap-allocated code; no
support for allocated data.

TAL-1:

— adds primitive support for allocated objects that can
be shared by reference (i.e pointer)

— includes a notion of object-level memory safety.

How to accomodate locations that hold values of
different types at different times?



TAL-1: Simple Memory-Safety (2)

frliptr(codel. ..))}
r3 =

Mem[rl] := r3;

r4 := Mem[rl];

jump r4

- YR N

« The code above should be rejected by the type-checker
(control-flow safety property)

{eIiptricodel. . ));r2:ptricode(...))}

) Pl 2= g
& Mem[rl] := r3;
3. r4 := Mem[r2]:
4. jump ré4



TAL-1: Simple Memory-Safety (3)

« We need some support for

— Allocating and initializing data structures that are to
be shared;

— Stack-allocating procedure frames.

« Separate locations into two classes:
— Shared pointers that support arbitrary aliasing;

— Unique pointers that will support updates that change
the type of the contents.



The TAL-1 Extended Abstract
Machine (1)

Syntactic extensions to TAL-0 and rewriting rules:

Fe= registers:
ri|r2| ---|rk gp registers
stack pointer

L= instructions:
asin TAL-0O

r:=Mem[r; + n] load from memory
Mem[rg + n] :=7rs store to memory
r:=mallocn allocate n heap words
Commit ry become shared
salloc n allocate n stack words



The TAL-1 Extended Abstract

Machine (2)
sfree n free n stack words
= operands:
Y registers
n integer literals
£ code or shared data pointers
uptrih) unique data pointers
- heap values:
[ instruction seqguences

Vi Vi tuples



The TAL-1 Extended Abstract
Machine (3)

* The rewriting rules for the instructions of
TAL-1 .\
R(v) # uptr(h) (MOV-1)

e —

(H,R,rg:=v;]) — (H,R[I J-v] H

This rule can only fire when the source operand is not
We must now give the rewriting rules for the new instructions:

(H R.ry:=malloc ) — (H,R[rg = uptrimi..., M) |, 1)

a unique pointer,

(MALLOC)

gesp  LedomH) comMm

(—H_ﬂt_*,;aptr h)l, comm'lt m.l) (H[{ = h),R{ri = {1,1)



The TAL-1 Extended Abstract
Machine (4)

R(r,) =1 H(l) = (\-’I_l..-»;W’r-l:a-»="r'!a-ﬂl_ D)
(H,R,rg:=Mem[ry + nl:l) — (H,Rlri = Val, 1)

R(rs) = Uptr(\lh---;Vn.-mVHEHF) __ DU}
I R.rpi=Mem[r; + n]i[) — (H,R[rg=val.D)
R(r, ) TR uptr(h)

Rirg) = [ H{) = (Vﬂn'--»th-'-tvﬂn'n_)




The TAL-1 Extended Abstract
Machine (5)

R(ry) = uptr( Vm Vu+rrl) Rir,) =Y VFUPLIL

(HRMem[mn] =) — (H Rl = uptr(v“ Meoves Ynimi

i e ————————

e s————

(ST-)

Risp) = ptr(, ... vp) P+ SHASTACR ) (SALLOC)
Vo))

e

(H:R,saﬂoc ) . (H#,R\Sp = uptr (g, oy M Vo
RIS D) Uptr(m|, M Vi V,) il SEREE

_,—o—""'—" e

e

R sfree o 1) — (H.RIsp = uptr{¥p,.... )



TAL-1 Changes to the Type System (1)

* New set of types for classifying TAL-1 values and new
typing rules:

gperand opes. | g = allovated vpes;

=
as i TAL} | ‘ TPy
perio) chared dati poieers [ vieltiae type
uprrioi irigie datg pointars | oy AT adlacent
allocated type variable

7T .”u“][”'jl g ovet allocated tvpes !



TAL-1 Changes to the Type System (2)

* New typing rules:

Heap Values VATRTES ‘ “;T{'P'JIHJS T l
Yrewm T
(STUILE) — (SUPTR)

¥, D e e T .0 - upte(h) s uptric)



TAL-1 Changes to the Type System (3)

* New typing rules:

[nstrucripns W 3T~ M

" I'Fwv:T T = UpLrier)
(S=AOY=11

Yirrut=v:l < llre:7l

=1 )
- = : : 1S MALLDC)
Wi=rpr=malloc n:T =T[ry:uptriing, coing)
=
Wil = 1y s Uptei) ri+ sp

I5-COMMIT)

Woiwcommivrg:T =T[riptrici)

o0 = rg DERI T L e i Frfy 5]
15-1L.1s)

Wit s=Mem[rs=nl:T =TlriiTul

ol =y s Ut e o0 Ty €F)
IS-1I211)

Y& ry t=Memlirg =nl :T = 0rs:Tal



TAL-1 Changes to the Type System (4)

Nk nah Mo = UWpTrta | Yl =t PERIT s oa Tand?)
- — (5-5T7%)
T =Memlr +md ;=r: T =T
W-T & rot 3 roeuprrlp ) W=l - ry o uperisy,. .., Ty )
. = , 1580700
P = Memleg =n] t=rei 0 =1 s upEr T L0
il v spruptriod T
- . I5-SALLNAC]
¥ sallocn-l [Tspruptriing,..., 0L, mi|

Yol v spouptriTieee., Th ) _
[S-SFRED)

Vi sfreep: | — [[sp:uptriri]

* At this point TAL-1 provides enough mechanism
for the compiler of a polymorphic, procedural language.



Compiling to TAL-1 (1)

* A simple example:

Int prod (int x, int y){
inta = 0;
while (x = 0) {
a=a-+y,;
X=X—1;
}

return a;

}



prod:

loop:

done:

Compiling to TAL-1 (2)

Va.bhoe s,
code{rl:a,r2:b,r3:c,sp:uptr(int,int,s),
r4:Vd,e,f.codef{rl:int,r2:d,r3:e,rd4:F,sp:uptr{(s)}}

re := Mem[sp]; S rié:int, v = X%
P3 = Memispsl]l: #/ r3:int, 13 = ¥y
ri := 0 L rizint, a = 0
jump Toop

Vs.code{rl,r2,r3:int,sp:uptr(int,int,s),
ra:vd,e,f.code{rl:int,r2:d,r3:e,r4:f,sp:uptr(s)}}
if r2 jump done; // if x — 0 goto done

ri ;= rl + r3; // a = a + Yy
F2 = 2 = (=1); /7 X t= ¥ =1
jump Tloop

Vi.code{rl, r2,r3:int,spitptr(ant,int, s),
r4:vd,e,f.code{rl:int,r2:d,r3:e,r4:f,sp:uptr(s)}}

stree 2; // sp:uptr(s)

jump r4



Compiling to TAL-1 (3)

prod: Va,b,c,s.
code{rl:a,r2:b,r3:c,sp:uptr(int,int,s),
r4:Vd,e,f.code{rl:int,r2:d,r3:e,r4:f,sp:uptr(s)}}
rl = Mem[sp];  // r2:int, r2 := X
r3 := Mem[sp+l]; // r3uint, r3 i=y
rl ;=0 // rl:iint, a := 0
jump Toop



Compiling to TAL-1 (4)

loop: Vs.code{rl,r2,r3:int,sp:uptr(int,int,s),
rd:Yd, e, f.code{rl:int,r2:d,r3:e,rd:f,spiuptr(s)}}
11 r2 jump done; // 1f x ~ 0 goto done
rli=rl+r3; /la=a+y
=12+ (-1 [/ xi=x-1
Jump Toop



Compiling to TAL-1 (5)

dong: Vs, code{rL, r2,r3:int, sp:uptr(int, int,s),
rd:¥d, e, f.code{rL:int, r2od, r3ze, rd:f, sp:uptr(s)})
sfree 2 /] spiuptr(s)
Jump r4



Some Real World Issues

« TAL-1 and the extensions described earlier provide

mechanisms needed to implement only very simple
languages.

» Further extensions to TAL-1:
— STAL;
— TALT;
— TALXx86.



Conclusion

« The typing annotations are produced and consumed by
machines;

« Low-level languages present new challanges to type
system designers;

 l|deally, proofs should be carried out in a machine-
checked environment.
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Thank you!



