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ABSTRACT
This paper initiatesa study of accountable certificatemanagement
methods, necessary tosupport long-termauthenticity of digitaldoc-
uments.Our maincontribution is a model for accountablecertifi-
cate management, whereclientsreceive attestations confirming in-
clusion/removal of their certificatesfrom thedatabaseof valid cer-
tificates. We explain why accountabili ty depends on the inability
of the third parties to createcontradictoryattestations.After that
we definean undeniable attesterasa primitive that provideseffi-
cient attestation creation, publishing andverification, so that it is
intractable to create contradictory attestations. We introduceau-
thenticatedsearch treesandbuild an efficient undeniableattester
uponthem.Theproposedsystemis thefirstaccountablelong-term
certificate management system. Moreover, authenticatedsearch
treescanbe usedin many security-critical applicationsinstead of
the (sorted) hashtreesto reduce trust in the authorities, without
decreasein efficiency. Therefore,theundeniable attester promises
looks like a very useful cryptographic primitive with a wide range
of applications.

Keywords
accountablecertificate management,authenticatedsearchtrees, at-
testers,long-termauthenticity, non-repudiation, public-key infra-
structure,search trees, time-stamping

1. INTRODUCTION
Theconceptof public-key cryptography wascreatedin aneffort

to solve the cryptographic key managementproblem [11]. While
giving ananswerto many difficult problems,public-key cryptogra-
phy alsoraisedseveralof itsown. Not surprisingly, oneof themain
problematic areasto be solvedbeforethe public-key cryptography
can besuccessfully appliedin practice isstill thekey management.

Efficient and accountableidentity-basedcertificate management
is necessary (in particular, but not only) to support authenticity
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of digital documentswith a long lifetime. A body of supporting
methodsfor long-termauthenticity wasdevelopedin theareacom-
monly known asdigital time-stamping[13]. Recent work in time-
stamping hasalso shown how to build efficient yet accountable
time-stampingsystems[6, 16,7] with minimaltrustin thethird par-
ties. However, one hasto complement the techniquesof account-
able time-stamping with methodsfrom otherareasof appliedcryp-
tography to support long-term authenticity and non-repudiation.
Oneof suchareasis accountable efficient certificatemanagement.
Unfortunately, cryptographic literaturehasonly briefly treatedthe
questionof how to achieve thelatter[8].

First, we present informal motivation and definitionof account-
able certificatemanagement, whereevery validity change of a cer-
tificate is accompaniedby a transferable attestationascertaining
thisact,and ashort digestof the(current stateof) databaseof valid
certificatesis periodically published. In Section 2, we argue infor-
mally that a certificate managementsystemis accountableif and
only if it is intractable for anybody to createa pairof contradictory
attestations,sothata certificatewould be accepted asvalid or not,
depending on which certificate is in thepossessionof theverifier.
Under this intractability assumption, our certificate management
system hasseveral desirableproperties, including that every dis-
pute in court canbesolved by thepresentevidence. Moreover, one
canverify the certificatevalidity at some moment, basedonly on
a short digest of thecertificate database,a short certificate-specific
attestationand the certificateitself. The restof the paper focuses
on this assumption.

In Section4, we give formal definition of a new primitive called
undeniable attester. Informally, anattesteris a triple

���������	��

of

algorithms,such that� The proving algorithm
�

, given a candidatestring  anda
set � , outputsanattestationcertifyingwhether ���� .� Thedigest algorithm

�
, givena set � , outputsa short digest��� ��� � 
 of it.� Theverification algorithm
�

is givenacandidateelement  ,
a digest

�
, andanattestation� .

�
acceptsor rejectsdepend-

ing onwhether belongsto a setwith digest
�
.

Wecall anattesterundeniable if it is intractableto generateadigest�
, an element  and two attestations� and � such that

���  � � � � 

acceptsbut

���  � � � � 
 rejects.
Beforegiving formal definitions, in Section3 we survey some

attesterswhosesubsystemswereconsideredpreviously in the cer-
tificate management and the public-key infrastructure. In partic-
ular, we review attestersbasedon certificate revocationlists, hash



trees[17], certificaterevocation trees[15,20], certificaterevocation
system� [19], andRSAaccumulators [5, 2]. However, sincemostof
thementionedsystemshave not been designedwith accountability
in mind, they all havesomeimplicit trustassumptions. As a result,
we concludein Section 4 that the only known undeniable attester
is the trivial one(similar in efficiency to thecertificate revocation
lists) with attestation lengths � ��� � �������! "� � � 
 .

A goodexampleof anattesterthatis notundeniableis thesorted
hashtree attester, definedin Section 5. The sortedhash tree at-
testeris basedon an efficient constructionsimilar to thecertificate
revocationtrees.We show in 5 that thesortedhashtree attesteris
not undeniableandtherefore a sortedhashtree attester-basedcer-
tificatemanagementsystemmakesit possiblefor the CA to cheat
theclients. Until now thecertificaterevocation treeshadnoknown
weaknesses.

In Section6, we proposea very simple efficient authenticated
search tree-basedconstruction of undeniableattestersthat we call
anauthenticatedsearch tree attester. Thekey differencebetween
the sortedhash treeattesterandthe proposedconstruction is that
theauthenticatedsearchtree attesterassignsto every internal node# of asearchtreeahashvalue �%$ #!& , takenoverthelabelsof # ’schil-
drenand thesearchkeysof # . (In thesortedhashtreeattester, �'$ #!&
did not authenticatethe searchkeys of # .) Moreover, the authen-
ticatedsearchtreeattester is in severalaspectsmoreintuitive than
the sorted hashtree attester:Being directly basedon the search
treesas they aregenerally understood in computerscience, it al-
lows usto carryover to cryptography theresearchdone in thearea
of algorithmsanddata structures[14].

After definingthe new attester, we will prove that it is undeni-
able. As with any new cryptographic primitive—and undeniable
attesteris a new primitive—it is good to know how it relatesto the
previously known primitives.As such, theproposedundeniableat-
testermight have surprisingly wide applications in different secu-
rity applications (andnot only purely in certificatemanagement).

A proof that undeniable attestersexist if and only if collision-
resistant hashfunctionsexist is presentedin Section6. In Section 7,
we wil l provide efficiency analysisof theauthenticatedsearchtree
attester. The attestation compressingmethod given in Section 7
might beof independent interest. We show that theattestations in
theauthenticatedsearchtreecanbecompressed,ideally, by a fac-
tor of ( ; This makesauthenticated searchtree attesteralmost as
spaceefficient as thesortedhashtreeattester. While thismethod is
straightforward,theauthors are unaware of anypreviousconstruc-
tions thatusethesametechniqueto compresssearchtrees.More-
over, it is unusualto apply standard compression methods to make
cryptographicprimitivesmorespaceefficient.

2. MOTIVATIONS
Our researchis motivatedby the observation that for the long-

term authenticity and non-repudiation of digital documents,new
methods are necessary for verifying whetheridentity certificates
(boundsbetweena personand a signaturekey) were valid at some
moment of time. Since many digitally signed documents (e.g.,
loan agreements)mayhaveimportant legalvaluefor decades,these
methodshave to ensure thatthe validity information of certificates
cannot be forgedby anybody, including theauthorities.

Weaimattheconstruction of anaccountablecertificatemanage-
ment system,whereall forgeriesby thethird partiescanbeexplic-
itly provenandall falseaccusations explicitly disproven[7]. More
precisely, we would like the only part of the certificate manage-
ment (physicalvisit of a personto anauthority) thatclearly cannot
be mathematically modeledalso be the only stagein the system

thatneedssomenon-cryptographic solution(i.e., involving physi-
cal presenceof a client-chosennotary) to thetrustproblems.

Now, long-termcertificate validity canonly partially be ensured
by the methods of time-stamping[13] only, whereabsence of a
proof thatacertificatewas issuedis implicitly countedastheproof
of its nonexistence. Such an assumption is clearly undesirablein
manysituations. We would like to have not only explicit positive
attestationsstatingthat valid certificatesarevalid, but alsoexplicit
negativeattestationsstating thatnon-valid certificatesarenot valid.
In this way, all disputes regarding thevalidity of a certificatecould
be solved based on the present evidence (a positive or a negative
attestation),giventhat it is intractable for anybody to createa pair
of contradictoryattestations.

From now on, we wil l work in thesetting wheretheCertificate
Authority (the CA) maintainsa dynamicdatabase � of valid cer-
tificates. (See[24, 12] for argumentation why a database of valid
certificatesis betterthana databaseof revokedcertificates.In our
case, the database of revoked certificateswould just add unnec-
essary complexities to the system. Presence of a central author-
ity lessensthe communication complexity of the schemeandsim-
plifies the tracking of the origins of frauds). Our model also in-
cludesthePublicationAuthority [7] anda (possiblyhuge) number
of clients.

We assume thatevery client receivesa positive (resp.negative)
attestationfrom the CA if her certificate belongs (resp.doesnot
belong) to the database. This assumption is not restricting, since
some sort of attestation—or receipt—is returned to the client by
every CA. In our system, it is in the client’s own interest to store
theattestationso that he canlater explicitly prove or disprove the
validity of his certificateat sometime. Additionally, everyonecan
makemembershipqueriesof type “ )�*� ” to the CA, who then
returns anattestation. Clients who want later to useanattestation� of “ ��+� ” (or of “ -,�+� ”) asevidencein court, should obtainit
from theCA in somesuitable time-frame. (This is very similar to
what is done in time-stamping [6, 16].)

A digestof thedatabase� (denotedas
��� � 
 ) is publishedby the

PublicationAuthority in someauthenticatedandwidely available
medium by usingaccountable publishing protocols [7]. (Motiva-
tionsbehind this are thesameasin time-stamping[13, 6, 7]. First,
without authenticatedinformationabout the database, theCA can
easily createcontradictoryattestations. Second, long-termauthen-
ticity should not depend on thesecurity of privatekeys [13]. Pub-
lishing thedigestis themostnatural andwidely acceptedsolution
in digital time-stamping to achieve the long-termauthenticity.)

Third, nobody should beforcedto storeall thecopiesof thedy-
namic database � : The systemshould still be accountable,if the
verifier doesnot haveanythingmorethananelement, ashort attes-
tationanda short digest of the database.This is againvery similar
to the situation in time-stamping, whereclientscan verify a time
stamp, givenonly thetimestamp(equivalentto theattestation),the
round stamp(equivalent to the digest), andthe candidate element
itself [13, 6].

Weshow that(ourmodelof) accountablecertificatemanagement
incorporatesat leastthreedifferentalgorithms.Motivatedby this,
we define a new primitive, attester, to bea triple

���������	��

of al-

gorithms. A proving algorithm
�

, given a candidate string  and
a set � , outputs an attestation.A digestalgorithm

�
, given a set� , outputs a short digest

�.� ��� � 
 of the database. Finally, a
verification algorithm

�
takesasaninput a candidateelement  , a

digest
�
, andanattestation � , and acceptsor rejectsdepending on

whether  belongsto asetspecifiedwith digest
�
.

In the describedmodel, theCA cannot cheat a client. (Notethat
we assumethat the Denial of Service attacks, wherethe CA does



not return an attestationto the client, can be prevented(say) by
letting/ a client-chosennotaryto participatein handing over theat-
testation.) That is, if a client hasa (say)positive attestationthat
his certificate belongedto thedatabaseof valid certificatesatsome
time, the CA has no meansto generatea contradictory attestation,
claiming that thesamecertificatewasnot in this database,assum-
ing thattheCA isnot able to break someunderlyingcryptographic
primitives. More formally, we call an attesterundeniable, if it is
intractable to generatea set � , anelement  and two attestations �
and � such that

�0�  ����� � 
	� � 
 accepts but
���  ����� � 
�� � 
 rejects.

For thelong-termauthenticity undeniability is crucial, e.g.,when
the CA who issued a concretecertificate might have (say) gone
bankrupt long before theverificationact,sothat it is impossibleto
sue her for cheating. Moreover, if a client has accidentallydeleted
hisattestation,hecanat leastbesurethat nobody elsecansuehim,
basedonthecontradictoryattestation. Thesepropertieswill signif-
icantly increasethetrustworthinessof theCAs.

Separation of Duties
Functions of the CA should be divided betweenat leasttwo au-
thorities, an off-line CA, and an on-line Validation Authority, as
it is done alsoin many other certificate management systems[8].
However, while the distinctionbetweenthe CA andtheValidation
Authority is important in practice,it is not a subject of this pa-
per: Since our methods help to prevent forgerieseven in the case
whenonepossiblymisbehaving party (theCA) hascontrol over the
whole system,it alsopreventsforgeriesif thereareseveral third
parties. For simplicity, in this paperwe will not stressthe sep-
aration betweenthe authorities. For the samereason, we do not
elaborateon theaccountable publicationprotocolsbut ratherrefer
thereaderto [7] for necessaryinformation.

3. SOME KNOWN CONSTRUCTIONS
Next, wewill giveashort survey of someattestersbasedonpre-

viouslyproposedideas.Wewill briefly explain why thoseattesters
fail to satisfy our requirements.

3.1 L ist At tester
For any  and a set � , attestation

�0�  � � 
 is equal to � (i.e., to
thewhole set),with length

� �0�  � � 
�� � � ��� � �1�2�3 "� � � 
 . Thedigest��� � 
 is equal to a short (say) 4 -bit hash 5 � � 
 of � , where 5
is a coll ision-resistant hashfunction. 4 is alsocalled the security
parameter. Theverification algorithm

�
, given � � ���  � � 
 , �6���� � 
 and  , acceptsif and only if

�*� 5 �7�0�  � � 
8
 and 9��0�  � � 
 . Theresulting construction is clearlyundeniable.
Unfortunately, the list attesterbecomesutterly inefficient if the

number of simultaneouslyvalid certificatesgrows,sinceboth stor-
agerequirementsand verification timeareatleastlinearin

� � � . One
of thepossibiliti esto decreasetheverification timeis to assumethat
theCA hassortedthedatabase. Al though thenthe clientscan per-
form a binary searchin the database,the attesterwill ceaseto be
undeniable since the CA may leave the databaseunsorted. This
methodwould alsonot reducethestoragerequirements.

3.2 One-time SignatureAttester
A more efficient attester canbebasedon one-timesignatures(in

thecontext of the public key infrastructure,this ideawas proposed
in [19] and later refinedin [1]), description of which we omit. The
one-timesignatureattesterprovidesboth succinctpositiveand neg-
ative attestationswith

� �0�  � � 
�� � � � 4 
 , where 4 is the security
parameter. However, this solution has

��� � 
 � � andtherefore
results in a completelyimpractical publishing overhead. See [19,
1] for more information.

3.3 RSA At tester
The RSA attestercanbe in a naturalway built upon the RSA

accumulator [5, 2]. Here,thepositive attestations have the form�0�  � � 
 �.:!;	<>= = = ;@? A �CBED
for someFHG �JI�I�IK� F3L , and thereforetheattestationlength is � � 4 
 ,
where 4 is againthe security parameter. The digesthasthe same
form andtherefore alsothe samelength. However, asfirst pointed
out by Nyberg [22, 23], length of theattestationsis reducedby in-
troducingbuilt-in trapdoor informationknown to somecoalition of
participants, which should thereforebe trusted. The best known
method [25] of making the RSA accumulator trapdoorlessintro-
ducesattestationlengthsof order � � 4HM 
 . Since 4ON*PQ(SR�T ���! "� � � ,
the trapdoorlessRSA accumulator haslongerattestations thanthe
sortedhashtreeattester(the latter is described below). Moreover,
thenegativeattestationsare all equal to � itself.

3.4 Hash TreeAttester
Hashtrees[17] arewidely usedto authenticateanelement asa

setmember. In the full generality, the hash tree is a labeledtree,
with the leaves labeled by different values U�V� and internal
nodeslabeledby the hashover their childrenlabels,wherea fixed
collision-resistant hashfunction is used.

In thehashtreeattester, apositiveattestationconsistsof themin-
imal amount of data,necessaryto verify thehashpathfrom theleaf
labeled by  to theroot. We assumethat theusedhashtreeshave
depth logarithmic in the numberof nodes. As a result, the posi-
tiveattestationshavelength � � 4 �2�3 "� � � 
 , where 4 is againtheout-
put lengthof theusedcollision-resistanthashfunction. The digest��� � 
 of length � � 4 
 is equalto the labelof the root.

3.5 Sor ted Hash TreeAttester
A seriousdrawbackof thesimple hashtreeconstructionis that

negative attestations arestill equal to thewhole database � . How-
ever, similarly to thecaseof thelist attester, hashtreeattestercanbe
mademoreefficientif theCA sortstheleaves(anideaonly recently
proposed in [15, 20]). The resulting sorted hash treeattesterhas
both negativeand positiveattestationswith length � � 4 �2�3 "� � � 
 and
is thereforesuccinct. However, asalsoin the caseof (sorted) list
attester, theproposedsolutionhidesin itself animplicit assumption
that the CA dutifully sorts the leaves. A corruptedCA may easily
build an unsortedhashtreewithout beingdetected by anyone who
doesnot possessacopyof thewhole � . Wegivean exampleof that
in Section 6.

4. FORMAL DEFINITIO NS

4.1 Preliminaries
Let W �YX�Z � P�[ . As usually, W'\ denotesthe set of 4 -bit words,W^]`_ �ba \Sced W \ . Fromnow on, 4 denotesthe security parameter,

relative to which thesecurityof variousschemesis measured. We
assume that f3gih is a special symbol, encoded differently from any-�jW^] . Let kJl bethe classof probabilistic algorithmswith exe-
cution time that is polynomial in thelength of their input. A prob-
ability family m � � m \ 
 , 4���n , is negligible if for all o�T Z there
existsa 4qp , suchthat m \`r 4ts p , for any 4ETu4qp . Notation vUw S
meansthat v is assignedaccording to theprobability spaceS that
maybe the output spaceof someprobabil istic algorithm.

A collision-resistanthash function (CRHF) x for some index
set y�z)W ] is a pair

�|{6� 5 
 , such that (1)
{ �+k	l is a generation

algorithm, suchthat
{0� P \ 
 �bW \�} y ; (2) For an index ~O�by ,5 � ~ ��� 
 � 50� ��� 
 is a function 56�%_�W����7� � � ����W�� � � , such that 5��



Attester name Security of thesuccinctversion Digest
length

Positive
attestation
length

Negative
attestation
length

List Attester � � 4 
 $ � �7D����! �D�
 & $ � �7D����� �D�
 &
One-timeSignature Attester $ � �7D��2�3 �D�
 & � � 4 
 � � 4 

RSA Collision-Resistant Prover � � 4 
 � � 4 
 —
HashTree Collision-Resistant Prover � � 4 
 � � 4 ���� �D�
 —
Sorted HashTree Collision-Resistant Attester � � 4 
 � � 4 ���� �D�
 � � 4 �2�3 �D�

AuthenticatedSearchTree UndeniableAttester � � 4 
 � � 4 ���� �D�
 � � 4 �2�3 �D�


Table 1: Some known succinct attesters,i.e., security is given only for the succinct versions (seeSection 4.3). For example,while the
list attester is an undeniable attester, it is only a succinct attester. Here

D � � � � , and 4ET ���3 �D is the security parameter.

k�l , for somepolynomial � , where� � 4 
 T�4 ; (3) For all algorithms� ��kJl , theprobability family ������� � � 
 is negligiblein 4 , where����� �"� \ � � 
 _ �.��� $ ~�w {0� P \ 
	�2�  G �  M 
 w � � P \ � ~ 
 _�G�,�  M�� 5 � � KG 
 � 5 � �  M 
 & I
4.2 Definition of Attester

We have already given informal definitions of attesters. Next,
we go on with the full formalism followed by discussions. Just
note that in the definition of attestersthe role of generating func-
tion andindicesis thesameasin thedefinition of hashfunctions.
Namely, they arenot necessary unlesswe discussstrong security
propertieslike coll ision-resistancy andundeniability (definedlater
in this Section).

Definition 1. A quadruple l � �|{6�@�'�8���@�6

is anattester for

an index set y�z�W ] , if thereis a polynomial � , � � 4 
 T�4 , such
that

1. A generating algorithm
{ � kJl takesas input a security

parameterP \ andoutputsanindex ~���W \ } y .
2. A provingalgorithm

� ��kJl takesas input an index ~ , an
element ¡�-W \ and a set ��z¢W \ , � � �e£ � � 4 
 and outputs
anattestation

� � �  � � 
 � �0� ~ �  � � 
 .
3. A digestalgorithm

�
takesasinput anindex ~ , aset �¤z�W \ ,� � �q£ � � 4 
 andoutputsa digest

� � � � 
 � ��� ~ � � 
 .
4. A verificationalgorithm

�
takesas input an index ~ , a can-

didateelement ��¥W'\ , a digest
�

and an attestation� and
outputs� � �  � � � � 
 � �¦� ~ �  � � � � 
 � X>§�¨�¨J©�ª>« � � ©1¬|©�¨	« ��t®�®�¯q® [ I
Werequirethatfor any ��z�W \ with

� � �q£ � � 4 
 , andfor any¥�¥W \ , � � �  ��� � � � 
	��� � �  � � 
8
 outputs
§�¨�¨�©�ª>«

if °±�)�
and � ©1¬|©J¨	« , otherwise. If ~²,�jW \"} y , � ,z¢W \ , � � � T�� � 4 

or j,��W \ , then for any � ,

� � �  �@� � � � 
	� � 
 � ³®�®�¯´® .
In practice,we want attestersto have “succinct” attestations and
digestsbut alsofast(average-case)updatetime. Informally, wesay
that anattesteris dynamic if (average-case)time per insertionand
deletion of elementsis µ � 4 �2�3 "� � � 
 . We sayanattesteris succinct
if
� � � � � 
�� � µ ��� ~ � 
 and

� � � �  � � 
�� � µ ��� ~ ���1���! "� � � 
 . Notethatby
definition, anyattester has

� � � � � 
�� � � � � �  � � 
�� � � ~ � ¶ � G � .
Definition 2. Let l � �|{6���'�����@�`
 beanattester. Let����·³¸ � \ � � 
 _ �)��� $ ~�w {�� P \ 
@�Q�  � � � � 
 w � � P \ � ~ 
 _j,�+� � � � �  ��� � � � 
@� � 
 �¥§�¨�¨�©�ª>« & �����¹�¸ � \ � � 
 _ �)��� $ ~�w {�� P \ 
@�Q�  � � � � 
 w � � P \ � ~ 
 _��+� � � � �  ��� � � � 
@� � 
 � � ©º¬º©�¨@« &

and »�¼ ¸ � \ � � 
 _ �.��� $ ~�w {�� P \ 
	�>�  � � � � � � 
 w � � P \ � ~ 
 _� � �  � � � � 
 �¥§�¨�¨�©�ª>« �� � �  � � � � 
 � � ©º¬º©�¨	« & I
Attester l is a collision-resistant prover (resp. collision-resistant
disprover) if ½ � �)kJl , ����· ¸ � � 
 (resp. ����¹ ¸ � � 
 ) is negligi-
ble. l is a collision-resistantattesterif for any

� �¾k�l , both����· ¸ � � 
 and ����¹ ¸ � � 
 arenegligible. l � �|{6���������@�`

is

undeniable if for any
� ��k	l ,

»�¼ ¸ � � 
 is negligible.

4.3 Discussions
It is important to understand the(seemingly subtle but crucial in

applications)differencebetweencollision-resistantandundeniable
attesters.Collision-resistantattestersassume that a verifier hasac-
cess to thecorrectlycalculated value

� � � � 
 . In practice, it means
thatsheeitherhasto rely onsometrustedthird partyor hasto have
accessto � herself. Both possibilitiesareundesirable in many se-
curity applications,including accountablecertificatemanagement.
Undeniable attesters staysecureeven in thepresenceof anadver-
sarywho forgesthedigest,and thereforepotentially provide much
higherlevel of confidencein the system.

Table 1 summarizesthe propertiesof attestersdescribed previ-
ously in Section3, togetherwith authenticatedsearchtreeattesters
describedlater in Section6. Note that the hash treeattesterand
the RSA attesterarenot succinct, since they have negative attes-
tationsof length � ��� � �´�!���3 �� � � 
 . However, one caneasilymod-
ify both attestersto be succinct, by defining

� � �  � � 
 to be equal
to somefixed constant for all 9,� � . Both the (modified) hash
treeattesterandthe (modified) RSA attester are succinct collision-
resistantprovers. A similar trick doesalsowork with the list at-
testerandtheone-timesignatureattester, but the resulting succinct
constructswill only beattesterswithout satisfying any stronger se-
curity requirements.

As emphasizedin Section 2, in accountable certificatemanage-
ment we areinterestedin undeniable attesters.However, as seen
from the table, noneof the previously known attestersis undeni-
able. The second main resultof this paper—the first one being a
model for accountable certificatemanagement—is the description
of authenticatedsearchtreeattesterin Section 6 with accompany-
ing proof that this attester isundeniable.To stayself-contained,we
will now firstdescribethesorted hashtreeattesterandexplainwhy
it is not undeniable.

5. SORTED HASH TREE ATTESTER
In thefollowing, wegiveamoreprecisedescription of thesorted

hashtreeattester, basedon thehashtreeattester(seeSection3) that
is by itself a collision-resistant prover but not a coll ision-resistant
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Figure 1: A toy example of the sorted hash tr eeattester. Dashed lines are presentonly in the impr oved sorted hash tr eeattester,
describedin Section5.2. The values �'$ #!& are given for unimpr ovedconstruction.

disprover. This holds since a candidatestring  can be a label of
anyleaf, andthereforea negative attestationshould incorporateall
positive attestations. To understandit, think of searching from an
unsorteddatabase� . Showing that  belongsto � is acceleratedby
presentingan index Ñ (an attestation) of  ’s occurrence, followed
by checking that the Ñ th elementis equal to  . However, if  does
not belong to the database,one has to verify for each Ñ that theÑ th element is not equal to  . Sorting the datawil l makealsothis
systemmoreefficient. In the specialcaseof hashtrees,we assume
that thevaluesstoredat theleavesaresortedfrom left to right. This
assumptionresults in shorter lengthsof negative attestations.

5.1 Construct ion
Thenext attester

�|{6���������@�6

is basedon a fixed CRHF x ��|{ � � 5 
 . Theonly roleof thegeneratingfunction

{
in thisattester

is to chooseaconcretehashfunction 5 � fromthisfamily, according
to the function

{ � . Therefore, for the sakeof simplicity, we will
describeattestersfor afixed ~��+W \q} y andfor afixedhashfunction5 � 50� . Thelattercan in practicebeinstantiatedwith SHA-1[21]
or anyotherstrong(keyed) hashfunction.

Next, supposethat � �ÒX ��$iP & ��I�I�IK� �'$ D & [ is a nonempty setof4 -bit integers such that ��$ Ñ & r �%$ Ñ"Ó.P & for any P £ Ñ r D . Let Ô
be a (directed) binary treewith

D
leaves, with its Ñ th leftmost leaf

labeledby �%$ Ñ & (Figure1). A non-leafvertex # �¡Ô is labeledby
anauxiliaryhashvalue��$ #!& � 5 � ��$ #qÕ�& � �%$ #!ÖQ& 
��
where # Õ ( # Ö ) denotesthe left (right) child of # . The digest

�-���� � 
 of � is equal to thelabel of theroot vertex # , or to
³®�®�¯´®

, if
theleaveswereunsorted.

Let � � �7×�Ø8Ù G ��Ù M ��IJI�I��8Ù L 
 , such that
Ù´Ú �ÛW \ and

× �× G I�IJI8× L ,
× Ú � X�Z � P�[ . The verification algorithm

���  � � � � 
 re-
turns

³®�®�¯q®
if � doesnot have such form. Otherwise,

�
computes� L by assigning

� d _ �  and thenrecursively, for every Ñ0T Z ,� Ú _ �YÜ 5 � � Ú s G ��ÙqÚS
	� if
×8Ú �)Z �5 ��Ù Ú � � Ú s G 
	� if
× Ú � P I

Verificationreturns
§�¨�¨�©Sª>«

, if
� L �*� , and

³®�®�¯´®
, otherwise.If)�*� , the proving algorithm

�
returnsa � suchthat

�¦�  � � � � 

accepts. Proving that b,�*� is equivalent to finding a quadruple� �G � ��G �  M � � M 
 , such that���  G � � � � G 
 � �¦�  M � � � � M 
 �.§�¨�¨>©Sª�« � G r  r  M , and  G and  M correspondto two neighboring leaves
in thetree Ô . If  is smaller thantheleastelement �G of � , wecan
define

�0�  � � 
 to be equal to
�0� �G � � 
 . The situation when  is

biggerthanthegreatestelementof � is dealt with analogously.
Looking at the treedepictedin Figure1,

��� � 
 � ��$�PQÝ & ,�0�ßÞ Z � � 
 � �8à>á�à3Ø8â Z � �'$ ã & � ��$�P â & 


and
����Þ Ý � � 
 � �7�0��Þ Z � � 
	���0�7â Z � � 
8
 . On theother hand,�0� R � � 
 � �0� P Z � � 
 � �8à3à!à3Ø PS( � �'$�P Z & � ��$2P â & 
�I

5.2 Further Efficiency Impr ovements
Onecanfurther shortenthenegativeattestationsby insertingad-

ditional arcs to the underlying tree as follows (slightly different
methodswere alsoproposedin [15, 20]): If the parents of a leaf# ,� P andits left neighbor leaf ° aredifferent, then addan arc
from ° to # ’s parent, asin Figure1. Build anattesterupon there-
sulting graph, by modifying thealgorithms

�
,
�

and
�

to account
with thenew arcs.Let thenegative attestation of  beequal to the
positiveattestationof thesmallest �ä�Tå in set � if sucheä exists,
or of the  , otherwise. As the result, both negative and positive
attestationswill have thesamelength.

5.3 Sor ted Hash TreeAttester is not Undeni-
able

Sorted hash treeattesteris succinct, dynamic (if built upon dy-
namic trees)and collision-resistant. However, it is not undeni-
able. We show this by the example depicted in Figure 2. There,
the positive attestations of P Z , â Z and ( Z are respectively � G ��8à!à3Ø�â Z � �'$ æ & 
 , � M � ��á�à!Ø P Z � ��$ æ & 
 and�³ç � ��àQáHØ�Þ Z � ��$ Ý & 
 . How-
ever,

� � G � � M 
 is alsoanegativeattestationof ( Z . Therefore,a veri-
fier, giventhedigest ��$ è & (root of thehashtree),acceptsor rejects( Z dependingonwhichattestationwasearlier submittedto her.

Such “unsorting” attack is possible since there is no efficient
way for the verifier to check whether the CA dutifully sortedthe
database. The only (obvious) possibility to prevent this attack,
without involving anothertrustedthird party, is to send all database
elementsof totalsize

� � �8�����! "� � � to theverifier. Theverifier would
then recompute the hashtree, verifying that this database in the
sortedorderresults in digest

�
, obtainedby herbeforehand from a

reliablesource. However, suchsolution isclearlyimpracticalif
� � �

is big, sincethe verifier hasto do
� � �´é P hashcomputations per

everyverification.Moreover, such a solution is impossibleif some
elements in thedatabaseare inaccessible (if, to lessenthe storage
requirements,the old versions of the certificate databaseare not
stored).

6. AUTHENTICATED SEARCH TREE AT-
TESTER

Next, wegiveaconstructionof whatwecallauthenticatedsearch
trees. Af ter thatwe show that theresulting attester(authenticated
search treeattester) is anundeniableattester, andfinish thesection
with somediscussions.First, let usrememberthatadirectedbinary
tree Ô is a search tree [14, Section6.2.2] if every node # �+Ô has
a uniquesearch key êj$ #!& associatedto it, suchthat if ° is the left
(resp.right) child of # , then ê�$ ° & r êj$ #!& (resp. êj$ ° & Tuêj$ #!& ).
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Figure 2: A toy example of improperly created sorted hashtr eeattester.

6.1 Construct ion
We give,asin Section 5, a construction for fixed 4 andfor fixed~'�-W%\ } y . Let ��ë*W%\ be a nonempty setandlet Ô be a binary

searchtreewith
� � � vertices. Each vertex # of Ô is labeledby a

pair
� êj$ #!& � ��$ #�& 
 . Here, theelementsêj$ #!& belongto theset � andê�$ # G & ,� êj$ # M & , if # G�,� # M . Moreover, the tree Ô togetherwith

keys êj$ #!& is a search tree. Thevalue ��$ #3& is equal to��$ #!& _ � 5 � � Õ � êj$ #!& � � Ö 
��
where � Õ (resp. � Ö ) is equal to the label ��$ � & of the # ’s left (resp.
right) child if the corresponding child exists, or to f3gih , otherwise.
For example,if # is a leaf, then ��$ #!& � 5 � f3gih � êj$ #!& � f3gih 
 . Once
again, thedigest

��� � 
 isdefinedas �%$ #!& , where# istheroot vertex,
or as

³®º®2¯q®
, if Ô is nota propersearchtree.

For a )�¢� (resp. Ò,�)� ), the attestation
�6�  � � 
 is defined

asthe leastamount of data,necessary to verify that ê¤$ #!& �  for
some # (resp. êj$ #!& ,�  for any # , giventhat Ô is a proper search
tree).Intuitively, following anattestation of ��+W \ is equivalentto
searching from asearchtree, wheretheusageof hashfunctionsin
theverticesguaranteesthatthe CA has to work with the sametree
during eachquery. Moreover, theverification algorithm

�
returns³®|®2¯´®

if the treeis not found to bea propersearchtree.
The restof this subsection gives a more technical definition of

theauthenticatedsearch treeattesters,including thenecessary(lo-
cal) verifications that Ô is a searchtree. It is necessaryto perform
theseverifications for the authenticatedsearch tree attester to be
undeniable,and therefore to avoid any frauds.

Let � � ��Ù Õ � 4 d ��Ù Ö Ø 4�G ��Ù G Ø 4 M ��Ù M Ø�IJI>I�Ø 4qL ��Ù L 
��
whereall theelements arefrom W \ , and ìíN Z . The verification
algorithm

���  � � � � 
 returns
³®º®2¯q®

if (1)
Ù Õ ,� f�g�h and  r 4 d ,

or (2)
Ù Ö ,� f3g h and îT±4 d . Naturally,

�
also returns

t®�®2¯´®
if

the attestation� doesnot have the specified form. Otherwise,
�

assigns
� d _ � 5 ��Ù Õ � 4 d ��Ù Ö 
 andfor all

Z r Ñ r ì ,� Ú _ �YÜ 5 � � Ú s G � 4 Ú´��ÙqÚ�
 if  r 4 Ú ,5 �ßÙ Ú � 4 Ú � � Ú s G 
 if �Tu4 Ú .

After that,
�

outputs
³®|®2¯´®

if

(ST1)
� L�,�¥� , or

(ST2) for someÑ ,  � 4 Ú or 4 Ú s G � 4 Ú .
Otherwise,

�
returns

§�¨�¨>©�ª�«
or � ©1¬|©J¨	« , depending on whether4 d �  .

If ¥�.� , the algorithm
���  � � 
 returnsthe unique list � such

that
�¦�  ����� � 
	� � 
 accepts. If  ,�.� ,

�0�  � � 
 finds (1) An ele-
ment  ä , suchthat  ä is thegreatest element  ä £  (the predeces-
sor of  ), if such exists, or the smallestelement in � , otherwise;
(2) An element eä ä , such that �ä ä is the smallestelement �ä ä�NY
(the successor of  ), if suchexists, or the greatestelementin � ,
otherwise.

By theconstruction of search trees,either  ä ä � ê�$ # ä ä & for some
node # ä ä on theroot path startingfrom thenodewith sorting key eä ,

or vice versa. (Otherwise
�0�  � � 
 returns

³®|®2¯´®
)
���  � � 
 returns

theunique list � such that
���  ä ä ä ����� � 
@� � 
 accepts,where  ä ä ä � ä in thefirst caseand  ä ä ä �  ä ä in the second case.

Clearly,
���  �@��� � 
	� � 
 acceptsif and only if ¤��� . Note that

theverification(ST2) returns
³®�®ï¯q®

only if thetreefragment,recon-
structedfrom � , cannot bea part of a searchtree.

A toy example with � �ðX P Z � PS( ��Þ Z ��â Z �8â ( � Ý3æ � è Z � R Z [ is de-
pictedin Figure3. Here,

��� � 
 � �%$ â & and�0�7â P � � 
 � �0�7â ( � � 
 � �0�7â!ÞH� � 
� � f3gih ��â ( � f�gih Ø ÝSæ � f3gih Ø è Z � ��$ R & Ø8â Z � ��$ ( & 
�I
This attestationcontainsthe predecessor and the successor of

â P
(
â Z

and
â ( , resp.),

â ( (
â ( and

â ( , resp.) and
â!Þ

(
â ( and Ý�æ , resp.).

6.2 Securi ty
The next theoremstates that the authenticated searchtree at-

testeris undeniable if x is a collision-resistanthashfunction fam-
ily, wherethereductionis securitypreserving(i.e., if anadversary
breaks the proposedconstruction with successprobability o then
thereexistsanotheradversary thatbreakstheunderlying hashfunc-
tion family with the sameprobability in reasonable time).

THEOREM 1. Let
� �ñk	l be an algorithm,s.t.

»�¼ ¸ � � 
 � o .
Thenthere existsanadversaryòó��kJl with ����� � � ò 
 � o .

PROOF. Theadversaryò isdefined asfollows. Givenanindex~ and the securityparameter P \ , ò performs a query to
� � P \ � ~ 
 .

With probability o , this queryoutputs a tuple
�  � � � � � � 
 , such that� � �  � � � � 
 �.§�¨�¨�©Sª>« and

� � �  � � � � 
 � � ©|¬1©J¨	« . Therefore,� � ��Ù Õ � 4 d ��Ù Ö Ø 4 G ��Ù G �>I�IJI�� 4 L ��Ù L 

and � � � Ù Õ � 4 d � Ù Ö Ø 4 G � Ù G Ø�I�I�IKØ 4 L � Ù L 
 for some ì � ìôN Z

.
Analogously, we will overline the variables

� Ú
that arecalculated

during theverification of � .
The adversaryprocesses � and � in parallel. From(ST1)

� L �� L . Since
�¦�  � � � � 
 �V§�¨>¨�©�ª>«

and
���  � � � � 
 � � ©º¬º©�¨	« , then4 d � ),� 4 d . Therefore,using (ST2) we get that for some õ andõ , � L �Û� L � � L s G �V� L s G ��I�I�IK� � ö+�V�´ö

but
� ö s G¤,�V�´ö s G .

(Remember also that f3gih³,��W \ ).
Next, if 4 ö ,� 4 ö , then ò has found a coll ision 5 � �º��� 4 ö ��� 
 �5 � ����� 4 ö ��� 
 . Otherwiselet us assume,w.l.o.g., that  r 4 ö�� 4 ö

and therefore
� ö � 5 � � � ö s G � 4 ö ��Ù ö 
 and

� ö � 5 � � � ö s G � 4 ö � Ù ö 
 .
Since

� ö s G ,� � ö s G , ò has found a collision 5 � � � ö s G �>����� 
 �50� � � ö s G ���2��� 
 .
Therefore,the adversary ò finds a collision to x with proba-

bility o . Note that ò works in time � �ß÷´���� �� � � 
 , where
÷

is the
working time of

�
.

As with any new cryptographic primitive—andundeniable at-
testeris a new primitive—it is good to know how it relatesto the
previously known primitives.The next theoremestablishesthere-
lationships betweenundeniableattestersandCRHFs.
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Figure 3: A toy example of authenticated search tree.

THEOREM 2. 1) Any undeniable attesteris collision-resistant
attester, but theopposite is not true. 2) Undeniableattestersexist if
andonly if CRHFsexist.

PROOF. 1) Let l � �|{6���'�����@�`
 , andlet
�

beamachine,such
that either ����· ¸ � � 
 � o or ����¹ ¸ � � 
 � o . Next we construct
anefficient machine ò thathas

»�¼ ¸ � ò 
 � o .
Let ~�w {�� P \ 
 . Adversaryò � P \ � ~ 
 lets

�  � � � � 
 w � � P \ � ~ 
 ,� w � � � � 
 , # w � � �  � � � � 
 and �Yw � � �  � � 
 . ò returns�  � � � � � � 
 , if # �¥§�¨�¨>©�ª�« , and
�  � � � � � � 
 , otherwise.ò queriesoncethe algorithms
{�� PQ\ 
 , � � PS\ � ~ 
 , � � , � � and

� � ,
and works otherwisein constanttime. With probability o \ , either
(a) ±,�9�UzûW \ , but # ��§�¨�¨�©�ª>«

, or (b) Ò���UzüW \ , but# � � ©º¬º©�¨@« . Therefore,

»�¼ ¸ � ò 
 � o . As for the opposite,the
constructionin Section5 showed that not eachcollision-resistant
attesteris undeniable.

2) Let l � �|{6���������@�`

be an undeniableattester. By 1), l

is also collision-resistant. Next, we show that if l is collision-
resistant, then ý � �|{6���O
 is a CRHF on (�þeÿ (i.e.,on thesubsets
of W \ ). Let

� ��k�l beanadversary, suchthat ������� � � 
 � o .
Let ò bethenext machine.For ~�� {�� PQ\ 
 , ò � lets

� � G � � M 
 w� � P \ � ~ 
 . With the probabili ty o \ , � G ,� � M but� � � ��G 
 � � � � � M 
 � _ � I
Since

� � G � �Q� � M � � 4 ¶ � G � , we canefficiently find an element  in
(w.l.o.g.) � G � � M . Let ��_ � � � �  � � G 
 . By thedefinitionof attesters,� � �  � � � � 
 � � � �  �8� � � � G 
	�8� � �  � � G 
8
 �.§�¨�¨�©3ª�« . Thus,we have
founda tuple

�  � � M � � 
 , suchthat u,�¡� M but
� � �  ��� � � � M 
@� � 
 �§�¨�¨�©Sª>«

. A contradiction, and thus
� � is a CRHF on sets (i.e., on(3þ�� ��� , or alternatively, on concatenatedstrings ��$iP & �'$ ( & ����� ��$ � � � & ,

where
� ��$ Ñ & � � � ~ � andfor any Ñ r � � � , ��$ Ñ & r ��$ Ñ"Ó.P & ).

Wefinishtheproof by constructingaCRHF x � �|{6� 5 
 onthe
input domain W ] asfollows. Let� � �'$�P & �'$ ( & ���>� �'$ D & �D�£ � � 4 
 , beanarbitrarystring, such that

� ��$ Ñ & � � 4 éj�2�3 M D�£4 éE�2�3 M � � 4 
 (it is sufficient to look atstringswith lengthdividing4 é-���3 M � � 4 
 , due to theconstructionspresented in [9, 18]). Now
define 5�� � �'$iP & �>��� �'$ D & 
 _ � � � ��� $�P & �>���	� $ D & 
 , where� $ Ñ & ��
 Ñ��� ��� Ì ��� \ � �'$ Ñ & �
and


 ~�� \ denotes a 4 -bit binary fixed representationof ~å�Un .

Clearly, if
�

is a CRHF on the domain ( þ ÿ , then x is a CRHF
on domain W ] .

Theoppositewasprovenby Theorem1.

6.3 Discussions
Theconstruction of Section6.1generalizesto thecasewhen the

underlying treeis amultiway searchtree[14, Section6.2.4].How-
ever, if wewishtheattestationsto havelength µ � 4 ���3 �� � � 
 , weare

restrictedto thetreeswherethenumberof childrenof everynodeis
upper-bounded with someconstantthatdoesnot depend on 4 . As a
result, we cannot baseourconstruction on exponentialsearchtrees
and other relateddatastructuresthat have beenlately extensively
usedin sub-logarithmic search algorithms[3].

Authenticated searchtrees canbe made dynamic as in [20] by
requiring that the CA stores the whole hashtree, and after each
databaseupdateupdatesall thenecessaryhashvaluesin thetree,in-
cluding thevalue

��� � 
 . Updatingcanbedonein time µ � 4 �2�3 �� � � 

by usingappropriatedynamicsearchtrees(say, AVL or ( - Þ trees).
Sinceourconstruction is justa slight reformulationof whatis usu-
ally meant by searchtrees,andmostof the“reasonable”datastruc-
turesfor searching canbeseenas searchtrees,onecanchoosethe
data structure that is the mostconvenient in a concreteapplication.

There are many other possible constructions of undeniable at-
testers.For example, one could adda number of arcsto a binary
treeasfollows: For any non-leaf node # , add an arc (if it already
doesnot exist) from its left child’s rightmostdescendantleaf to # .
Weemphasize thatthemaindifferencebetweenthedescribedcon-
structions of collision-resistantand undeniable attestersis that in
thefirst casethechoicebetweentheleft andtheright subtreeis just
doneby anexplicitly givenbit

× � . In thelatter case,there is instead
an explicit searchkey êj$ #3& , such that basedon ê¤$ #!& , the verifier
canadditionally checkthattheelement returned in aqueryis in the
correct location in this tree.

7. EFFICIENCY

7.1 Average-caseAt testation Length
For a fixed size of � , authenticatedsearchtreesresult in the

shortestworst caseattestation length if the underlying tree Ô is
a completebinarytree. In this case,if we additionally assume that
the searchkeys have length 4 —in practice,we storeat leavesthe
hash values of certificatesthat aregenerallylonger than 4 bits—
then the worst case attestation length is 4 �t� ( ���! e�7D Ó¾P 
 ÓYP 
 ,
where

D � (���� G é P is the number of leaves(i.e.,
D � � � � ). A

simplecalculation shows that theattestations
� � �  � � 
 have in to-

tal G\ � M	��� < s G��� G � � � �  � � 
�� � ( � s G � ( � Ó�( 
�é¤Þ Ó¥( � � s M��� d ( � ~ �( ��� G � � é P 
 ÓOP elements,whichmakestheaverage-caseattestation
length equal to4 � ( ��� G � � é P 
 Ó.P( � é P � 4 � ( � � (S4 ���� �DÒI
This is about twice asmuch asthe attestation length in the com-
pletebinary treebased (improved) sortedhash treeattester. Also,
in general,upon other typesof trees,our construction hason av-
erage twice longer attestations than the optimal constructionof
collision-resistant attesterspresented in Section5.2. When using
thedynamicAVL trees[14, Section6.2.3],theworstcasecertificate



lengthof thedynamicauthenticatedsearchtreeattesteris therefore

� ( I R!R � 4 ���� �D .

7.2 At testation Compression
Next, we describe a method for compressingthe attestations.

More often thannot, compression algorithms areseen asconsist-
ing of two standard parts,modeling andcoding [4]. An adaptive
modelingalgorithm estimatesthe sourcefrom the part of the data
sequenceseensofar, by outputting aprobability distribution for the
new symbol. After that, an encoder (say, the arithmetic encoder)
usesthis distribution to encodea new symbol by using asfew bits
aspossible.

We canapply this general approach to the authenticatedsearch
trees. First, let Ô be a fixed searchtree,andlet 4 be the security
parameter. We remind you that theelements of � are 4 bits long.
During themodeling,weassign to every node # recursively arange� ��!q�	"#!�


, as follows. As previously, let
A%$'& �åN Z betheleastand

let
A)(�* � £ � W%\ �Cé P be the greatestelementin � . If # is the

root vertex, then
� ��!´��"#!3
 _ � � A+$'& � � A)(,* � 
 . Now, let # be an

arbitrary vertex. To theleft child #!Õ (if existing) of # , we assigna
range

� � !.- �	" !.- 
 _ � � � ! � êj$ #!& é P 
 . Analogously, to the right child#qÖ (if existing) of # we assignthe range
� �/!.0q�	"1!.0S
 _ � � êj$ #!& ÓP �	" ! 


. Next, every root path in Ô canbe seenas a datasequence.
For a node # in this sequence, the adaptive modeling algorithm
returns theuniform distribution in

��� ! �	" ! 

to theencoder.

After that,theencoderencodesthe value êj$ #3& é2��!
asa binary

number ê%3�$ #!& , using 4 ���3 M �5" ! é6� ! 
87
bits. The compressedattes-

tation
� 3 �  � � 
 is equal to the uncompressedattestation

�6�  � � 

with searchkeys êj$ #!& replacedwith compressedkeys ê 3 $ #3& . We
additionally assumethatthenew digest

� 3 � � 
 is equal to thetriple����� � 
	� A%$9& � � A)(:* � 
 . Giventhat, therange
� ��!q�	"#!�


, and there-
fore alsothe searchkey êj$ #!& , canbe recalculatedevery time the
compressed attestation

� 3 �  � � 
 is usedin verification. Not sur-
prisingly, the fact that all intermediatevalues ê�$ #!& can be unam-
biguously reconstructedfrom

� 3 �  � � 
 is crucialfor undeniability,
and guidedus during the choice of the encoder. Somemore effi-
cient encodersthatwe areaware of donot guaranteeunambiguous
reconstruction of all intermediatevalues,especially sincetheveri-
fier hasnopreviousknowledgeabout thetree Ô .

Assuming that Ô is a completebinary tree, the uncompressed
attestationshave the length

£ 4 � ( D Ó P 
 , where
D � �2�3 e��� � � ÓP 
<; 4 is the height of Ô . On the otherhand, the compressed

attestationsareneverlongerthan 4 �7D Ó�P 
 Ó>= Ì � =M . Theworstcase
is obtained if � � XSZ ��I�IJI��Q� W \ �qé (![ . (We wil l not count in the
short additional datanecessary to encode the lengths of ê�$ #!& ’s.)
Thisprovablegapbetweentheworstcaselengthof thecompressed
and uncompressedattestations is achieved thanks to the implicit
structure hidden in the ordereddata. However, the value 4 D¤é
= Ì � =M � M8\ =Cs?= Ì s?=M is a somewhat unexpectedquantification of
theamount of this structure.

As an example, let us look again at Figure 3. The root path
from the root to the leaf with label ê�$ #!& � â ( has nodes with
searchkeys êj$ # G & � â Z , ê�$ # M & � è Z , êj$ # ç & � ÝSæ and êj$ #A@J& �â ( . Computing the ranges,we find that

� � ! < ��" ! < 
 � � P Z � R Z 
 ,� � ! Ì ��" ! Ì 
 � �7â P � R Z 
 , � � ! Ç �	" ! Ç 
 � �7â P � æ�ã 
 and
� � ! É �	" ! É 
 ��7â P � Ý!Ý 
 . Therefore(as previously, we denote the
D

-bit binary
encoding of ì as


 ìB� = ), ê%3S$ # G & �C
 â Z é P Z �	D � á3á�à!à!àqà>á
,ê 3 $ # M & �E
 è Z é¡â P,��F � á�à!àqà�á�à , ê 3 $ # ç & �E
 Ý�æ é¡â PG�	F � á�à!à3àqà

and ê 3 $ #A@	& ��
 â ( éñâ PG� @ � á3áqá�à . Hence,� 3 �7â ( � � 
 � � f3g h ��á!á!áeà�� f3gih Ø�áeà!à!à!à!� f�g�h Øáeà!à3à>áeà3� ��$ R & Ø�áqá�à!à3à!àQáH� ��$ ( & 
��

and
� � 3 �7â ( � � 
�� � Ý34`Ó�(CP , while

� �0�7â ( � � 
J� � ã!4 . If 4 � P�æ Z ,
thecompressiongain is � P I è3Ý â � ãAH!Ý . While this is an unreal-
istic example dueto

A%(:* � �
A+$�& � (rememberthattheelements

of � are collision-resistant hashes of certificates!), it shows that
this compressionmethod canresult in quite big savings. On the
other hand,the attestations never shortenby a factor greater than
two and thereforetheauthenticatedsearchtreeattesterhaslonger
attestationsthanthe sortedhashtreeone. However, thedifference
in spaceefficiency is negligible.

7.3 Optimali ty Questions
Theclassicalpredecessorproblem requiresoneto maintain aset� sothat thequeries of the form “Is Ñ anelementof � and, if not,

what elementof � , if any, is justbefore it in sortedorder?”may be
answeredefficiently. Membership problemonly requires that the
question“Is Ñ anelementof � ?” may beanswered efficiently.

Thereexistextremelyefficient dynamic attestersif onedoes not
require themto becollision-resistant.Ontheonehand, let l bean
arbitrary attester, suchthat I � , where I¡� X {6�8�'�8����� [ , works in
the worst-casetime

÷	J � � � � . Straightforwardly, there exists a search
algorithm working in time

÷	K Ó ÷�L Ó ÷�M Óñµ � P 
 , whichsolvesthe
membershipproblem.

On the otherhand, according to theresults of [10] for searchal-
gorithmssolving themembership problem,thereexistsa dynamic
attester, such that for any �íz W \ and for every V�U� ,

÷�L
,÷�K

,
÷�M � µ � P 
 , � � � �  � � 
�� � P and

� � � � � 
�� � Z
. (Define� � �  � � 
 � P if andonly if +�-� , and fix

� � � � 
 to betheempty
string). However, both thesortedhashtreesandour authenticated
search treesdo not solve only the membershipbut alsotheprede-
cessor problem, since the attestation

���  � � 
 always containsthe
predecessor of  , if it exists,or thesmallestelement in � . An in-
terestingopenproblemis whetherthis is really necessary.

8. CONCLUSIONS
Weproposed amodel for long-termaccountablecertificateman-

agementandmotivatedtheneed for succinctundeniable attesters.
We then described authenticated searchtreeattestersandproved
thatthey areundeniable.

Theresulting certificatemanagementsystemhasmany desirable
properties. It is accountable, sinceall disputescanbe solved by
theundeniableevidencepresent. This meansin particular thatall
forgeriesby the third partiescanbe explicitly provenand all false
accusationsexplicitly disproven. It is efficient,sincecertificateva-
lidity canbeverified, givenonly thecertificate,ashortdigestof the
certificatedatabaseanda short attestation.

Apart from the model of accountable certificate management
system, the second main result of this paperis a construction of
undeniableattesters.Undeniableattestersmaybecomea very use-
ful security primitive, since they makeit possiblefor anyone to
perform securelymembership (and predecessor)queries without
relying on the trustedthird partiesnor requiringan accessto the
whole database.

9. FURTHER WORK
Strict optimality of our constructions is left as an open ques-

tion. For example,sinceit is easierto solve themembership prob-
lem[10] thanthepredecessor problem[3], it is interesting to know
whether succinctundeniableattesterscanbe built uponthesearch
algorithmssolving themembership problem. Elaborationof exact
protocolsanddutiesof differentparticipantsin accountablecertifi-
catemanagementis of utmost importance.
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