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ABSTRACT

In this paper, we outline a security architecture for the
health records of homecare patients and describe its pos-
sible implementation using the Android software stack. Our
system provides adequate access for the caregivers visiting
the patients, while ensuring the confidentiality and integrity
of patients’ data.

Categories and Subject Descriptors

H.4.3 [Information Systems Applications|: Communi-
cations Applications

General Terms
Security, Design

Keywords

Android, Homecare, Smart phones

1. INTRODUCTION

The goal of homecare services is to increase the amount
of time while older people and patients are still able to live
at their homes, as opposed to a nursing facility. The ser-
vices can be provided by friends and family, but often, for
patients living alone, by social or medical workers. These
workers may both assist the elderly patient with housekeep-
ing chores, as well as perform simple medical operations.

Quite obviously, the homecare workers need access to pa-
tients’ medical data, both for reading and updating. Most
often, this access has been via paper notes that are printed
out before the worker departs to visit the patients. Simi-
larly, notes are taken during the visits and entered into the
medical information system afterwards. The usage of such
an ad-hoc system is time-consuming and it cannot be very
flexible or follow fine-grained security policies.

Computerizing the access to care information appears to
be a good idea — the caregiver is able to obtain the infor-
mation right in the patient’s home and he/she can access
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the information stored in various information systems, e.g.
the the department of social affairs, the hospital, etc. The
access to information can be regulated with high precision.
The information can be updated on the spot, hence the up-
dates are more accurate. Updating and reading can be in-
terleaved, with the updates influencing the reading policies.

Smartphones constitute a suitable platform for such ac-
cess of patient information. On the one hand, they are
flexible and powerful enough for the required functionality
to be effortlessly installed and executed on the device. On
the other hand, they are considerably less bulky than lap-
top or netbook computers, and sport a longer battery life.
The continuing decrease of smartphone prices and increase
of penetration is also not the least of the considerations. One
can expect that in a couple of years, a significant number
of caregivers already possess a smartphone, thereby reduc-
ing the necessary investment in hardware by the homecare
organization.!

In this note we describe the architecture — the compo-
nents and the security measures — of a system enabling the
access to care information through smartphones using the
Android software stack.? We are not aware of any similar
systems. So far, we are only aware of the Android platform
being used to inform the patient about the details of the
upcoming services through his/her TV-set.?

2. PROPOSED SYSTEM
2.1 Design

The main components of the system are the client (care-
giver) application running on a smartphone, the security
server of the homecare organization, the connection servers
of care-providing medical, social affairs, etc. institutions,
and the registries maintained by those institutions. The
client application hosts the user interface for homecare in-
formation access and the means to authenticate the caregiver
to the rest of the system. The client application connects
to the security server over GPRS or 3G Internet connection.
It signs the requests for data access and sends them to the
security server. The traffic between the client and server
utilizes the standard HT'TP over SSL protocol [6], provid-

"http://www.changewaveresearch.com/articles/2010/
07/smart_phones_20100714.html (last access: April 25th,
2011)

2http://wuw.android.com
3http://www.opencare.se/index.php?option=com_
content&task=view&id=84&Itemid=66 (last access:
25th, 2011)
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Figure 1: High-level architecture of the proposed system

ing the confidentiality of requests. The client and server
authenticate each other through certificates, created by a
designated certificate authority (CA).

When the security server receives a data access (read or
write) request from a client, it first verifies the signature of
this request. It then determines the institution to which this
query has been addressed (included in the query) and for-
wards the query to the connection server of this institution.
The information system of the involved institution contains
a database of user access rights, against which it is possible
to decide whether some query by some user can be answered
or not, and what actions (e.g. logging) must be taken when
this query is answered. The connection server again verifies
the signature, then checks the access rights database and, if
the query may be answered, forwards it to the internal infor-
mation system of the institution. The answer to the query
is sent to the user in the opposite direction. The answer is
signed by the institution, and the signature is verified by the
security server and by user. The overall architecture of the
system is shown in Fig. 1.

We see that instead of the client application accessing di-
rectly the various registries of care-providing institutions,
the traffic is routed through the security server and the con-
nection servers. These components serve to reduce the het-
erogeneity of the whole system, as well as to define a clear
perimeter of subsystems. The connection servers define a
uniform query language for the client application; the back-
ends for different care-providing organizations may need to
be adapted. The security server is used route the messages,
relieving the client application from that duty. There may
also be several homecare organizations, each one with its
own security server. The described architecture, especially
the left part of Fig. 1 bears significant similarities to the
eGovernment middleware “X-road” [1] deployed in Estonia.
There are also some similarities between the homecare orga-
nization’s security server and X-road’s Citizen Portal, but
the goals of these parts of the systems are different. Never-
theless, it may make sense to integrate the proposed system
with X-road as much as possible, at least in Estonia.

As for the certificate authority, it makes sense to use the
existing e-Identity infrastructure, should one be in place.
This results in reasonably strong electronic identities with-
out a significant up-front investment in a securely deployed
CA. The advances in cross-border e-Identity interoperabil-
ity" make this choice particularly attractive. Still, as the
smartphone support for hardware tokens (e.g. smartcards)
usually employed by these CA-s is yet lacking, our first pro-
totype will use soft certificates for identification.

‘https://wuw.eid-stork.eu/

2.2 Conformance with Security Requirements

Health information systems may have very complex secu-
rity policies, regulated by many different standards [5]. With
the architecture we are proposing, much of this complexity is
handled by the care-providing institutions’ information sys-
tems and access control mechanisms. These systems make
the decisions on whether to grant access to information to
a particular user, whether to update the records, whether
to log the transactions, etc. As these systems are already
making those decisions now, the additional burden due to
our proposal should be marginal.

Our system must ensure proper identification of all par-
ties. We will achieve this through proper certificate granting
process [4, 2] and the use of digital signatures. We also must
make sure that the exchanged messages remain confidential,
which we achieve through the use of provably secure proto-
cols based on the TLS suite [3]. The security architecture of
Android also helps to separate our client application from
other programs running on the same device.

3. FURTHER WORK

This note reports on the general architecture of the planned

system. Our current plans include the implementation of a
part of the service on the Android platform and its usability
tests.
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