
Let G be a �nite 
y
li
 group and g 2 G one of its genera-tors. Let jGj = m.Let h 2 G. Then there exists a unique x 2 f0; : : : ;m� 1g,su
h that gx = h.This x is the (dis
rete) logarithm of h to the base g. Denotex = logg h.If g is 
lear from the 
ontext then we do not mention it:log h is the dis
rete logarithm of h.We 
an also de�ne logg if g is not a generator of G, butthen logg is a partial fun
tion.



A parti
ular instan
e: G = Z�p for p 2 P.� Operation � multipli
ation.Supposedly dis
rete logarithm is hard for this instan
e.� if p is a randomly generated prime of su�
ient length.In the following, if we speak about a group G, we assumethat multipli
ation, taking inverses and �nding the unitelement are simple operations.



Example: Z�13. A generator of it is 2.i 0 1 2 3 4 5 6 7 8 9 10 112i mod 13 1 2 4 8 3 6 12 11 9 5 10 7Inverting this table gives ush 1 2 3 4 5 6 7 8 9 10 11 12 2 Z�13log2 h 0 1 4 2 9 5 11 3 8 10 7 6 2 Z



On the other hand, 3 is not a generator of Z�13.i 0 1 2 3 4 5 6 7 8 9 10 113i mod 13 1 3 9 1 3 9 1 3 9 1 3 9Hen
e log3 1 = 0, log3 3 = 1 and log3 9 = 2. The fun
tionlog3 is unde�ned for other values.Exer
ise. Give an example of a (family of) 
y
li
 group(s)where �nding the dis
rete logarithms is an easy problem.



Hybrid usage of asymmetri
 and symmetri
 
ryptosystemsto en
rypt a plaintext x:Let a symmetri
 
ryptosystem be �xed. It may be a blo
k
ipher with a �xed mode of operation.1. Generate a new key ks of the symmetri
 
ryptosystem.2. Let y = Esymmks (x).3. Let k0 = Easymmkp (ks).4. The 
ryptotext is (k0; y).



In a bit more general terms:If A wants to send a message x to B then� A and B somehow agree on the key ks for the symmet-ri
 
ryptosystem.� The eavesdropper must not learn ks.� A sends to B the message Esymmks (x).



Using an asymmetri
 
ryptosystem, the agreement on ksis a
hieved with the following steps:� B generates a new asymmetri
 keypair (kpub; kse
) andsends kpub to A.� A generates ks and sends k0 = Easymmkpub (ks) to B.� B de
rypts ks = Dasymmkse
 (k0).



Di�e-Hellman key agreement proto
ol:� Let a 
y
li
 group G and its generator g be �xed. LetjGj = m.� They may be �xed globally, or be 
hosen at ea
hrun of the proto
ol.� A randomly 
hooses a 2 f0; : : : ;m � 1g. B randomly
hooses b 2 f0; : : : ;m� 1g.� A sends ga to B. B sends gb to A.� Both A and B 
ompute k0 = gab.� A 
omputes (gb)a. B 
omputes (ga)b.� A hash of k0 is taken as the key ks.� k0 is distributed di�erently than the keys for typi
alsymmetri
 
ryptosystems.



The adversary sees (the des
ription of) G, g, ga and gb.The adversary wants to 
ompute gab.This problem is the Di�e-Hellman problem.It is no harder than dis
rete logarithm.It is also presumed to be hard for Z�p.



Example: let G = Z�13. Let g = 2.Let A generate a = 7. Let B generate b = 4.Then A sends to B ga = 27 � 11 (mod 13). And B sendsto A gb = 24 � 3 (mod 13).A 
omputes 37 = 729 � 3 (mod 13). And B 
omputes114 = 14641 � 3 (mod 13).The adversary only sees 11 and 4 and has to solve theDi�e-Hellman problem.



ElGamal publi
 key 
ryptosystem:Let a 
y
li
 group G, jGj = m and its generator g be �xed.� Key generation: randomly 
hoose a 2 f0; : : : ;m � 1g.Let h = ga.� Publi
 key: h. Se
ret key: a.� If G and g are not global, then they are part ofthe publi
 (and se
ret) key.� Set of possible plaintexts: G.� En
ryption of x 2 G: randomly generate r 2 f0; : : : ;m� 1g.Eh(x; r) = (gr; x � hr)� De
ryption: Da(
1; 
2) = 
2 � 
�a1



De
ryption works:We had Eh(x; r) = (gr; x � hr) and ga = h.Da(gr; x � hr) = x � hr � (gr)�a = x � hr � (ga)�r = x � h0 = x



Example. Let G = Z�19 and g = 2.Let the se
ret key be 13. The publi
 key is then 3.Let the message be 8. To en
rypt, we generate r 2 f0; : : : ; 17g.Let r be 10.The 
ryptotext is (gr; xhr) = (210; 8 � 310) � (17; 14).To de
rypt we 
ompute 
a1 = 1713 � 16. We invert it andobtain 
�a1 = 6. The plaintext is 
2 � 
�a1 = 14 � 6 � 8.



If we 
an solve the Di�e-Hellman problem then we 
anbreak ElGamal 
ryptosystem.Let 
y
li
 G, m = jGj and generator g be �xed. Let h 2 Gbe an ElGamal publi
 key.We are given a 
iphertext (
1; 
2) = (gr; x �hr) where r andx are unknown. We want to �nd x.We solve the DH problem instan
e (G; g; 
1; h). Here 
1 =gr and h = ga. We obtain y = gar = hr.We �nd x = xhr � h�r = 
2 � y�1.



If we 
an break ElGamal 
ryptosystem then we 
an solvethe Di�e-Hellman problem.Let the problem instan
e (G; g; g0; g00) need solving, whereg0 = ga and g00 = gb but a and b are unknown to us.Let ElGamal 
ryptosystem use the same G and g.Let the publi
 key be (g00)�1 and the message be (g0; 1). Webreak the system and �nd the plaintext x satisfying(g0; 1) = (ga; x � (g�b)a) = (ga; x � g�ab)hen
e x = gab is the solution to the Di�e-Hellman problem.



Assume that ElGamal 
ryptosystem is used to 
reate se-veral di�erent 
iphertexts using the same key.What do we have to keep in mind when 
hoosing r?Can we reuse a random r?Given (gr; x1hr) and (gr; x2hr) we 
an �nd x1=x2. Hen
e ar should not be reused.



Property ElGamal RSAEn
ryption
omplexity two modular expo-nentiations one modular ex-ponentiation (withsmall modulus)De
ryption
omplexity one modular expo-nentiation one modular expo-nentiationRandomized? yes noMessage expan-sion twi
e none (i.e. on
e)

Generi
ity appli
able to any
y
li
 group usable in a singlestru
ture



Given a 
y
li
 G with m = jGj, how do we verify thatg 2 G is a generator?Assume that we 
an fa
tor m: m = pe11 � � � pekk .� If we 
annot, pi
k some other G.� To generate p 2 P, su
h that we 
an fa
tor jZ�pj = p�1,we 
an let p be a strong prime.



The order of g must divide m.If the order of g is not m then it must divide one of thenumbers m=pi, where i 2 f1; : : : ; kg.We verify whether gm=pi = 1 for some i 2 f1; : : : ; kg. Ifnot, then g is a generator.



Given a 
y
li
 G with m = jGj and a generator g 2 G, howdo we 
ompute logg h for some h 2 G?Simplest method � enumeration. Compute g0; g1; g2; : : :until gn = h for some n. Then logg h = n.Time 
omplexity: O(m). Spa
e 
omplexity: O(1).



Shanks' baby-step giant-step algorithm (�meet-in-the-middle�):Let l = dpm e. Then logg h = ql+ r for someq 2 f0; : : : ; l� 1g and r 2 f0; : : : ; l� 1g. LetS = f(hg�r; r) j 0 6 r < lgbe organized as a hash table with hg�r as the key.If (1; r) 2 S then logg h = r.Otherwise 
ompute gl; g2l; g3l; : : : until (gql; r) 2 S for someq and r. Then logg h = ql+ r.Time 
omplexity: O(pm). Spa
e 
omplexity: O(pm).Still infeasible if jGj > 2160.



Birthday paradox: let there be 23 random people in thesame room. The probability that two of them have thesame birthday is more than 50%.In general, let X be a set, jXj = n. Let x1; : : : ; xk be mu-tually independent uniformly distributed random variablesover X. The probability that x1; : : : ; xk are all di�erent iskYi=1 n+ 1� in = k�1Yi=1 n� in = k�1Yi=1�1� in� 68x2R : 1+x6ex

k�1Yi=1 e�i=n = e� k�1Pi=1 i=n = e�k(k�1)=(2n)

If k > 12(1 +p1 + 8n ln 2) then this probability is at most1=2.



Pollards �-algorithm: partition the groupG into three partsG1; G2; G3, su
h that membership tests for all parts areeasy. Let 1 62 G2.De�ne f : G! G by
f(x) =

8>><>>:
gx; x 2 G1x2; x 2 G2hx; x 2 G3De�ne f0(x) = x and f i(x) = f(f i�1(x)).



Let z 2 f0; : : : ;m�1g be randomly 
hosen. Let xi = f i(gz).There exist �i and �i, su
h that xi = g�ih�i , where �0 = z,�0 = 0 and
�i+1 =

8>><>>:
�i + 1; xi 2 G12�i; xi 2 G2�i; xi 2 G3 �i+1 =
8>><>>:

�i; xi 2 G12�i; xi 2 G2�i + 1; xi 2 G3(all 
omputations are modulo m).



Suppose that we have found su
h i and j, where i 6= j butxi = xj. Then g�ih�i = g�jh�jmeaning that h�j��i = g�i��jHen
e logg h = �i � �j�j � �i (mod m) :If (�j � �i)�1 (mod m) does not exist then we try againwith a di�erent z.Or. . . there de�nitely exists su
h k that k(�j��i) = �i��j(take k = logg h). If there are not too many su
h k-s thenwe 
an try them all out.



Consider the values fxigi2N . If the values xi were mutuallyindependent uniformly distributed random variables thentwo equal values exist among O(pm) �rst ones with highprobability.They are not independent, but for the purpose of ouranalysis, we do not 
are.To �nd logg h: 
ompute x0; x1; : : :, �0; �1; : : : and �0; �1; : : :until xi = xj for i 6= j. Then pro
eed as in the previousslide.Time 
omplexity: O(pm). Spa
e 
omplexity: O(pm). (bothexpe
ted)



x0
x1

xi�1
xi = xj

xi+1 xi+2
xj�1

f
f

f
f

f
f

This gives the name �

Note: xi = xj implies xi+1 = xj+1
f

Length of tail: O(pm). Length of 
y
le: O(pm).



Floyd's 
y
le-�nding algorithm: 
ompute the sextuples(xi; �i; �i; x2i; �2i; �2i)(here i = 0; 1; 2; : : :) until xi = x2i.Here (xi+1; �i+1; �i+1; x2(i+1); �2(i+1); �2(i+1)) 
an be 
ompu-ted from (xi; �i; �i; x2i; �2i; �2i), whi
h 
an then be dis
ar-ded.xi = x2i is rea
hed while xi is making the �rst round onthe 
y
le. Hen
e i = O(pm) at that moment.Dis
rete logarithm's algorithm's time 
omplexity: O(pm)(expe
ted). Spa
e 
omplexity: O(1).



Example: let G = Z�197. Let g = 2. Then g is a generator.Indeed, m = jGj = 196 = 22 � 72. We have2 1962 � �1 and 2 1967 � 104 (mod 197) :Let us �nd log2 133 in Z�197.Partition: G1 = f1; : : : ; 65g, G2 = f66; : : : ; 131g, G3 =f132; : : : ; 196g.Randomly pi
k z = 20. Then x0 = 66, �0 = 20, �0 = 0.



i xi �i �i x2i �2i �2i0 142 20 0 142 20 01 171 20 1 88 20 22 88 20 2 122 41 43 61 40 4 61 164 16Hen
e log2 133 = 40� 16416� 4 (mod 196)12�1 (mod 196) does not exist. We have to 
onsider all k-ssatisfying the following 
ongruen
e as possible values forlog2 133: 12k � �124 (mod 196) :



Dividing everything by g
d(12; 196) = 4 gives us3k � �31 � 18 (mod 49)I.e. k � 6 (mod 49). The possible values for k modulo 196are 6, 55, 104 and 153. We try all of them:26 � 64 (mod 197) 2104 � 133 (mod 197)255 � 89 (mod 197) 2153 � 108 (mod 197) :Hen
e log2 133 = 104 in Z�197.



Suppose that we know the fa
torization of jGj = m: letm = pe11 � � � pekk . Pohlig-Hellman algorithm lets us to re-du
e the 
omputation of dis
rete logarithms in G to the
omputation of dis
rete logarithms in groups of order pi.Let g be a generator of G and let us look for logg h.For ea
h i 2 f1; : : : ; kg de�nemi = mpeii gi = gmi hi = hmi :



gi generates of subgroup of G of order peii and hi belongsto that subgroup.Let xi = loggi hi. Then x = logg h satis�es the system of
ongruen
es fx � xi (mod peii )g16i6kwhi
h has a unique solution modulo m (use 
hinese re-mainder theorem to �nd it).



Indeed, for all i 2 f1; : : : ; kg,

(g�xh)mi = (gmi)�xhmi = g�xi hi = g�(lpeii +xi)i hi = g�xii hi = 1for some l 2 Z .Hen
e the order of g�xh divides mi for all i. Then it alsodivides g
d(m1; : : : ;mk) = 1. Hen
e the order of g�xh is 1,i.e. g�xh = 1 and gx = h.We have redu
ed the �nding of dis
rete logarithms in Gto the �nding of dis
rete logarithms in the subgroups of Gwhose orders are prime powers.



Assume now that jGj = pe for some p 2 P. We want to �ndlogg h in G where g is a generator of G.Denote x = logg h. Then x = x0+x1p+x2p2+� � �+xe�1pe�1for some x0; : : : ; xe�1 2 f0; : : : ; p � 1g. Our task is to �ndthese xi.We are going to have gx = h. Then also gpe�1x = hpe�1. Butpe�1x = pe�1x0+pe(x1+px2+: : :+pe�2xe�1) � pe�1x0 (mod pe)As gpe = 1, the value x0 must satisfy gpe�1x0 = hpe�1. Hen
ex0 
an be found be solving a dis
rete logarithm in thesubgroup generated by gpe�1. Its order is p.



Assume that we have already found x0; : : : ; xj�1. To �ndxj we note that we must havegxjpj+���+xe�1pe�1 = hg�x0�x1p�����xj�1pj�1

Denote the right hand side by hj. Then we must also havegxjpe�1+xj+1pe+:::+xe�1p2e�j�2 = hpe�j�1jHere the left hand side equals gxjpe�1. We �nd xj from theequation (gpe�1)xj = hpe�j�1j .



Example: let G = Z�64153. Then jGj = 64152 = 23 � 36 � 11.Let g = 5. Then g is a generator of G. Indeed,5 641522 � 64152 (mod 64153)5 641523 � 58563 (mod 64153)5 6415211 � 57412 (mod 64153)

Let us �nd log5 43210 in G.



Redu
e �nding that dis
rete logarithm to �nding dis
retelogarithms modulo prime powers:

m1 = 6415223 = 8019 m2 = 6415236 = 88 m3 = 6415211 = 5832

g1 = 58019 = 6899 g2 = 588 = 45332 g3 = 55832 = 57412h1 = 432108019 = 5325 h2 = 4321088 = 60946h3 = 432105832 = 37326(all powers modulo 64153).



We must �nd x1 = logg1 h1 = log6899 5325 in G. We knowthat this logarithm must belong to f0; : : : ; 7g. By tryingall possibilities we �nd that x1 = 6.We must �nd x3 = logg3 h3 = log57412 37326. We know thatthis logarithm must belong to f0; : : : ; 10g. By trying allpossibilities we �nd that x3 = 9.We must �nd x2 = logg2 h2 = log45332 60946. We know thatthis logarithm must belong to f0; : : : ; 36 � 1g. We redu
e�nding this logarithm to �nding logarithms in the groupof three elements.



We havex2 = y0 + 3y1 + 9y2 + 27y3 + 81y4 + 243y5;where yi 2 f0; 1; 2g.We �nd y0 from g243y02 = h2432 . I.e.58563y0 = (45332243)y0 = (g2432 )y0 = h2432 = 60946243 = 5589By trying all three possibilities we �nd y0 = 2.In the following we need g�12 = 45332�1 = 29774 (mod 64153).



As next, we have g243y12 = (h2g�22 )81. I.e.58563y1 = 45332243y1 = (60946 � 45332�2)81 = 5589and y1 = 2.Then we have g243y22 = (h2g�(2+3�2)2 )27. I.e.58563y2 = (60946 � 45332�8)27 = 58563and y2 = 1.Then we have g243y32 = (h2g�2+3�2+92 )9. I.e.58563y3 = (60946 � 45332�17)9 = 5589and y3 = 2.



Then we have g243y42 = (h2g�(2+3�2+9+27�2)2 )3. I.e.58563y4 = (60946 � 45332�71)3 = 58563and y4 = 1.Finally, g243y52 = h2g�(2+3�2+9+27�2+81)2 . I.e.58563y5 = 60946 � 45332�152 = 5589and y5 = 2.Thus x2 =P5i=0 yi3i = 638.



We have the system of 
ongruen
es8>><>>:
x�x1 (mod pe11 )x�x2 (mod pe22 )x�x3 (mod pe33 ) or
8>><>>:

x� 6 (mod 23)x� 638 (mod 36)x� 9 (mod 11)Using the 
hinese remainder theorem we �nd x = 58958.This is the dis
rete logarithm of 43210 to the base 5 inZ�64153.



Let G = Z�p, let g be a generator of G, let h 2 G. We arelooking for logg h.In index 
al
ulus, �rst a fa
tor base B = fp1; : : : ; pBg ofsmall primes is 
hosen.First step. Look for su
h elements x 2 Zp�1 that all primefa
tors of gx mod p are in B. (Generate random x-s)This gives us an equalitygx � pa11 � � � paBB (mod p)or x � a1 logg p1 + � � �+ aB logg pB (mod p� 1)(we know x; a1; : : : ; aB).



Let us have a su�
ient number of equalities of the formxj � a1j logg p1 + � � �+ aBj logg pB (mod p� 1) :Then we 
an �nd logg p1; : : : ; logg pB from this system oflinear equations.Se
ond step. Look for an s 2 Zp�1, su
h that all primefa
tors of hgs mod p are in B. (Generate random s-s)hgs � pb11 � � � pbBB (mod p)orlogg h � b1 logg p1 + � � �+ bB logg pB � s (mod p� 1):



An ellipti
 
urve Ea;b over Zp is the set of pairsf(x; y) 2 Zp j y2 = x3 + ax+ bg [ fOgwhere a; b 2 Zp and 4a3 + 27b2 6= 0. O is an �extra point�.We 
an de�ne a binary operation + on the points of Ea;b,su
h that Ea;b be
omes an Abelian group.� O is the zero element;� �(x; y) = (x;�y);� addition is de�ned as follows. . .



Consider y2 = x3 + ax+ b over R . . .(see the bla
kboard)



� Two points P;Q 2 Ea;b determine a straight line.� If P = Q then 
onsider the tangent of Ea;b at P .� Let R be the third point where this line interse
ts Ea;b.� If the line is verti
al then let R = O.� Then P +Q is de�ned as �R.



Let P = (x1; y1); Q = (x2; y2) 2 Ea;b. If P = �Q thenP +Q = O, otherwise P +Q = (x3; y3) wherex3 = �2 � x1 � x2y3 = �(x1 � x3)� y1

� = 8<: y2�y1x2�x1 ; if P 6= Q3x21+a2y1 ; if P = QThe operation + turns out to make Ea;b into an Abeliangroup.Now use the same formulae for Ea;b de�ned over Zp.



In general, (Ea;b;+) is not a 
y
li
 group.We have to work in a large 
y
li
 subgroup of Ea;b. Weneed an element of Ea;b with a large prime order.jEa;bj must have a large prime fa
tor.Theorem. ��jEa;bj � p� 1�� 6 2pp.There exist e�
ient algorithms for 
omputing jEa;bj in ge-neral 
ase (O(log5 p)).Theorem. E �= Zn1 � Zn2 with n2 j n1 and n2 j (p� 1).Theorem. If p � 5 (mod 6) then E0;b �= Zp+1.Theorem. If p � 3 (mod 4) then Ea2 mod p;0 �= Zp+1.



Given g 2 Ea;b with a large order, we 
an perform Di�e-Hellman key ex
hange in hgi.ElGamal 
ryptosystem is not so suitable for using withellipti
 
urves.In ElGamal 
ryptosystem, the message has to be an ele-ment of the group.De�ning a suitable mapping from bit-strings to the pointsof the ellipti
 
urve is not so trivial.



Menezes-Vanstone 
ryptosystem: Let E be an ellipti

urve over Zp. Let g 2 E have a large prime order.� Se
ret key: k 2 Z jEj.� Publi
 key: h = k � g (in the group (E;+)).� Plaintext spa
e: Z�p � Z�p.� Ciphertext spa
e: E � Z�p � Z�p.



To en
rypt (x1; x2), generate a random r 2 Z jEj and 
om-pute� y0 = r � g, (
1; 
2) = r � h (in E);� y1 = 
1x1 mod p; y2 = 
2x2 mod p;the 
iphertext is (y0; y1; y2).Exer
ise. How to de
rypt? How is this similar to the El-Gamal system?


