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Encryption



IND-CPA security

s gyt
(pk, sk) < Gen (pk, sk) < Gen
delete sk delete sk
IND-CPA
$}
mq < ... mq ¢ ...
miq — ... miq < ...
c — Encpk(mO) c — Encpk(ml)

The complexity of the games must be less than ¢ for (¢, e)-IND-CPA secure

cryptosystem. In the formal reduction, the whole game is converted to the
IND-CPA distinguisher.
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IND-CCA1 security

i g1’
(pk, sk) < Gen (pk, sk) < Gen
mgy — ... IND-CCA1 mgy < ...
:E_—>
mi < ... mip <— ...
delete sk delete sk
c — Encpk(mo) c — Encpk(ml)

The complexity of the games must be less than ¢ for (¢, £)-IND-CCAL secure
cryptosystem. In the formal reduction, the whole game is converted to the
IND-CCAL1 distinguisher.
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IND-CCA2 security

Gy g1
(pk, sk) «— Gen (pk, sk) «— Gen
IND-CCA2
mg < ... mgy — ...
mi — ... my <« ...
c — Encpk(mo) c — Encpk(ml)

The reduction is valid if the challenge encryption ¢ is never decrypted in
the games Gy and G;. The complexity of the games must be less than ¢ for
(t,£)-IND-CCA2 secure cryptosystem. In the formal reduction, the whole
game is converted to the IND-CCAZ2 distinguisher.
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Message Authentication



MAC security

A
ot gy
sk < Gen sk «— Gen

t1 < Macg (mq) t1 « Macg (mq)

tq < Macg, (mq) tq < Macg (mq)

if Verg) (7, 1) = O then return 0 if Vergy (7, ) = 0 then return 0

if m ¢ {mq,...,mq} then Do something bad

The reduction is valid if sk is used only for computing the Verg(-) predicate
and for computing Macgy(m1),...,Mack(m,). The complexity of the

games must be less than ¢ for (¢, q, €)-secure message authentication code.
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Hash Functions



Collision resistance

A
G} gt
h —H h —H
c +— h(m) CR c «— h(m)
if h(T) # c then return 0 if h(T) # c then return 0
if T #% m then Do something bad

The complexity of the games must be less than ¢ for (¢, £)-collision resistant
hash function family H.
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Commitment Schemes



Hiding

s gyt
pk < Gen pk < Gen
mgy < ... IND-CPA mgy < ...
—84—>
mp o ... miy < ...
delete d delete d

The complexity of the games must be less than t for (t,¢)-hiding secure
commitment scheme.
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il a1
pk < Gen pk < Gen
(c,d) « Comy (m) (c,d) « Comy (m)
BIND
_?>
m — Openpk(c, d) mo— Openpk(c,a)
if m = _L then return O if m = _L then return O

The complexity of the games must be less than ¢ for a (¢,e)-binding
commitment scheme.
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