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Now that we’ve gotten familiar with the security definition of QKD, let’s try to
use the keys from a secure QKD protocol in other situations. First we’ll look at
secure message transfer, and then we’ll look at how the keys can be used to log in.

1 Setup and security def

The protocol works as follows:

o Alice and Bob perform the e-secure QKD protocol to get keys K4 and Kp.
If QKD aborts, we cancel.

« To secure a message m, Alice sends Bob the state |c) := |m & K4)'. Since
we assume the channel is public, she also sends this to Eve.

» Bob retrieves the ciphertext and retrieves the original message by retrieving
|m’y = |c@® Kp). Since K4 = Kp after the error-correction of QKD, this just
returns the original m.

We denote sending the message m (after QKD has already been run) as a
quantum operator &,,. This is just a natural application of the one-time pad in
our setting. But is this protocol secure? As usual, the answer to this is "What do
you mean by secure?" as there are many different notions of security, and choosing
the right definition depends on what the protocol is used for.

In our case, let’s say we only want that Eve learns nothing about the message.
The most natural way to go about formalizing this is to say that Eve can’t
distinguish between the ciphertexts of any two messages. Since Eve had the small
probability € of succeeding in learning something from QKD, we must also limit

'While these are really classical values, I'll keep them as basis vectors of a quantum system
since it allows me to use density operators naturally. Also note that the XOR operation can
be easily done with a unitary as it just shuffles the computational basis states around and is
self-inverse.
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Figure 1: The quantum operator &,, for sending message m.

ourselves to saying that Eve can distinguish with some small probability . We've
already seen how trace distance captures the idea of distinguishability between two
density operators.

VE,mo,m1 TDrap pmg, trAB Pmy) < 0

The above definition looks at the view of Eve, which is why the registers of Alice
and Bob are traced out (remember that limiting our view is also what partial trace
models).



2 Security proof overview

Now let’s look at two runs of the SMT protocol for some mg,m; and try to bound
the distance between them. The main idea is to use ideal "intermediate"
steps to get a bound on the maximum distance from one state to the
other.

First, both of them run the QKD protocol, giving them each a p;q;,, which is
e-close to pPigear- Note that the pigeq is the same for both runs, because the pigeq
is fixed for a given adversary and we’re using the same Eve in both runs. In the
schematics one run is represented on the right, and the other on the left.
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Figure 2: Bound on distance when only QKD has been run.

And since they’re both e-close to the ideal, we know that T'D(preat,,, s Preatn, ) <
2-¢.

We then run the rest of the SMT protocol, applying &,,, and &,,, in both
the real and ideal cases. Note that since applying some operation can only lose
information, TD(E(p), E(T)) < T'D(p, T) which is something we already saw in the
trace distance lecture. Thus the distance between the reals and the ideals will not
grow larger than €. But the distance between the corresponding ideal cases can
grow. T D(Eny(Pideat)s Emy (Pidear)) £ T D(Pideats Pidear) as we're applying different
operators to each side.
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Figure 3: Bound on distance when SMT has been run.

However, the thing we care about is the distance between the two message
states from Eve’s perspective, and to get this limited view of the system we used
the partial trace. Since we know from one of the homework tasks that the partial
trace is also a quantum operator, it also preserves the trace distance bounds. This
is pictured on Figure 4.

The states ycq,, s Preat,,, correspond to the states in the security definition for

realm

the SMT protocol - they’'re density operators after we’ve ran the protocol for two
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Figure 4: Bound on distance when SMT has been run, Eve’s view only.

different messages and traced away Alice and Bob’s part. So we know that our
scheme is 0 = € 4+ o + e-secure. However, we currently don’t know how large o can
be - if it is very large, the scheme is still insecure.

3 Upper bound of ¢

We have shown that the security of the scheme comes down to finding a bound
on the size of 0. This is much easier to do, because we’re no longer dealing with
the "real" states, which can be difficult to express and work with as they can have
errors. The ideal case p;geq (the state after only QKD has been run) is simply

ﬁideal - p(2—n Z |ZL’> <x|A ® |~17> <='L'|B ® pE) + (1 - p)pabort
z€{0,1}"

The A,B subscripts distinguish between what parts belong to Alice and Bob.
Then for mg, the state after running SMT is

Emo (Pideat) =p(27" Y. |2)(2]4 @ |2)(7]p @ |7 ® mo)(x ® mo|p ® |7 ® mo) (T & Mo|p @ p)
re{oa}n

+ (1 — p)pabort = ﬁ;dealmo

It may be helpful to look at Figure 1 again to orient yourself in this formula. Now
to get ﬁ;’dealmo, we only need to trace away Alice and Bob’s systems and leave only
Eve’s part. Because |z)(x| has trace 1 for basis states x, this is quite simple.

tTA,B ﬁ;dealmo - p(2_n Z |ZE S m0><1' D m0|E X PE) + (1 - p)p;bort
z€{0,1}"
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You may have noticed we haven’t dealt with the abort state at all - this is because
it is always the same, as we don’t run SMT if we abort. However, here we still need
to trace the abort state as well, as we’re still limiting our view (and the matrices
need to be the same size to add together).

Now you may remember from Homework 3 task 1.b that applying a unitary to
an equal superposition of basis states does nothing.

27" N Ul)@iut=2"0 Y U'=2"UIUT
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In our case, we're applying an XOR function where this is especially easy to see
as it just maps basis states to other basis states. And since each basis state has the
same probability?, this shuffling around does nothing. And since pg is independent
from x, we can now reindex the basis states. This is the exact same reason why a
one-time pad works.

Pigeatny = P27 D |z @mo){z @ molp ® pr) + (1 = P)Psore
ze{0,1}m

=p(27" Y o)l ® pr) + (1= P)Psore
ze{0,1}m

Now notice that the above state is completely independent from the choice of
myg. If we were to compute the same process using e.g. m, we would get the exact
same result. And since they’re the exact same state, o = T'D(Djea,,,  Pideat,,, ) = 0-
And thus our SMT protocol is 6 =€ + 0 + & = 2 - e-secure.

2Probability rather than amplitude because we have a distribution of classical states when we
have )" pa|x)(z|, not a superposition



