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Protecting information confidentiality
Background

Conventional security mechanisms include
e access control
o firewalls
e encryption
e antivirus software

They are useful but not perfect.



Language-based information flow security

Use language-based mechanisms, to enforce that

¢ software programs manipulate confidential information
e and communicate with the outside,
¢ while protecting the confidentiality.



Noninterference

The attacker may view nonconfidential (public) information,
which must not affected by confidential (private) data.

A program satisfies noninterference if the attacker cannot
observe any difference between two executions that differ only
in their confidential input.



Explicit vs implicit flows

Explicit flow:

Implicit flow:

h:= hmod 2;
l:=0;
if h=0then /:=1 else skip



Covert channels

Implicit flows
Termination channels,

e nontermination
e exceptions

Timing channels

Probabilistic channels
Resource exhaustion channels
Power channels

Class initialization channels



Lazy class initialization

In Java, a class is loaded, linked and initialized on
demand when the class is actively used for the first time.

Class loading constitutes one of the most compelling features
of the Java platform, allowing for dynamically loading software
components on the Java platform.



Exception during initialization

classC{g=1}
classD{f=1/C.g}

with fields g and f low.

Py: C.g:=0;

if h =0 then new D else skip
Py: newD;

C.g:=0;

if h =0 then new D else skip



Persistence of initialization failure

classC{g=1}
classD{f=1/C.g}

with fields g and f low.

P,: C.g:=0;
if h = 0 then (try new D catch skip) else skip;
C.g:=1,
new D

P;: C.g:=0;
if h = 0 then (try new D catch skip) else skip;
C.g:=1,

trynew D;/:=1catch/:=0



Impact of class hierarchy

class Co {g=1}
class Dy { f = Cy.9++ }
class Dy extends Do {}

Ps: new Cg;
if h = 0 then new D; else skip



class hierarchy + persistence of initialization failure

Ps :

class Co {g=11}
class Dy { f=1/Cy.9 }
class Dy extends Dy {}

Co.g :=0;

if h =0 then (try new D; catch skip) else skip;
Co.g:=1;

try new Dy;/:=1catch/:=0



Syntax

CT € Class names — Class definitions
o € Variables — Integers U Class names — Class object

Expressions e = nlx|eope|Cf
Statements s skip| sp;s1 | x:=e|C.f:=e
if e then s; else s¢

while e do s;

try sg catch sy

Class definitions CL class C {fy = eg, ..., fx = e}
Programs P == (CT,s)

Class object o {fo=n0,....fk=nk}|e|o



Expression evaluation

(o,n) | (o,n) (o,x) ] (0,0(x))

(0.€0) | (¢/,0) (0',€1) | (6", m) moopni=n

(0,60 0p e1) | (0, n)

(U, eO) T o’ (Uv eO) ! (OJ? nO) (OJ’ 81) T o
(0,0 0pey) 10 (0,60 0op &) 10"

(0,€0) L (o',n0) (o',€1) | (0”",m) noopni=e
(0,60 0pe1) 10"

p(o,C) | o p(o,C) 1o’
(o,C.1) | (¢/,0'(C.f)) (o,C.f)70




Operational semantics for statements

(0,€) | (o', n)
(o,x := €) — (d'[x — n], skip)
(0.) 1 (o/,n) p(o’,C) | "
(o,C.f :=e) — (¢"[C.f — n], skip)
(0.€) 10 (0.€) 1 (o',n) p(co’,C) 10"

(0,C.f:=e) — (0',e) (0,C.f:=€) — (0", e)

(o, skip; s) — (o, 8)

<0, So> — <(7', 36> <o', SO> — <U', o>
(0,80;81) — (0/,80:81) (0,50;81) — (0, )
(0,€) 1 (o,n) n#0 (0,€) 1 (d',0)

(o,if ethen s; else s¢) — (o, 5:) (o, if e then s; else s¢) —

<OJ7 Sf>



Operational semantics for statements (2)

(0,€) L (o,n) n#0
(o, while e do s;) — (o’, s; while e do s;)

(0,€) | (0',0)

(o,while e do s;) — (o/,skip) (o, try skip catch s) — (o, skip)
<Ua SO> - <OJ7 36>
(o,try sq catch sy) — (o', try s; catch sy)

(0,80) = (d',0)
(o,try sg catch s1) — (0, 51)
(0,8) 10
(0, Qle]) — (o', @)
where Q ::= x := [] | if [|] then s; else s¢ | while [] do s;




Class initialization

O‘(C):{fozno,...,fk:nk} O'(C):o
p(o,C) | o p(C, o

0(C)=o CT(C)=class C{fy=eyp,...,fx = e}

p(o,C) | o
d(C)=o0 CT(C)=class C{fo =ey,...,fx = ex}

p(C,0) 1 d'[C +— o]



Low equivalence on states

Two states o and o’ are low-equivalent, written o =5, o’, if they
agree on low variables and fields and on class objects.
Formally, o =, o’ if the following three conditions hold:
e for any x such that I'(x) = low, o(x) = o/(x);
e uninitialized(o) = uninitialized(c"),
initialized(c) = initialized(o"), and also
failed(o) = failed(o’);
e forany C and f such that I'(C, f) = low and C is in
initialized(c), o(C.f) = o'(C.f).



Noninterference (termination-sensitive)

Definition
A statement s satisfies termination-sensitive noninterference if,
for any low-equivalent states o9 and o4, we have

e either, (09, 8) | o and (01, s) | o} and o =jow 0;

e or, (0p,8) T og and (o1,8) T o} and o =jow 074;

¢ or, both diverge.



Noninterference (termination-insensitive)

Definition

A statement s satisfies termination-insensitive noninterference
if, for any low-equivalent states o and o+, (09, S) | op and
(o1,8) | 04 imply U(,) =low Uq-

¢ (Relatively) liberal security conditions, which are easy to
check.

¢ Programs satisfying TIN do not reliably leak the secret in
polynomial time in the size of the secret.



i:=0;
while i < ndo
i :=0;

try o :=1/(h & 2); l; := 1 catch skip
i=i+1
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Security type system

Idea: no class initialization in high contexts.

pchtSs:0g— 014
e sis typable at pc given any class in jp has been initialized;
¢ on the successful termination, any class in §; has been
initialized;
e it might raise an exception at /.

pcke:dyg— 14



Typing of expressions for exception handling

pcEn:d—d:low pckx:0—d: low
pcHey:0—dg:lyg pPCHeq:d— oLy
pch ey opey:d— dgUdy ::€0|_|€1|_|I‘(e0)ul'(e1)
lowk C.f:6 —5U{C}::T(C)

Cc
high+ C.f: § — § :: high




Typing of statements

pckskip:d—d:: low
pcke:d—d 0 T(e)CTTl(x) pcCTl(x)
pcEx=e:§—§: 4
lowke:§—d 0 T(x)CT(C.f)
lowkC.f:=e:6—=§U{C}::¢UT(C)
Ced highte: 60—t T(x)CT(C.f) highCT(C.f)

hight- C.f :=e: 6 — ¢ :: high
pChH Sy:d0g— 1y pcllylt Sy:01— o by
PCF Sg; 81 : 0g — 0o 2 Lo LU 44




Typing of statements, cont.

pcke: 6= 4

reyulupctsi:d" < dg:ly F(e)UlUpct sp:d — oy

pckif ethen s;else s¢: 6 < dg NIy 2 LU Lo LI 44
pcte:d—d =0 T(e)ulupct si:d "=t
pctwhileedos;:d—d§ /Ul

pchsg:0— 0 by pcUlyksy:6— 8 44
pc = try sq catch sy : § — &' :: ¢4




If pct s : () < § then s satisfies Tl noninterference.
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